I. Cau tric khong gian tén mién cua ban ghi ngudc

Ngoai chirc nang chuyén déi t&n mién sang dia chi IP, hé théng DNS con cé chirc ndng chuyén
déi nguoc lai tr dia chi IP sang tén mién (reverse lookup). Chirc ndng reverse lookup cho phép
tim tén mién khi biét dia chi IP va dwoc siv dung trong trwérng hop can kiém tra tinh xac thuc cla
cac dich vu st dung trén Internet.

Vi du:

Trong dich vu thw dién t&, thw dién t& (email) cAn dwoc chuyén qua moét loat cac tram chuyén
tiép thw dién t& (email exchanger) trwéc khi dwoc chuyén dén nguoi dung. Khi email duoc
chuyén tr mot tram chuyén tiép thw dién t& nay dén mot tram chuyén tiép thw dién t& khac, tram
chuyén tiép thw dién t& nhan thw sé dung chirc nang reverse lookup ctia hé théng DNS dé tim
tén mién cla tram chuyén tiép thw dién t& chuyén thw dén. Trong truéng hop dia chi IP cla tram
chuyén tiép thw dién t& gtri khong dwoc khai bao ban ghi ngwoc, tram chuyén tiép thw dién tr
nhan s& khdng chap nhan két néi nay va sé loai bd thw dién to.

Khéng gian tén mién cac ban ghi nguoc ciing dwoc xay dung theo co ché phan cap nhu khoéng

gian tén mién cta cac ban ghi thuan:
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Hinh vé céu tric khéng gian tén mién ngwoc cua IPv4, IPv6 trong cdy tén mién chung



Doi v&i thé hé dia chi IPv4, cu tric cla tén mién nguoc cd dang nhu sau: www.zzz.yyy.xxx.in-
addr. arpa. Trong do: xxx, yyy, zzz, www |a cac sé viét trong hé thap phan biéu dién gia tri cta
4byte cAu thanh 1 dia chi IPv4.

Vi du: M6t may tinh trén mang dwoc gan dia chi IPv4 203.162.57.101 thi tén mién nguwoc
twong rng sé la 101.57.162.203.in-addr. arpa.
May chi cé tén mién: mail.vnnic.net.vn
Anh xa vao tén mién thuan bang ban ghi PTR: 12.57.162.203.in-addr.arpa. IN PTR

mail.vnnic.net.vn
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Hinh vé minh hoa céu trac tén mién ngwoc trong IPv4

Déi véi thé hé dia chi Internet méi IPv6, cAu tric tén mién ngwoc cé khac mot chut. Cu thé:

Khoéng gian cac tén mién nguoc cla cac dia chi IPv6 khong ndm duéi mién in-addr.arpa nhuw

cta IPv4 ma nam dwéi mién .ip6.arpa.

- Do hoan toan khéng con khai niém class (I&p) trong IPv6 va 1 dia chi IPv6 dworc biéu
dién dwdi dang sb hexa nén cu trdc phan cip tén mién nguoc trong IPV6 ciing khdng
chia theo I&p nhw & IPv4 ma dugc phan cap theo tirng bién 4 bit twong (rng v&i mbi sb
hexa céu thanh nén 1 dia chi IPv6



- Vidu: M6t node mang duwgc gan dia chi IPv6
2001:0dc8:0123:1234:abcd:0000:0000:0000 thi tén mién nguoc twng rng sé la:
0.0.0.0.0.0.0.0.0.0.0.0.d.c.h.a.4.3.2.1.3.2.1.0.8.¢c.d.0.1.0.0.2.ip6.arpa

I1. Co ché khai bao ban ghi ngugc hién tai cho cac ving dia chi cua Viét Nam :

Hién tai, cac ban ghi ngwoc dung cho vung dia chi IP cta Viét Nam dwoc khai bao theo co
ché chuyén giao (delegation classful) théng thwong tir may chd DNS ctia APNIC vé may chi DNS
cta thanh vién. Theo co ché nay, APNIC sé khai bdo cac ban ghi NS cho cac tén mién nguwoc
(classful) xudng cac may chi DNS cuia thanh vién. Muc dich cla viéc nay 1a dé tang cwdng hiéu
qué trong viéc khai bao tén mién ngwoc. Cu thé nhw sau :

- Céc t6 chirc sir dung dia chi truc tiép duy tri cac ban ghi t&n mién ngwoc cho dia chi s
dung trong mang co’ s& ha tang va cho khach hang cia tb chirc.
- Cac thanh vién dia chi c6 thé quan ly linh hoat viéc khai bao tén mién ngwoc thudc viing

dia chi cia minh. Tén mién nguoc sé dwoc chuyén giao tryc tiép theo khong gian I6p (B,

C) dbi v&i IPv4 va theo céac bién 4 bit (1 sb hexa) tr may chd DNS ctia APNIC vé DNS

cta thanh vién. Do vay, cac thanh vién cé thé dé& dang trong viéc quan ly va chuyén giao

tén mién nguwoc té¢i DNS cta khach hang (trong trwérng hop can thiét hodc truc tiép khai

bao hd tro khach hang trén DNS clia minh mét cach chd déng dé dang va hiéu qua).

III. Huéng dan thanh vién vé thu tuc gui yéu cau khai bao chuyén giao tén mién
ngucc:
1. Chuan bi:
- Thanh vién khai bao s&n sang cac tén mién ngwoc twong (ng vung dia chi IP
(V4, V6) c6 nhu ciu chuyén giao vé trén hé théng may chd DNS cla thanh vién.
- Yéu cau k¥ thuat: Téi thiéu phai c6 2 may chdii DNS phu trach khai bdo cho tén
mién (tham khdo hwéng dan ciu hinh khai bao DNS & phan sau). Cac may chi
phu trach nay phai luén dadm bao kha nang c6 thé truy van tén mién ti Internet.
2. GWri yéu cau qua giao dién web: Néu thanh vién da cé tai khoan s dung hé théng
quan tri IP online tai dia chi http://ipmember.vnnic.vn thi ¢ thé gvi yéu cau online tai dia

chi d6. Trwong hop chwa dang ky s dung hé théng thi cé thé giri yéu cau qua emai.


http://ipmember.vnnic.vn/

3. GWri yéu ciu qua email:
- Dja chi nhan yéu cau: info@vnnic.net.vn
- Noi dung yéu cau:
+Vung dia chi can dang ky chuyén giao tén mién ngwoc
+ Tén cac may chd DNS nhan chuyén giao cho tén mién (t6i thiéu 02 tén, chi

cung cép tén - khéng cung cép dia chi IP ctia may cha).

IV. Huéng dan thanh vién cidu hinh may chu DNS dé khai bao cac ban ghi ngudc
(trong Ipv4):

Theo co ché khai bao dang ap dung, may chil DNS ctia APNIC sé& chuyén giao classful
cac subdomain (twong trng /16, /24) t&i cac may chd DNS cula cac thanh vién. Khi d6, trén may

chd DNS cta cac thanh vién sé phai tao va quan ly cac zone (classful) twong rng.

1. Cau hinh may chia DNS cua thanh vién

- Tao trén may chud cac zone “Z.Y.X.in-addr.arpa.” Trong d6 X.Y.Z.0 la céac class C
dia chi ma thanh vién nhan dwoc tir VNNIC.
- Tao cac file di¥ liéu twong rng véi cac zone Z.Y . X.in-addr.arpa.
- Trong file di¥ liéu clda zone, khai bao cac ban ghi ngwoc (PTR) cho toan bd cac
may chu c6 dich vu yéu cau reverse dns.
Vi du:

Gia st can khai bao cac ban ghi ngwoc cho tén mién www.abc.com.vn va www.abcl.com.vn trd

dén hai dia chi 203.162.57.1 va 203.162.57.2 thudc class C 203.162.57.0/24.
Trén may chd DNS cla cac thanh vién sé khai bao zone:
57.162.203.in-addr.arpa.
Trong file di liéu clia zone “57.162.203.in-addr.arpa”, khai bao cac ban ghi ngwoc PTR cho céac
tén mién nguoc nhw sau:

1.57.162.203.in-addr.arpa. IN PTR  www.abc.com.vn.




2.57.162.203.in-addr.arpa. IN PTR  www.abcl.com.vn.

Néu DNS st dung phdn mém Bind 9, di¥ liéu s& dwoc khai bdo nhu sau:
% File named.conf cia may chi DNS
= DNS chinh (primary) khai bao:
Zone “57.162.203.in-addr.arpa” {
Type master;
File “db.203.162.57";
h
= DNS thir cap (secondary) khai bao:
Zone “100.162.203.in-addr.arpa” {
Type slaver;
File “db.203.162.57";

Masters { Dia chi IP cia may chd DNS chinh;};

k

< File di¥ liéu db.203.162.57 khai cac ban ghi nguwroc nhu sau:

$TTL 25400,
i I 30L& tEn redy dnes priveary oba ISP dia chi errail clla ademin
i 2003091001 ; serial

10200 ; refresh (3 hours)
3600 ; retry (1 hour)
BO4200 ; expire (1 weel)
26400 ; reiniranrn (1 day)
!

I N5 tén mdy dns prireary cia ISP
jig) M5 tén mdy dns secondary ciia ISP

FORIGIN 100.162 203 in-addr arpa.
1 I PTE  wnar ahc.corm i,
2 I PTE.  wanar abel comon.

2. Khai bao ban ghi ngwoc cho khach hang cua ISP




Dbi v&i cac ban ghi ngwoc clia khach hang, tuy theo nhu cu, cac ISP c¢é hai lwva chon dé duy tri
cac ban ghi ngwgc cho mang cda khach hang :

- ISP duy tri toan bd cac ban ghi ngwoc trong classful zone trén may chd DNS cua ISP.
Trong trwéng hop nay, khach hang ctia ISP can gt cac thong tin vé may chd can dich
vu reverse DNS ctia khach hang dé ISP khai bao trén DNS cla ISP.

- ISP chuyén giao subnet (delegate classless) twong (rng vung dia chi ctia khach hang
t&i may chi DNS cla khach hang dé khach hang tw khai bao cac ban ghi nguoc trén
may chi cGia khach hang. Trong trwdng hop nay, ISP khai bao theo chuén rfc 2317 va
hwéng dan khach hang khai bao trén may chi clia khach hang.

3. ISP chuyén giao subnet twong trng viung dia chi da cp cho khach hang téi may

chu DNS cua khach hang.

Trong trwdng hop nay, cac ISP can yéu cau khach hang cung cap théng tin vé hai may chi ma
khach hang sé khai bao ban ghi ngwoc trén d6. Bao gom :

- Tén clia may chi DNS chinh (DNS Primary)

Dia chi IP ctia may chi DNS chinh (DNS Primary)
- Tén clia may chi DNS thir cAp (DNS Secondary)

- Diachi IP ctia may cht DNS thir cAp (DNS Secondary)

Gi& slr trong class C 203.162.57.0/24, ISP cép cho cac khach hang sau va sé& chuyén giao
subnet dén cac khach hang twong (rng d6 nhw sau:

203.162.57.0/25 cAp cho khach hang A

203.162.57.128/26  cAp cho khach hang B

203.162.57.192/26  céap cho khach hang C

Class C 203.162.57.0 twong trng zone me trén may chd DNS cua ISP la

57.162.203.in-addr.arpa



Céc zone con twong (rng sub-domain sé chuyén giao dwoc dat tén bang cach st dung dia chi
dau tién va mét na cda subnet nhw sau:
- Vung dia chi cap cho A (/25) twong trng zone
0-25.57.162.203.in-addr.arpa
- Vung dia chi cap cho B (/26) twong trng zone
128-26.57.162.203.in-addr.arpa
- Vung dia chi cap cho C (/26) twong (rng zone
192-26.57.162.203.in-addr.arpa
3.1  Khai bao trén may chua DNS cua ISP :

Trong file di¥ liéu ctia zone (classful) 57.162.203.in-addr.arpa la db.203.162.57 can khai nhw sau:

$ORIGIN .
$TTL 86400 ;1 day

57.162.203.in-addr.arpa IN SOA tén dns primary cia ISP email ctia admin

( 2003091001 ; serial
10800 ; refresh (3 hours)
3600 ; retry (1 hour)
604800 ; expire (1 week)
86400 ; minimum (1 day)
)
NS  tén mién cia may DNS primary cta ISP

NS  tén mién ctia may DNS Secondary cla ISP

$ORIGIN 57.162.203.in-addr.arpa.

: Chuyén giao zone 0-25 cho may chi ctia khach hang A

0-25 NS  tén mién ca may DNS primary cta khach hang A

NS  tén mién ctia may DNS Secondary cla khach hang A



1 CNAME 1.0-25
2 CNAME 2.0-25

: Khai toan bo dén dia chi 127 thudc subnet 203.162.57.0/25

; Chuyén giao zone 128-26 cho may chu clia khach hang B
128-26 NS  tén mién ca may DNS primary ctia khach hang B

NS  tén mién cia may DNS Secondary ctia khach hang B

129 CNAME 129.128-26
130 CNAME 130.128-26

: Khai toan bo dén dia chi 191 cla subnet 203.162.57.128/26

; Chuyén giao zone 192-26 cho may chi ctia khach hang C
192-26 NS  tén mién ciia may DNS primary cta khach hang C

NS  tén mién ctia may DNS Secondary cla khach hang C

193 CNAME 193.192-26

194 CNAME 194.192-26

3.2 Céau hinh may chu DNS cua khach hang:

ISP c&n hwéng dan khach hang ciu hinh DNS server va khai bao nhw sau:
a. Trén may chu cuaa khach hang A
s& cAu hinh dé phu trach zone “0-25.57.162.203.in-addr.arpa” va khai bao cac ban ghi nguwoc
thudc zone nay.
Néu s dung phan mém Bind 9, di¥ liéu dwoc khai bao nhu sau:

®,

«» File named.conf



* Trén may chd Primary khai béo :
Zone “0-25.57.162.203.in-addr.arpa” {
Type master;

File “db.203.162.577;

k

* Trén may chi Secondary khai bao:
Zone “0-25.57.162.203.in-addr.arpa” {
Type slaver;
File “db.203.162.57”;
Master {Dia chi IP ciia may cht DNS primary;};
h
% File di liéu db.203.162.57 khai bdo nhuw sau:

$TTL 86400;
@ IN SOA tén dnsprimary ctia khach hang A email ciia admin
(
2003091001 ; serial
10800 ; refresh (3 hours)
3600 ; retry (1 hour)
604800 ; expire (1 week)
86400 ; minimum (1 day)
)
IN NS tén may dnsprimary cua khach hang A
IN NS tén may dnssecondary cua khach hang A
$ORIGIN 0-25.57.162.203.in-addr.arpa.
1 IN PTR  www.a.com.vn.
2 IN PTR  www.al.com.vn.

: Khai toan bo cac ban ghi PTR cho cac may chi can dén dich vu reverse dns



b. Trén may cha khach hang B
C4u hinh dé phu trach zone “128-26.57.162.203.in-addr.arpa” va khai bao cac ban ghi ngwoc
thubéc zone nay
Néu s dung phan mém Bind 9, di¥ liéu dwoc khai bao nhw sau:

+« File named.conf

* Trén may cha Primary khai bao :
Zone “128-26.57.162.203.in-addr.arpa” {
Type master;

File “db.203.162.577;

k

* Trén may chi Secondary khai bao:
Zone “128-26.57.162.203.in-addr.arpa” {
Type slaver;
File “db.203.162.57”;
Master {Dia chi IP cida may chia DNS primary;};
h
% File di liéu db.203.162.57 khai bdo nhw sau:

$TTL 86400;
@ IN SOA tén dnsprimary ctia khach hang B email ctia admin (
2003090801 ; serial
10800 ; refresh (3 hours)
3600 ; retry (1 hour)
604800 ; expire (1 week)
86400 ; minimum (1 day)

)
IN NS tén may dnsprimary ctua khach hang B



IN NS tén may dnssecondary cua khach hang B
$ORIGIN 128-26.57.162.203.in-addr.arpa.
129 IN PTR  www.b.com.vn.
130 IN PTR  www.bl.com.vn.

; Khai toan b cac ban ghi PTR cho cac may chi can dén dich vu reverse dns

c. Trén may chu khach hang C
C4u hinh dé phu trach zone “192-26.57.162.203.in-addr.arpa” va khai bao cac ban ghi ngwoc
thuéc zone nay
Néu st dung phdn mém Bind 9, di¥ liéu dwoc khai bao nhw sau:

+« File named.conf

* Trén may cha Primary khai bao :

Zone “192-26.57.162.203.in-addr.arpa” {

Type master;

File “db.203.162.577;

k

* Trén may chi Secondary khai bao:
Zone “192-26.57.162.203.in-addr.arpa” {
Type slaver;
File “db.203.162.57”;
Master {Dia chi IP ciia may chti DNS primary;};

kh

< File di¥ liéu db.203.162.57 khai bao nhw sau:

$TTL 86400;

@ IN SOA tén dnsprimary cua khach hang C email cia admin



2003091001 ; serial
10800 ; refresh (3 hours)
3600 ; retry (1 hour)
604800 ; expire (1 week)
86400 ; minimum (1 day)
)
IN NS tén may dnsprimary ctia khach hang C
IN NS tén may dnssecondary clia khach hang C
$ORIGIN 192-26.57.162.203.in-addr.arpa.
193 IN PTR  www.c.com.vn.
194 IN PTR  mail.c.com.vn.

: Khai toan bo cac ban ghi PTR cho cac may chi can dén dich vu reverse dns



