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Preface

In the era of intelligent technology, Internet is shifting
from the Consumer Internet to the Industrial Internet,
not only connecting people but also expanding
connections to myriad of things and loT devices. The
constant development of Internet present new
opportunities and challenges for the ITC industry in
particular and society in general. According to
discussionsfrom the Internet Governance Forum 2023
organized by the United Nations Secretariat, the most
significant challenge to nations is the issue of
narrowing the digital divide to ensure equal access to
the Internet, leaving no one behind. The second major
challenge is cybersecurity, ensuring the trust and
online safety against the increasing sophistication of
cybercrime technology. Other challenges include
technology governance, data management, digital
institution building, and multi-stakeholder
engagement within the framework of global Internet
governance andsoon.

In Viet Nam, Viet Nam Internet Network Information
Center (VNNIC), serving the function of the National
Internet Registry, has been devoting to ensure the
trust and security of critical Internet infrastructure and
Internet resources, including "vn" domain name - Viet
Nam'’s country code top level domain name, Internet
address (IP), autonomous system number (ASN), the
national domain name system (DNS), Viet Nam

PROMOTING INTERNET
CONNECTIVITY,
INTERNET RESOURCES

ENSURING NETWORK
REDUNDANCY AN
ROUTING SECURITY

ENHANCING THE TRUST
AND SAFETY OF INTERNET
RESOURCES

DEVELOPING NEUTRAL DIGITAL
INFRASTRUCTURE, CONNECTING
DIGITAL PLATFORMS

national Internet eXchange (VNIX), and new services
onInternet resources.

To achieve the sustainable and secure future of the
Internet, it'sessential to addressissuesfrom their core.
Through the perspective and researches of whom
manages national Internet resources, operates and
manages Internet core infrastructures in Viet Nam,
VNNIC developed the Report on Internet, Internet
Resources in 2023 with the theme "Internet in the
Intelligent Era". This report focuses on analyzing the
development trends of Internet resources, critical
internet infrastructures, and safety issues at the core
of the Internet. VNNIC hopes that this report will help
experts, organizations, and businesses in their
information needs, researches, as well as in their
strategies and actions plans towards the inclusive,
secure, sustainable, and intelligent development of
theInternet.

The analysis and data presented in this report are
updated to November 30th, 2023, reflecting indicative
statistics and the development trend of Internet
resources and critical Internet infrastructure in Viet
Nam in the year 2023. Readers could access to gain
further updated information and statistics related to
the operation and development of Internet, Internet
resources on VNNIC Internet Atlas at the link
https://internetatlasvnnicvn.

ENHANCING THE TRUST
AND SAFETY OF CORE
INFRASTRUCTURE

PROMOTING AND ORIENTING
THE DEVELOPMENT OF INTERNET
IN VIET NAM, BUILDING THE INTERNET
EXPERT COMMUNITY
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Internet for all
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I. PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

1. BRIDGING DIGITAL DIVIDE AND PROMOTING INTERNET CONNECTIVITY

In 1997, Viet Nam officially connected to the global In the acceleration phase of Viet Nam's digital
Internet, paving the way for a new era of integration. transformation process, bridging the digital divided
Until now, Internet has become an essential part of our and promoting Internet connectivity is considered a
lives, helping to promote the success of Viet Nam's critical mission.

industrialization and modernization process, and

playing animportant role in national digitalization.

INTERNET GROWTH IN VIET NAM

Source: Monitoring and Evaluating Performance Indicators System of the Ministry of Information and Communications

7%
e

/\1 N

Fixed broadband

ﬂIlpB Internet

79.1%

households connected to Internet
(increased by 4% compared to the same
period in 2022)

93.1%

villages connected to Internet

100%

schools connected to Internet

77.9 mittion internet users

(accounted for 78.59% Viet Nam's population)

~— ~—
Ej Mobile broadband Ej Internet

Internet bandwidth

>85 million 9,859 Ghps

mobile broadband users domestic bandwidth

% 12,753 Gh
99.85% , s
of Viet Nam's population covered oversea bandwidth

by 3G/4G mobile network

According to the statistics and forecasts of Statista, the number
of Viet Nam's Internet users is expected to increase continuously
from 2024 on, reach a new peak of around 99.71 million users by
2028.
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PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

Along with the development of the Internet in Viet Nam, national Internet resources also achieved a steady growth. By
the end of November 2023, the number of “vn” domain names reached 607,758 domains, an increase of 5,84%
compared to the same period in 2022 and achieved a growth rate of 5% on average in the last 5years.

Domain name
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600,000

00008 8,751 430,454

400,000
299,153

300,000
200,000
100,000

0o

. = 49.43%
45.63% 4 Active Website
Inactive website,
other services

4.88% &/ ——= 0.06%
Redirect Website Domain Parking

Figure 2. “vn” domain name usage in 2023
(updated to November 30th, 2023)

“VN" DOMAIN NAME REGISTRATION AND USAGE
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Figure 1. "vn" domain name usage and growth rate
(updated to November 30th, 2023)
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“VN" DOMAIN NAME USAGE RECORDED

ON NATIONAL DNS SYSTEM IN 2023
(updated to November 30th, 2023)

e 344.4 billion queries (an increase of 13%
compared to the same period in 2022)

37.3 billion IPv6 queries
307.1 billion IPv4 queries

® Average response time: 12.9 ms

The expansion of domain name space, as well as the
increase in the number of the national DNS queries
somewhat reflects the vibrancy of online services and
activities associated with “vn” domain name. It also
indicates the scalability and adaptability of the national

DNS system and Viet Nam Internet, ensuring the fast,
smooth, safe, and stable operation for e-commerce
services, e-government, and digital transformation in
Viet Nam.

Report on Internet, Internet Resources in Viet Nam 2023
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I. PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

IMPROVED INTERNET CONNECTION SPEED

According to the statistics of the i-Speed by VNNIC, the Internet connection speed has gradually been improved to meet
the need of high-quality Internet connection of Internet users.

FIXED BROADBAND MOBILE BROADBAND

*: Download (Mbps) & Upload (Mbps) &‘ Download (Mbps) i} Upload (Mbps)

90.34 89.25 38.01 16.57

Table 1: Fixed Broadband and Mobile broadband median speed in 2023
(updated to November 30th, 2023)

VIET NAM'S MEDIAN FIXED VIET NAM'S MEDIAN MOBILE
BROADBAND SPEED BROADBAND SPEED
—.— Download —e—  Upload —— Download —o—  Upload
Mbps Mbps
100 45

-
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Figure 3: Fixed broadband and Mobile broadband median speed in 2023
(updated to November 30th, 2023)
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I. PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

Fixed Broadband Mobile Broadband IPv6

No. IS0 Download Upload Download Upload us(;)g)‘;e
(Mbps) (Mbps) (Mbps) (Mbps)
1 An Giang 90.50 87.08 45.69 2245 41.30
2 Ba Ria - Vung Tau 89.60 82.44 44.07 20.75 4710
3 Binh Duong 95.08 94.54 39.21 19.21 41.29
4 Binh Phuoc 85.76 84.56 42.05 18.14 56.40
5 Binh Thuan 90.54 85.22 43.96 19.20 48.68
6 Binh Dinh 82.44 74.93 41.05 16.86 50.65
7 Bac Lieu 96.47 92.77 46.93 21.55 57.36
8 Bac Giang 86.44 86.64 37.40 14.04 51.59
9 Bac Kan 69.37 64.33 3813 14.55 44.06
10 Bac Ninh 89.32 90.76 35.45 12.98 47.06
n Ben Tre 98.86 100.03 46.79 19.59 58.80
12 Cao Bang 69.43 5727 3516 16.02 52.65
13 Ca Mau 89.40 84.40 5195 20.61 56.49
14 Can Tho 95.00 92.70 4404 23.04 4314
15 Gia Lai 93.62 92.47 41.56 17.60 53.05
16 Ha Giang 90.M 90.51 45.76 15.73 57.75
17 Ha Nam 66.00 66.49 39.66 13.92 51.66
18 Ha Noi 90.58 91.97 33.21 14.22 29.95
19 Ha Tinh 70.83 68.79 42.52 15.31 64.65
20 Hoa Binh 89.46 9313 39.29 13.33 59.70
21 Hung Yen 85.63 86.55 36.64 12.47 52.81
22 Hai Duong 7818 78.43 35.41 12.24 49.45
23 Hai Phong 79.65 78.78 40.23 15.02 54.31
24 Hau Giang 96.07 94.00 48.88 19.69 54.01
25 Khanh Hoa 90.74 85.80 41.08 20.69 45.81
26 Kien Giang 87.46 81.07 46.61 19.93 53.30
27 Kon Tum 7294 64.39 47.89 18.55 49.53
28 Lai Chau 131.32 102.75 3515 1514 58.66
29 Long An 89.19 86.31 44.69 17.33 5570
30 Lao Cai 83.66 82.47 41.44 1514 42.96
31 Lam Dong 85.88 78.06 44.03 19.81 50.36
32 Lang Son 74.04 68.61 32.79 13.91 69.62
33 Nam Dinh 91.06 91.02 41.43 16.84 59.23
34 Nghe An 62.88 61.42 3911 13.70 50.36
35 Ninh Binh 90.00 91.45 43.38 15.68 48.08
36 Ninh Thuan 100.09 101.73 46.87 8.04 17.95

Report on Internet, Internet Resources in Viet Nam 2023 09



I. PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

37 Phu Tho 79.89 79.35 4559 14.06 50.95
38 Phu Yen 68.73 64.65 42.65 19.89 52.76
39 Quang Binh 95.48 90.21 43.86 17.71 64.33
40 Quang Nam 79.32 76.19 4144 1916 53.31
41 Quang Ngai 98.31 98.86 42.25 1615 58.97
42 Quang Ninh 75.61 71.62 32.56 10.71 46.38
43 Quang Tri 69.19 63.46 4431 18.91 59.26
44 Soc Trang 9814 96.52 46.28 19.10 59.88
45 Son La 93.69 97.19 3501 12.65 58.73
46 Tp. Ho Chi Minh 95.91 95.27 39.48 20.63 36.87
47 Thanh Hoa 84.95 85.66 39.98 15.72 47.06
48 Thai Binh 88.91 91.18 41.84 13.44 58.29
49 Thai Nguyen 85.02 85.72 35.01 13.51 4972
50 Thua Thien Hue 80.57 73.22 38.58 18.67 54.63
51 Tien Giang 95.19 93.46 43.43 18.91 58.46
52 Tra Vinh 79.95 78.43 48.43 18.38 53.38
53 Tuyen Quang 91.29 98.63 4276 14.56 531
54 Tay Ninh 98.14 96.90 4727 2292 56.94
55 Vinh Long 82.40 77.94 4579 19.98 58.50
56 Vinh Phuc 7419 74.66 3822 13.90 54.38
57 Yen Bai 70.30 70.42 40 14.77 39.15
58 Dien Bien 94.69 97.61 38.75 13.88 67.01
59 Da Nang 91.64 88.33 36.92 20.16 4522
60 Dak Lak 7726 69.63 40.88 19.68 45.54
61 Dak Nong 74.60 64.01 38.93 1618 55.36
62 Dong Nai 96.20 95.12 45.42 19.55 49.61
63 Dong Thap 84.31 76.69 46.93 20.02 47.30

Table 2: Fixed broadband, mobile broadband median speed and IPv6 usage in provinces and municipality cities in 2023
(updated to November 30th, 2023)

The statistics showed that IPv6 services had been provided to a wide range of agencies, organizations, businesses, and
individuals across the nation, ensuring the readiness of new services, emerging technologies on the next generation of
Internetto users.

. . INTERNET , > . oversea host servers (Hongkong, Singapore,
Application SPE=D", v{: B2 domestic hostservers (4 s, e JEEE)

i-Speed by VNNIC (https://i-speed.vn) is a neutral VNNIC also implemented the i-Speed Portal and
system designed and developed by VNNIC in granted accesses to relevant government agencies,
collaboration with the Telecommunication Authority, ISPs, mobile service providers and enterprises for
Ministry of Information and Communications in their overseeing and improving Internet speed for
2020. The system allows users to test their Internet users.

speed for free.
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PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

2. PROMOTING NATIONAL “VN" DOMAIN NAME

Viet Nam's Internet resources are identifying
parameters, including “vn” domain name, IP address
and autonomous network number (ASN), plays a crucial
role in the operation of the Internet, connecting all
entities to participate in cyberspace. The first "vn"
domain name was registered in 1994, marking Viet
Nam'simage and sovereignty on the global Internet.

With the Identity - Trust - Safety value of national
Internet resources, "vn'" domain name, associated with
websites, emails, online services, etc., has assisted
agencies, organizations, businesses, and individuals in
building digital brands, increase the value of online
presence and competitiveness capacity.“vn” domain
name also helps businesses and customers access
information and conduct online transactions safely and
securely.

607,758

“vn"domain names

145,147 domain names

newly registered in 2023

increased by 16.7% compared to
the same period of 2022

“VN" DOMAIN NAME REGISTRATION AND USAGE GROWTH

Following the National Digital Transformation
Program to 2025, with a vision to 2030, the Ministry
of Information and Communications issued
Decision No. 922/QD-BTTTT dated May 20, 2022,
approving the scheme "ldentifying the set of
indicators for digital transformation of ministries,
ministerial-level agencies, and state-owned
agencies, provinces and centrally run cities,and the
country". In particular, "vn" domain name is one of
the componentindicators for evaluating the level of
digital transformation of provinces and
municipality cities.

VNNIC sets the target to reach at least 1 million “vn”
domain names by 2025, ranking 20th - 30th place in
the world.

nd
2 5%
place in ASEAN Average annual
growth in the

1 ﬂ“‘ last 5 years

place in the Asia-Pacific region

43"

. Statistics updated to
worldwide

November 30th, 2023

According to statistics, “vn” domain names are
registered and used mainly by individuals and
businesses in Viet Nam (accounting for about 96% of
total “vn" domain registrations). By November 30th,
2023, there were 10 provinces/ municipality cities having
more than 5,000 "vn" domain names. Ha Noi, Da Nang,
Ho Chi Minh City, Binh Duong and Dong Nai have the

highest number of accumulated "vn" domain namesin
the country.

The US, Korea, China, France and Germany are 5
countries having the highest number of accumulated
“vn"domain name outside of Viet Nam.

Report on Internet, Internet Resources in Viet Nam 2023
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I. PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

p “VN"” DOMAIN NAME REGISTRATION AND USAGE N
3.92%
Foreign 42.28%
Northern region
4.47%
43.56% ‘
Southern region ‘ ’ Domestic & Foreign
‘ 34.59% 60.94%
10.24% Foreign Domestic
Central region
Figure 4: “vn” domain name registrations
by geographical distribution
v geograp Figure 7: “vn” domain name registrations by
domestic and oversea DNS hosting
46.65% 53.35%
Organization Individual
2.61%
>20 characters
0
851% 14.74%
16-20 characters {5 characters
Figure 5: “vn” domain name registrations 29.84%
. g 0
by registrant type e choraciers “. 44.31%
6-10 characters
87.05% 12.95%
HTTPS ' HTTP
Figure 8: “vn” domain name registrations
by the length of domain name

Figure 6: Websites associated with “vn”

domain name by HTTP/HTTPS (*) updated to November 30th, 2023

- J

“vn" domain name growth is a successful result of
comprehensive promotion activities conducted by Viet
Nam Internet Network Information Center (VNNIC),
including: the reduction on domain registration fees
and charges; the expansion of “vn” domain name space;
the improvement of service quality; targeted audiences
support programs, etc.

12 Report on Internet, Internet Resources in Viet Nam 2023

These efforts aim to facilitate agencies, organizations,
businesses, and individuals to access and exploit the
value of national Internet resources effectively,
contributing to the development of the digital
economy and digital society.



I. PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

“VN" DOMAIN NAME PROMOTION CAMPAIGNS IN 2023

THE EXPANSION
OF “VN” DOMAIN

REDUCTION ON “VN"” DOMAIN
REGISTRATION FEES AND CHARGES

NAME SPACE

Since June 1Ist, 2023, new ® From June lst, 2023 to Decemeber 3lst, 2023, free registration fees and
extensions of “vn” domain name charges applied to Vietnamese citizens between 18 years old and 23
are officially open for registration. years old when registering idvn domain name, new businesses
In particular, “id.vn” for online established within 1 year from the time of domain name registration,
personal branding, “io.vn” for business households having a certificate of establishment registration
digital technology field and “aivn” when registering the bizvn domain name.

aimed for artificial intelligence * 50-91.6% reductionon registration fees

field.
® 30-33% reduction on maintenance fee for some “vn" second-level

domain name extension..

Collaborated with “.vn” Registrarsin:
"Digital Face Identification Program" targeting young people from 18 - 23 years old, "Digital Brand
Identification Program" targeting start-up SMEs and business households.
Providing free service packages (including website, DNS hosting, email, etc.,) for young people from 18 - 23
years old when using idivn domain name, for start-up SMEs and business households when using bizvn
domain name.
02 "Personal Branding 4.0 - Building a personal brand with id.vn domain name" contests, jointly organized by
P.A Vietnam and Next Jobs and well-attended by students from more than 30 universities in the Southern
region of Viet Nam.

Collaborated with Vietham E-commerce Association (VECOM) in:
Aseries of e-commerce training workshops in several provinces and cities, such as Da Nang, Nghe An, Dak Lak,
Khanh Hoa, Ha Noi, Ho ChiMinh City, etc.
20 Unitour eventsto promote id.vn domain nameto studentsacross the country.
“Digital Business Talent Competition 2023" with the participation of students from more than 40 universities
and colleges.

Report on Internet, Internet Resources in Viet Nam 2023



I. PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

The reduction on “vn” domain registration fees and charges has brought a positive impact in the registration of “vn”

second-level domain name extension::

-

Qv v

ai.vn and io.vn for artificial
intelligence and digital
technology field saw new
registration of nearly 10,000
domain names.

.

@ vn

id.vn domain name for
personal brand recorded
new registrations up to
16,000 domain names.

infovn @Nn*‘

the registrations of info.vn and provn saw
a spectacular growth, particularly an
increase of 543% in registrations of
pro.vn domain and 396% in registrations
of info.vn compared to the same period in
2022. Their new registrations were higher
than 4.5 times compared to the average
amountinthe period from 2019to0 2022.

J

In 2023, there were 02 more accredited "vn" Registrars
(TINO Group Joint Stock Company, Bach Kim Network
Solutions Joint Stock Company), expanding “vn’

Registrar system providing "vn" domain name services

tousers.

iINET

iNET - INET Software
Company Limited

The best “vn" Registrar of
2022

“vn" Registrar providing the
best customer services of
2022.

PAVIETNAM.VN

P.A Vietham
Company Limited

Top 3*“vn" Registrar of 2022

“vn" Registrar achieving the
highest “.vn” domain re-

registration rate of 2022.

14 Report on Internet, Internet Resources in Viet Nam 2023

GMOY E com
RUNSYSTEM

GMO-Z.com RUNSYSTEM
Joint Stock Company

Top3*“vn"Registrar of 2022

On the other hand, VNNIC continues to review and
evaluate the operation quality of “vn” Registrars to
ensure their service quality.



PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

3. DEVELOPING MULTI-HOMED NETWORKS USING
INDEPENDENT IP ADDRESS AND ASN

IP address is a unique identifier for a device or a server. There are two versions of the Internet Protocol (IP) currently
available, which are IPv4 (Internet Protocol Version 4) and IPv6 (Internet Protocol Version 6). An Autonomous System
Number (ASN) is a unique number assigned to network nodes in computer networking which allows its autonomous

system to exchange routing information onthe Internet.

By November 30th, 2023, Viet Nam had 944 [P
members having independent IP addresses and ASNs
allocated by VNNIC. It saw an increase of 16.54% in the
number of IP members compared to the same period of
2022, mainly in the sector of IDC, Cloud and Hosting
Providers.

The average increase in IP members in Viet Nam is 109
members peryear.

16.3 millillll IPv4 addresses

Growth rate: 0.44%

28.36"' ﬂﬂlillion |Pv6 addresses

Growth rate: 46.12%

944 IP address members

Growth rate: 16.54%

663 ASN

Growth rate: 20.55%
(updated to November 30th,2023)

ASN o

30%
25%
20%
15%
200 0%
5%

0%
2014 2015 2016 2017 2018 2019 2020 2021 2022 30/11/2023

Figure 10: ASNs growth over years
(updated to November 30th, 2023)
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By promoting the registration of IP addresses and ASNs
simultaneously, the number of ASNs in Viet Nam saw a
considerable growth in 2023, reaching 663 ASNs with
the new registrations1,5times higherthanin 2022.

Registering simultaneously independent IP addresses
and ASNs allows organizations and businesses to
develop a multi-home network and proactively connect
with various ISPs, as well as connect to Viet Nam
National Internet eXchange (VNIX), therefore
contributing to developing Viet Nam's Internet
infrastructure bigger, faster, safer and flatter.

752% . Government Agencies

2013% 1.23% .
Internet Service Providers

7.63% Financial, banks, stocks,

insurance company

‘ 519% @ Content Services Providers

IDC, Hosting, Cloud Providers

48.31%

® Others

Figure 9: IP address members by categories in Viet Nam
(updated to November 30th, 2023)
%

Member = Growth rate

mmm  Member
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35%
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Figure 11: IP members growth over years
(updated to November 30th, 2023)
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I. PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

With the aim towards safe and sustainable
development of Internet and digital infrastructure in
Viet Nam, the National Digital Transformation Program
to 2025, with a vision to 2023 (in Decision No. 749/QD-
TTg dated June 3, 2020 of the Prime Minister) has set a
mission of building digital infrastructures:

“expanding domestic Internet connections through
peer-to-peer connections, connecting to Internet
exchange Points (IXP) and to Viet Nam National
Internet eXchange (VNIX). Expanding regional and
global Internet connections, especially building
undersea fiber optic cables, contributing Viet Nam to
be a regional hub. Transiting the entire Viet Nam's
Internet to the next generation Internet protocol
(IPv6)."

Securing Internet and improving Internet quality by using
independent IP address and ASN

74
Register:

- Contact directly with VNNIC
- At the link: https://dichvucong.gov.vn/

Connect to VNIX, national DNS through one
physical connection, helping reduce latency,
ensure smooth and stable connections, and
improve the service quality.

REGISTER

INDEPENDENT IP

ADDRESS AND
ASN

Register and utilize independent IP
address, ASN for networks, services;
being ready for multi-homed network.

Connect to various ISPs, VNIX, and
other networks by using BGP protocol.

IP, ASN
p— ISP-1
Agencies,
Organizations, and \QQ@
: Q
Enterprises o© P, ASN

e DDos Mitigation

Diagram 1: A multi-homed network design (using BPG and PRKI)

16 Report on Internet, Internet Resources in Viet Nam 2023



PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

4. PROMOTING THE NEXT GENERATION INTERNET PROTOCOL - IPv6

In 2011, IPv4 address space was exhausted globally.
Following the Internet number policy in the Asia-Pacific
region, each Vietnamese organization and enterprise is
now allowed to register a maximum of one /23 IPv4
allocation (512 addresses). This address range helps
organizations and businesses maintain their service
and prepare the transition plan to the next generation of
Internet protocol - IPv6.

Viet Nam IPv6 usage rate: 59%

Ranked 2nd in ASEAN (higher 2.3 times than ASEAN's
average IPv6 usage rate)

Ranked 9th in the world (increased by 1rank compared
t0 2022) (higher 1.6 times than the global average IPv6
usage rate) (behind India, Malaysia, France, Belgium,
German, SaudiArabic, Uraguay and Israel)

100% critical Internet infrastructure transited to IPv6
(the national DNS and VNIX)
IPv6 Services:

16.8 million FTTH IPv6 subscribers

55.6 million IPv6 mobile subscribers

32.535“.vn" websites enabled IPv6

IPv6 transition in Ministries, branches, and localities:
82/85 organizationsissued IPv6 plan

75/85 organizations supported their portals and
electronic public services with IPv6

IPv6 training:
10 workshops with the participation of
767 students in 2023

(*) updated to November 30th, 2023
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IPv6 address is the next generation Internet address
whichis128 bitsin length and an almost infinite address
space. IPv6 transition is an inevitable process to ensure
adequate Internet resources for developing the next
generation Internet, Internet of things, and Industrial
Internet and the adoption of new technology services

such as loT, Cloud Computing, 5G/6G, etc.

With the rightdirection and early promotion plan by the
Ministry of Information and Communications (assigned
to VNNIC to be the program chair), Viet Nam has

achieved remarkable resultsin IPve adoption.
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Figure 12: IPv6 usage growth
(updated to November 30th, 2023)
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Figure 13: IPv6 usage growth among government agencies
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I. PROMOTING INTERNET CONNECTIVITY, INTERNET RESOURCES

No. Organization/Enterprise IPV6 usage rate

1 Viet Nam Mobile Telecom Services One Member LLC (MobiFone) 75.76%
2 Viettel Group 63.40%
3 FPT Online Service Joint Stock Company 61.93%
4 Viet Nam Post and Telecommunications Group (VNPT Group) 54.47%
5 FPT Online Services Joint Stock Company 51.67%
6 Viet Digital Technology Liability Company 48.64%
7 Bach Kim Network Solutions Joint Stock Company 41.82%
8 Megacore Technology Company Limited 19.25%
9 Da Nang Department of Information and Communications 12.57%
10 Vietserver Services Technology Company Limited 8.60%

Table 3: Organizations leading in IPv6 transition in Viet Nam (source: APNIC Labs, November 2023)

Viet Nam completed the National Action Plan on IPv6 Gov Program (for the period of 2021-2025) to promote and
(for the period of 2011 - 2019). Following the missions in support IPv6 transition amongst government agencies,
the National Digital Transformation Program (Decision setting the goal of transiting the entire Viet Nam's
No. 749/QD-TTg of the Prime Minister), the Ministry of Internet to IPv6 and being ready for IPv6-only network.

Information and Commmunications initiated the IPv6 for

@ VNNIC'S ROLE IN THE
% @ COORDINATION, PROMOTION AND
SUPPORT OF IPv6 TRANSITION IN
VIET NAM

FOR GOV

OBIJECTIVES FOR THE
PERIOD OF 2021-2025
TOWARDS A VISION

v' Orient and develop policies to
promote and support IPv6
deployment.

v Assign and allocate IP addresses

To complete transition of Viet Nam's Internet and ASN
to the next generation Internet protocol
address (IPv6) v

Support of registration, planning
and using Internet resources
effectively. Consult in IPv6
deployment.

100% of users accessing broadband Internet
via IPv6

To be ready for IPv6-only network, IPv6 NV

B Support IPv6training.
applicationin5G and loT networks
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ENHANCING THE TRUST AND SAFETY OF
INTERNET RESOURCES, NATIONAL
CRITICAL INTERNET INFRASTRUCTURE
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1. ENHANCING THE TRUST AND SAFETY OF INTERNET RESOURCES, NATIONAL CRITICAL INTERNET INFRASTRUCTURE

Trust, safety, and security are crucial factors in shaping the usage and utilization of the Internet to be a
force for good. With the role of operating and managing Internet resources and critical Internet
infrastructure, VNNIC has made efforts to implement activities ensuring the trust and safety of Internet
across layers, including the core infrastructure, routing layer and services/activities associated with
Internetresources.

1. ENSURING THE SECURITY OF CRITICAL INTERNET INFRASTRUCTURE

The DNS function is translating domain names into IP
addresses and vice versa. It is like the phonebook of
Internet, facilitating connections among devices and
Internet services, enabling users to access Internet

services. In Viet Nam, the DNS is regarded to be one of
critical Internet infrastructures, often referred to the
"heart" of the Internet as its centralization of
connections between applications, data,and users.

4 2

e &

Management

1. 1P Address Translation ==
e —_— .
www. I 2. Request Routing
= Accessibility

Domain Name System

Diagram 2: The role of National DNS - the heart of Internet

The rapid development of the Internet and new VNNIC has continually upgrade the national DNS
technology services, which resulted to a huge number system as well as enhanced the quality and security of
of DNS queries, has expanded DNS capabilities and DNS.

increased the complexity of the Internet infrastructure.

Ensuring a reliable and secure DNS is an important task

to maintain the integrity, continuous operation, and

stability of the Internet.

IMPROVED RESPONSE TIME OF “VN" DNS

From 2020, VNNIC deploys DNS Root server clustersin Vietnam, connecting to the Viet Nam National Internet eXchange
(VNIX), reduces dependence on international connections, increases the access speed to services using local domain
namesinViet Nam.

« IPv4averageresponsetime:13.9ms

- IPv6average response time:12.3ms
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Il.  ENHANCING THE TRUST AND SAFETY OF INTERNET RESOURCES, NATIONAL CRITICAL INTERNET INFRASTRUCTURE

UPGRADED AND EXPANDED ".VN” DNS DEPLOYING EMERGING TECHNOLOGIES AND
INTERNATIONAL SECURITY STANDARDS

“vn"DNS has been expanded to 08 clusters of 100 servers
in Viet Nam and around the world, ensuring fast, stable,
andsecure “vn" DNSservices for users globally.

The national DNS system adheres to the ISO/IEC
27001:2013 standard and other international security
standards. The system has not encountered any
significant incidents causing service disruptions
over 23 consecutive years, maintaining a committed
Service Level Agreement (SLA) of 99.999%
(practically achieving 100%). This significantly
contributes to the secure operation of Viet Nam's
Internet. VNNIC is preparing for a transition to the
updated ISO/IEC 27001:2022 certification in 2024.

Implemented DNSSEC to enhance the trust and
security for the national DNS and online services
associated with “vn"domain name.

Implemented Anycast and IPv6 technology with the
aim to help improve the DNS resolution process for
usersand ensure DNS reliability and performance.

Diagram 3: Allocation of national DNS servers

2."VN" DOMAIN NAME IDENTITY - TRUST - SAFETY

Provided by Viet Nam Internet
Network Information Center

(VNNIC) Recognized

worldwide.

TRUST

° Protected by Vietnamese

laws and regulations.

SAFETY

Meets international
standards for
information security

Targeting specific markets The advantage of

and asserting the origin of TY ranking on search engines
the Vietnamese brand to IDENTI
consumers l

The identity of
registrants verified.
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1. ENHANCING THE TRUST AND SAFETY OF INTERNET RESOURCES, NATIONAL CRITICAL INTERNET INFRASTRUCTURE

2.1. ENSURING “VN” DOMAIN NAME SERIVES
SAFELY AND SECURELY

REGISTRY LOCK

The Registry Lock service helps protect “vn”domain name
from potential attacks, unauthorized changes of contact
information, orany majorchange in DNS servers.

More than 3,000 “.vn” domain names used the Registry
Lock service.

* DOMAIN NAME SYSTEM SECURITY
@ EXTENSIONS

DNSSEC is a set of specifications that extend the DNS
protocol to strengthen the authentication and integrity in

DNS, thereby enhance accuracy and reliability in “vn”
domain name.

Almost 10,000 “.vn” domain names signed DNSSEC.

VNNIC conducted re-signing of DNSSEC (DNSSEC Key
Rollover) for the entire “vn” domain zonesin 2023 to ensure
the highest level of security for “.vn” domain operations.

2.2. CONVENIENT AND SECURE REGISTRATION
WITH EKYC

“vn" domain registration process was verified through
eKYC solution which enables domain registrants to
provide required information and documents from their
mobile devices/personal computers and integrated into
payment and other add-on services. eKYC helps
strengthen the registration and management of “vn”
domain name more secure and convenient.

2.3. “VN” DOMAIN INFORMATION LOOKUP

With the aim to assist citizens, organizations, and
businesses in proactively identifying and authenticating
the official sources of information associated with
domains and websites in Viet Nam, VNNIC provides a
domain information lookup tools, through the hotline 156
or WHOIS.VN, or the website https://tracuutenmien.gov.vn.

Look up at: WHOIS.VN.

Syntax: TCTM <domain name or website's link>
send to hotline 156

Look up at: https://tracuutenmien.gov.vn
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2.4 DNS ABUSE MITIGATION PROGRAM

In recent years, DNS Abuse has become a rising concern
for Internet security. DNS Abuse refers to the exploitation
of DNS infrastructure or the domain registration to carry
out fraudulent, harmful, or illegal activities in
cyberspace. Some typical forms of DNS abuse are
Malware, Phishing, Botnets, Spam, Pharming, among
others.

Learning from global best practices, VNNIC has
launched the DNS Abuse Mitigation Program in Viet
Nam with the aim to contribute to cleaning up
cyberspace and safeguarding Internet usersfrom risks of
information insecurity through DNS.

THE DNS ABUSE MITIGATION PROGRAM
AIMS TO ACHIEVE THE FOLLOWING
TARGETS:

Monitoring, tracking, and early warning of
domainsatrisk.

Preventing and mitigating DNS abuse from the
domain registration stage through identity
recognition and authentication solutions.

Implementing policies, coordinating
mechanisms among involved parties to report,
receive,and address cases of DNS abuse.

Deploying security standards for the DNS
system (such as Anycast, DNSSEC, etc.) to
strengthen the DNS capabilities to defend
against attacks.

Promoting awareness of DNS abuse and
training skills in detecting and addressing DNS
abuse.



https://tracuutenmien.gov.vn/
https://tracuutenmien.gov.vn

With the aim to improve domestic Internet
connectivity, ensure backup connections and security
for Viet Nam's Internet, the National Digital
Transformation Program by 2025 with the vision
towards 2030 (outlined in Decision No. 749/QD-TTg
dated June 3, 2020, by the Prime Minister) emphasizes
tasks “expanding domestic internet connectivity via
direct peer-to-peer connections, connecting to
Internet Exchange Points (IXPs), and to Viet Nam
National Internet eXchange-VNIX. Expanding regional
and global Internet connections, developing
submarine optical cableroutes...”

ENHANCING THE TRUST AND SAFETY OF INTERNET RESOURCES, NATIONAL CRITICAL INTERNET INFRASTRUCTURE

3. ENSURING NETWORK REDUNDANCY AND
ROUTING SECURITY

Diagram 4: The architecture model of Viet Nam's
Internet connectivity

Organizations and enterprises need to register independent IP addresses and ASN allocated by VNNIC to build a
secure and reliable multi-homed network (using BGP multi-home). This helps to establish direct peer-to-peer

connections, distribute load, and ensure network redun
IXPsand VNIX.

REGISTER AND USE INDEPENDENT IP
ADDRESSES AND ASN

/g
ASN

urNetID

A

Internet Address

Register directly with VNNIC, independentfroman ISP
Register online at: https://dichvucong.gov.vn

Proactively plan and use IP address and ASN for
network systems and services. Be ready for an
independent multi-homed network.

Be proactive and flexible in connecting to other ISPs
(using BGP multi-home).

Connect to VNIX which enable connections to many
ISPs, networks, the national DNS through a physical
connection, reducing latency, ensuring redundancy,
security,and service quality.

dancy through multiple paths, enabling connections to

IP, ASN
aGP/RPK! ISP-1
~

A
e

agencies,
organizations,
businesses

A}
ec"‘“?\k

1P, ASN

ISP-n

* DNS root
* DNS .vn
« DDos Mitigation

Diagram 5: A multi-homed network model
(using BGP multi-home, RPKI)
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1. ENHANCING THE TRUST AND SAFETY OF INTERNET RESOURCES, NATIONAL CRITICAL INTERNET INFRASTRUCTURE

Securing routing is also one of the fundamental aspects
of Internet security. According to the Internet Society
(ISOC) report, there was up to 14,000 routing incidents
and nearly 30,000 DoS attacks occurring globally every
day. Common routing security problems includes BGP

attacks (BGP Hijacking), fat finger error caused by the
administrator entering wrong information, routing
policy violation such as leaking routing information,
configuring block routing rules, intentional malicious
attacksandsoon.

In an effort to promote global routing security and reduce routing incidents, ISOC developed the Mutually Agreed
Norms for Routing Security (MANRS), which has garnered significant participation, commitment, and promotion
from the global community. MANRS comprises four primary action recommendations:

Filtering: preventing propagation ofincorrect routing information

Anti-Spoofing

Coordination:facilitating global operational communication and coordination
Global Validation:facilitating routing information on a global scale through the Internet Routing Registry (IRR)
Source: https:/manrs.org/netops/network-operator-actions

RPKI (Resources Public Key Infrastructure) is one of the routing security technologies widely adopted globally. RPKI
helps authenticate routing information and mitigate various routing security issues, including prefix hijacking or rout

leaks.

DEPLOY RPKI FOR

ROUTING SECURITY

RPKI helps:

Ensure Internet number resource holders are
certifiably liked to those resources.

Mitigate the risks of route hijacking, IP address
spoofing and other routing related attacks.

Ensure routing security and improve network
quality.

How to deploy RPKI:
Actively deploy RPKIin the network system.

Collaborate with partners, peering and transit
service providersto ensure routing paths.

RPKI consists of
ROV/RPKI

two processes ROA/RPKI and

Route Origin Authorization (ROA): Organizations
and enterprises create a cryptographically object to
verify the authenticity of the authorization,
embedding information as to which ASN is
authorized to announce particular IP prefixes.
Regional Internet Registries (RIRs) and National
Internet Registries (NIRs) manage and issue digital
certificates for resources, validating routing rights for
the P addressrangesthey oversee.

Route Origin Validation (ROV): Organizations and
enterprises deploy RPKI Route Origin Validation
(ROV) to verify the authenticity and accuracy of BGP
announcements, thereby ensuring routing security,
and preventing IP address spoofing and other
routing related attacks.

Viet Nam Internet Network Information Center (VNNIC), as the National Internet Registry (NIR), is responsible for
managing national Internet resources, including domain names, IP addresses and ASNs. VNNIC oversees the allocation
and distribution of Internet resources, implements technical solutions and initiates programs to promote the efficient
use of Internetresourcesin Viet Nam.

RPKI DEPLOYMENT IN VIET NAM:

o (e
o000
2

oL  88.6%

ROA/RPKI signing rate

651 IP members

signed ROA/RPKI

06 courses, 710 officials

were trained in RPKI deployment

(*) updated to November 30th, 2023
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DEVELOPING NEUTRAL DIGITAL
INFRASTRUCTURE, CONNECTING
DIGITAL PLATFORMS
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IIl. DEVELOPING NEUTRAL DIGITAL INFRASTRUCTURE, CONNECTING DIGITAL PLATFORMS

Acustomer ofa non-carrier-neutral data center only has
one or a few options for connectivity and colocation. As
in that case, the customer can easily be a victim of lack
of competition, outrageous prices, limited bandwidth,
and high latency due to the transit through several
third-party networks. This model is no longer efficient
as it at the mercy of the non-carrier-neutral data service
providers.

Digital government

Gaming

®

Finance

Internet Exchange Point
e-Commerce =
Ei

Education

e-Commerce

(©)

Streaming

In recent trends, when an organization looking to
outsource your data center or seeking interconnection
services, this is where the term carrier neutrality or a
carrier-neutral data center comes to the forefront. A
carrier neutral data center or a network-neutral data
center is a data center that allows interconnection
between multiple colocations, interconnection
providers and other data centers, providing flexibility
and diversity for clients looking forward to using
interconnection hub or outsource their data center.

End Networks

&

End Users

Diagram 6: Data Center connecting to IXP model

In addition to carrier-neutral data centers, Internet
Exchange Points (IXPs) also play a crucial role in
upgrading Internet infrastructure to new levels of
connectivity and speed, providing numerous benefits
foragencies, organizations, businesses,and users.

Through peering at an IXP, networks can exchange
traffic with other networks,helping to reduce
dependency on transit providers and allows flexible
routing adjustments, overall optimizing traffic
exchange.

By allowing networks to interconnect directly, IXP helps
improve data transfer efficiency, reduce latency, reduce
costs,and enhance overall Internet performance.

26 Report on Internet, Internet Resources in Viet Nam 2023

With the aim to improve domestic Internet
connectivity, ensure backup connections and
security for Viet Nam's Internet, the National
Digital Transformation Program by 2025 with the
vision towards 2030 (outlined in Decision No.
749/QD-TTg dated June 3, 2020, by the Prime
Minister) emphasizes the tasks of developing
digital infrastructure: “expanding domestic
internet connectivity via direct peer-to-peer
connections, connecting to Internet Exchange
Points (IXPs), and to Viet Nam national Internet
eXchange-VNIX. Expanding regional and global
Internet connections, developing submarine
optical cable routes to make Viet Nam become one
of the regional hubs. Transitioning the entire Viet
Nam's Internet to the next-generation Internet
Protocol addresses (IPv6).”



DEVELOPING NEUTRAL DIGITAL INFRASTRUCTURE, CONNECTING DIGITAL PLATFORMS

Viet Nam National Internet eXchange (VNIX), established by the Ministry of Information and Commmunications
and managed by the Viet Nam Internet Network Information Center (VNNIC), is operated on the principles of
NEUTRALITY, NON-PROFIT, AND FOR THE BENEFIT OF THE COMMUNITY. VNIX is serving as a neutral point for
connecting and exchanging traffic among networks via multiple types of connection (public peering, private
peering, and hybrid peering). This multi-directional connection model helps distribute network traffics,
enhancing network quality while reducing costs.
CONVENIENT AND DIVERSE
CONNECTIONS
@ Connect and exchange traffic with other ISP
networks Multiple types of peering arrangements: Multilateral
Multiple types of connections: Public Peering, Private Peering peering (MLPA), bilateral peering (BLPA), or hybrid (HLPA).

and Hybrid Peering
Port: 1/10/40/100 Gbps.

Multiple connection points nationwide.

VNIX PEERING

® Optimize costs
Connect to multiple networks with a single connection

® Improve network performance and network

redundancy

Direct connection, no transit, reducing latency ——o JOIN THE FREE COMMERCIAL
ENVIRONMENT

Multi-directional connection, redundant load sharing
between networks.

® Supported DDoS Mitigation Allows members to proactively promote, negotiate,

® Free services: purchase/sell connection services via Peering VNIX port.

Member Portal ® VNIX MARKETPLACE ® VNIX CLOUD EXCHANGE

DNS VN

DNS Root

Member

SPED i-Speed by VNNIC

bhhhb
2L

VNIX
PEERING

DDoS Mitigation

Network Time Protocol @
Member Member
bilateral

Member — — multilateral

\_ Member Y,

Looking Glass

Over the past few years, VNIX has achieved its mission in connecting digital platforms, contributing significantly to the
robustdevelopment of the Internetin Viet Nam.

Developing VNIX - the digital infrastructure for national digital transformation

446+ Ghps 80+ Ghps

connection network members Connection connection The real peak
points (diverse, multi-disciplinary) bandwidth ports traffic

(*) updated to November 30th, 2023
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IIl. DEVELOPING NEUTRAL DIGITAL INFRASTRUCTURE, CONNECTING DIGITAL PLATFORMS

From 2019, all agencies, organizations, and enterprises having independent IP addresses and ASN allocated by VNNIC
are allowed to connect to VNIX. This effort aims to meet the growing demand for connectivity and high-quality Internet
inViet Nam.

Vs VNIX'S MEMBERSHIP BY SECTORS N
1.8% @ state agencies
13.7% Y Telecommunication companies As of November 30th, 2023,
2% with infrastructure

there were 54 VNIX members.

Network i id .
13.7% ‘ o erworieservice providers The bandwidth reached 446
Internet Content Provider (ICP)

) ) Gbps, showing a 12% increase
service DTOVIdeI’S

. . ) compared to the same period
5 IDC, Hosting, Cloud services Providers .
7.8% in2022.
Financial,banks, securitiy and
0
7.8% 431% o insurance organizations
@ Others
\ J

Figure 14: VNIX members by categories (updated to November 30th, 2023)

To facilitate the connection between digital
platforms, VNNIC leverages VNIX by placing
Points of Presence (POPs) located at neutral
IDCs (Internet Data Centers) and provides
remote peering solutions. With this approach,
networks can peer with VNIX through
connectivity infrastructure provided by Telcos
instead of deploying additional physical

e onlines 2021 11/2023

o—-
o—-o
v

The deployment of a Point MoU signing and the PoP
of Presence (PoP) at launching at CMC Telecom Tan
VNPT Tan Thuan Data Center Thuan Data Center

In the upcoming development phase, VNIX will continue to perform its neutral, nonprofit role for the cormmunity. As a
central hub connecting networks, it aims to innovate into a digital infrastructure connecting various digital platforms,
fostering digital transformation, and contributing to positioning Viet Nam as a regional hub.
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IV.  PROMOTING AND ORIENTING THE DEVELOPMENT OF INTERNET IN VIET NAM, BUILDING THE INTERNET EXPERT COMMUNITY

With the aim of promoting and orienting the stable and secured Internet development in Viet Nam, meeting the next-
generation Internet requirements, and building the Internet expert community, VNNIC organizes annual conferences,
seminars, workshops and free online learning courses specializing in the Internet, Internet resources and emerging
technologies.

s INTERNATIONAL CONFERENCES AND WORKSHOPS SPECIALIZED IN INTERNET TECHNOLOGY ~N

o
VNIXNOG  vNIx-NOG CONFERENCE
e

1C=2023

\ NET CONFERENCE
e

o To share in-depth experience in operating, peering, and
VNNIC INTERNET CONFERENCE developing Viet Nam National Internet eXchange (VNIX)
and critical Internetinfrastructures.
% To initiate discussion amongst community towards the October 05th-06th, 2023in Da Lat city
vision of an intelligent, safe, and sustainable Internet in Number of attendees:150 people
Viet Nam. Events:
: - . - Workshop on IPv6 deployment: Guidelines for
June 28th-30th, 2023 in Ho Chi Minh city managing and operating IPv6 network
Number of attendees: 300 people infrastructure
VNIX-NOG 2023 Conference: celebrating the
twentieth anniversary of VNIX, with the support of
Workshop on "Advanced Routing Security" local host — Lam Dong Department of Information

Workshop on “Youth and Internet Governance in
Intelligent Era”

Events:

The theme of main conference: "Internet in
Intelligent era" The conference was supported by the
local host - Ho Chi Minh Department of Information
and Communications and the keynote speaker - Mr.
Vinton G. Cerf, “Father of the Internet”/Co-inventor of
the TCP/IP Internet protocol.

ICANN DNS SYMPOSIUM
2023 & DNS - OARC 41

— —

Besides the annual conferences, VNNIC hosts
international events on Internet technologies, creating
opportunities for local community to participate and
cooperate with the international one.
In 2023, VNNIC was appointed to be the local host of
ICANN DNS Symposium 2023 and DNS-OARC 41. This is
the first international event specializing in DNS held in
Viet Nam.
July 04th-07th, 2023 in Da Nang city
Number of attendees: 200 DNS leading experts
+  Theme of conference: The Integration of DNS with
Emerging Technologies

*

I
a

I:I

-
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IV.  PROMOTING AND ORIENTING THE DEVELOPMENT OF INTERNET IN VIET NAM, BUILDING THE INTERNET EXPERT COMMUNITY

INTERNET TRAINING AND HUMAN RESOURCE DEVELOPMENT PROGRAMS

Since 2020, VNNIC built a free learning platform called VNNIC Internet Academy (https://academy.vnnic.vn), providing
free workshops, webinars, etc.,on basicand advanced knowledge on Internet to local coommunity.

Programs 56 Courses 21 Articles 291 2 students in 13 experts participate in
(workshops, 2023, increased course preparation and
webinars) by 24% compared teaching
to 2022
A
April 20th, 2023 & May 09th, 2023 - ¢
Training course on the next ¢ - May 30th, 2023
generation of Internet addresses - o “g .
IPv6 for students from Universities ehmalr o.n o:‘esn:ernet
in Da Nang city (Da Nang University EEEIE S Bl S50 UED
: of Internet” for 120 students
of Science and Technology, Duy Tan . S
. . . from ICT universities in Ha
University, Vietnam-Korea . .
. . . Noi, Da Nang, and Ho Chi
University of Information and inhci
Communication Technology, Dong MR ENE
ARSI GEE). Granted 02 fellowships for
June 24th, 2023 - ¢ students in Da Nang and Ha
Noi to participate in VNNIC
“Building online identity with “.vn” 2 fp .
domain” program series kick-off. INESINECCONIEISACE2025HA
- Ho ChiMinh City.
¢ June 28th, 2023
June 29th, 2023 - e Workshop on “Youth and
Workshop on "Advanced Routing Internet Governance in
I Security" in Ho Chi Minh city with Intelligent Era” with the
'_ ki - the participation of 60 Vietnamese participation 40 students in
- Tl P P engineers, having ISOC, NTT Ho Chi Minh city, having
expertsas lecturers. APNIC expertsas lecturers.
¢ August - November, 2023
August - November, 2023 - e
9 . Collaborated with NextJobs
Collaborated with the Viet Nam E- and P.A Vietnam in Personal
Commerce Association (VECOM) in Branding 4.0 contest -
the E-Unitour 2023, including 20 creating personal branding
events at 15 universities across the with the national domain
country. name ID.VN.
° - September - December, 2023 | R —
Cooperated with experts to o . | ==
enhance young generation's Digital l?l.‘lsmess i_.lx.:
digital skills through instructions °°"TP?""°“ 2023 .'-'_
on how to use the WHOIS.vn fpartlmpatedhbystudents ; 4
domain information lookup portal O rom m'o.re REn 40
andthe 156 portal. universities and colleges.
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IV.  PROMOTING AND ORIENTING THE DEVELOPMENT OF INTERNET IN VIET NAM, BUILDING THE INTERNET EXPERT COMMUNITY

COOPERATED WITH GOVERNMENT AGENCIES IN DEVELOPING
THE NEXT GENERATION INTERNET IN VIET NAM

In order to promote the development of the next generation Internet and modern network infrastructure for
government agencies and localities, VNNIC cooperated with the Departments of Information and Communications to
organize training programs, consult on IPv6 deployment, networking, etc. Some outstanding results in 2023:

32

A
March 28th, 2023 -
Finalizing Phase 1 of the IPv6 for »— May 25th-26th, 2023
Gov Program, implementing
IPv6 deployment tasks in 2023 IPv6 deployment technology
and 2023 - 2025 period. training program and
discussion for Ministries,
Branches and central
agencies.
June 30th, 2023 - | -
The Ministry of Information and L o
Communications awarded the Jlllv 27th-28th
Minister's Certificate of Merit to IPv6 deployment technology
15 units for successfully training program and
completed the tasksin Phase1of discussion for IT units of state
the IPv6 For Gov Program (09 agencies in Ha Giang
Departments of Information and province.
Communications, 04 IT units of
Ministries and Branches, 02
enterprises (VNPT group, Viettel
group).
August 29th-30th, 2023 -
IPv6 deployment technology ’ AIIQIISI, 2023

training program and discussion
for Departments of Information
and Communications in the
Southern region of Viet Nam

September 28th-29th, 2023 - |

IPv6 deployment training
workshop and discussions for
Departments of Information and
Communications in the
Northernand North Central eras.

November 29th, 2023 - 1

IPv6 deployment technology
training program and discussion
for IT units of state agencies in
Hai Phongcity.
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MoU Signing of VNNIC,
Department of Information
and Communications,
Department of Agriculture
and Rural Development,
Department of Industry and
Trade of Lam Dong province
in supporting the
implementation of digital
transformation for agencies,
organizations, businesses,
individualsin the province.

October 05th, 2023

IPv6 deployment training
workshop and discussions for
Departments of Information
and Communications in the
Cental and Central Highlands
eras.




EFFECTIVELY PARTICIPATING IN
INTERNATIONAL COOPERATION

ACTIVITIES
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V.

The global Internet ecosystem consists of various
Internet community players including governments,
social organizations, technical commmunity, and Internet
users, participating in the work of governance of Internet
and governance on Internet. In the intelligent era,
nations across the world need to keep pace with global
trends, from policies and management models to the
application of new technology, while ensuring

S

To research

1l

To update new

EFFECTIVELY PARTICIPATING IN INTERNATIONAL COOPERATION ACTIVITIES

synchronization with national policies and sovereignty
interest.

To strengthen international integration in the field of
Internet resources, VNNIC has participated actively and
effectively ininternational cooperation activities, gaining
great support from the community in both bilateral
cooperation and multilateral cooperation.

To share Viet Nam's

To protect the benefits

international policies to
propose regulations on
management and
promotion of national
Internet resources
development in Viet
Nam.

technologies,
technical solutions,
and best practices to
apply in developing

of Vietnamese agencies

and businesses in
registering and using
Internet resources.

VNNIC's roles:

. “vn" ccTLD registry in
IANA's original database.

e Official member of ccNSO.

. Alternative Representative
of GAC.

0 VNNIC is recognized by
APNIC as the National
Internet Registry - NIR.

. VNNIC representative was
elected to be NIR SIG Chair.

Internet resources and
critical Internet
infrastructure in Viet

Nam.

ccNSO, GAC
ICANN

LANIC

experiences and
strengthen regional
cooperation towards a
safe and sustainable
global Internet. To exploit
international resources
to develop Vietnam's
Internet community.

To enhance cooperation
and sharing strategies,
information, experience in
developing Internet
resources and critical
Internetinfrastructures:

- Developing Internet
resources with new
technology.

MEMBERSHIP
ACTIVITIES

BILATERAL
COOPERATION

NIC

Official member
VNNIC representative was elected
to be a member of APTLD Board

OTHER INTERNATION FORUMS
IETF
ITu
NOG/PEERING FORUM
DNS OARC

IGF/APrIGF

Official member

APT

WsIsS

1600800000

3
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To update new technology
standards, Internet governance
issues, etc.

Diagram 7: VNNIC's international cooperation activities
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- Deploying the next
generation Internet
protocol - IPv6.

+ Building an Internet
resource management
system following
international standards.

- Monitoring and
measuring Internet
resources.

Cooperating in human
resources, Internet expert
community development
andsoon.
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OUTSTANDING RESULTS IN 2023

MEMBERSHIP ACTIVITIES IN
INTERNATIONAL ORGANIZATIONS

VNNIC representative was successfully re-
elected as NIR SIG Chair for the second term
(2023-2025), completed the task of NIR SIG
Chair.

VNNIC representative continued to be re-
elected as APTLD Board Member for a
second term, and Chair of Working Group on
the Development of the APTLD Members
Policy Statement (PSDWG).

VNNIC was chosen to be local host,
supporting ICANN and DNS-OARC to
successfully organize the ICANN DNS
Symposium and DNS-OARC Conference in
September2023in Da Nang.

@ —o

BILATERAL COOPERATION

August 2023

Bilateral meeting with the Asia-Pacific Network
Information Centre (APNIC) on cooperation strategies in
building a new Internet resources management system,
securing IPand ASN in Viet Nam.

September 2023

Re-signed MoU with Korea Internet & Security Agency
(KISA).

October 2023

Shared experience in deploying DNS Root with Lao
National Internet Center (LANIC)

November 2023

Meeting with Internet resource management agenciesin
Japan, including Japan Network Information Center
(IPNIC),Japan Registry Services (JPRS).
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VI.  VNNIC INTERNET ATLAS

PUPLIC INTERNET DATA, INTERNET RESOURCES ON

o Y
VNNIC INTERNET ATLAS
The analysis and data presented in this Report are updated to » :‘.:
November 30th, 2023, reflecting indicative statistics and the "Y1 L] N I c
development trend of Internet resources and critical Internet b : ::
infrastructurein Viet Nam in the year2023. =
INTERMET ATLAS
Readers could access VNNIC Internet Atlas at the link
https://internetatlas.vnnic.vn to gain further updated
information and statistics related to the operation and
S development of Internet, Internet resources. )

VIl. ABOUT VIET NAM INTERNET NETWORK INFORMATION CENTER

ABOUT VIET NAM INTERNET
NETWORK INFORMATION CENTER

Viet Nam Internet Network Information Center
(VNNIC), in the management of Ministry of
Information and Communications, carries out

the functions of managing and promoting the
use of Internet resources in Viet Nam;
establishing, operating and managing critical
Internet infrastructures in Viet Nam (national
DNS, Viet Nam national Internet eXchange -
VNIX.

CHARACTERS AND VALUES

VISION OF MISSION
“| NTERN ET FOR ALL” e Carringout the role of NIC, providing essential services based on

critical Internet infrastructures and Internet resources (ccTLD,

® Internetistheinclusive, secure, sustainable, NIR, DNS, Internet Exchange, WHOIS..) in line with the

andintelligent. developmenttrend of the next generation Internet.

e The Internet is bigger, faster, safer and e Orientating community to provide reliable information and new
flatter. services using Internet resources.
® Promotingsafeandsustainable Internetdevelopment.
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https://internetatlas.vnnic.vn/
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VNNIC'S HIGHLIGHT EVENTS AND PROJECTS IN 2024

INTERNATIONAL CONFERENCES
AND WORKSHOPS

June 2024

VNNIC INTERNET
CONFERENCE 2024

Septemher 2024

ASIA PACIFIC TOP LEVEL
DOMAIN ASSOCIATION
MEMBERS MEETING
(APLTD 86)

VNNIC will support with the role of the
local host

October 2024
VNIX-NOG 2024

KEY PROJECTS

Completing regulations on the provisions on Internet resource synchronizing
with theamended Telecommunications Law.

Managing, developing, ensuring the security of DNS, VNIX SLA 99.999%,
conducting transition to the updated ISO/IEC 27001:2022 certification in 2024.

Launching VNNIC Internet data Lab; Digitally transforming the Internet
resources management; DNS Abuse MitigationProgram.

Developing VNIX, VNIX PoP by international models and standards, promoting
peer-to-peer connections and domestic IPv6 traffic exchange.

PromotingRPKI deployment in Viet Nam; monitoring the use of IPv4, IPv6, and
ASN to ensure the safety and security of Viet Nam's Internet.

Promoting i-Speed application to measure Internet speed and Internet network
performance through users’ experience.

Promoting IPv6 deployment in Viet Nam; Supporting IPv6 deployment for state
agencies (IPv6 For Gov Program for the period of 2021-2025); Promoting IPv6
deploymentin5G, loT, Cloud andcontent services.

Promoting "vn" domain name associated with digital services for individuals,
especially to students from the age of 18-23, agencies, organizations,
enterprises,and household business.

Researching emergingernet technologies, Internet protocols (VNNIC Internet
Innovation Lab). Implementing development-oriented activities and events,
building a Vietnamese Internet expert community.
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HEADQUARTER IN HA NOI
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Tel: +84 24 3556 4944 | Fax: +84 24 3782 1462
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DA NANG BRANCH

Lot 21, Street 7, An Don Industrial Park, Son Tra District, Da Nang city
Tel: +84 236 384 3043
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Road 20, Tan Thuan Export Processing Zone, District 7, Ho Chi Minh city
Tel: +84 28 3911 0449
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