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DANH MUC CAC KY HIEU, CHU VIET TAT

ccTLD Country Code Top Level Domain

DNS Domain Name System

DNSKEY Domain Name System KEY

DNSSEC Domain Name System Security Extensions

DS Delegation Signer

EPP Extensible Provisioning Protocol

gTLD Generic Top-level Domain

HSM Hardware Security Module

IANA Internet Assigned Numbers Authority

ICANN Internet Corporation for Assigned Names and Numbers
IDC Internet Data Center

IPv6 Internet Protocol Version 6

ISP Doanh nghiép Internet

KSK Key Signing Key

NDbK Nha dang ky

NSEC Next Secure

RFC Request for Comments

RRSIG Resource Record Signature

SRS Shared Registry System

TLD Top Level Domain

VNNIC Vietnam Internet Network Information Center

ZSK Zone Signing Key



DANH MUC HINH VE

Hinh 1: Md hinh trién khai DNSSEC trén NDK .....oovoveeeeeeeeeeeeeeee oo eeeereeeereseeeen e



MO PAU

Hé thong DNS dong vai tro din dudng trén Internet, duge coi 13 mot ha tang
16i trong yéu ctia hé théng Internet toan cau. Do tinh chat quan trong cta hé thong
DNS, di c6 nhiéu cudc tin cong, khai thac 15 héng cia hé thong nay véi quy mod
16n va tinh vi vé1 muc dich 1am té liét hé théng nay hoac chuyén hudng mat tén
mién nao d6 dén mot dia chi IP khac. Trén thé gidi tir nhiéu ndm di c6 nhiéu cudc
tan cong lam thay d6i dir liéu tén mién, chuyén huéng website duoc thuc hién, gy
hau qua nghiém trong.

Pé giai quyét cic nguy co o trén, ngay tir nam 1990, cac giai phap khic
phuc dd dugc nghién ctru. Nam 1995, giai phap DNSSEC duoc cong bd va téi naim
2001 thi dugc xay dung thanh cac ti€éu chuan RFC du thao, va cudi cung duogc
IETF chinh thirc cong bd thanh tiéu chuan REC vao nam 2005.

DNSSEC dua trén nén tang ma hoa khoa cong khai (PKI) twong tu hé thong
chtng thyc dién tr (CA), thuc hién ky so trén cac ban ghi DNS dé dam bao tinh
xac thyuc, toan ven cta cap anh xa tén mién — dija chi IP, tat ca cac thay ddi ban ghi
DNS d3 duoc ky sd s& duoc phat hién.

Ké tir khi duoc chudn hod nim 2005, DNSSEC d3 nhanh chéng duogc trién
khai rdng rai trén mang Internet. Tai Viét Nam, Viéc trién khai ap dung ti€u chuan
DNSSEC cho hé thong may cht tén mién (DNS) “.VN” sé& giup dam bao chinh x4c,
tin cdy viéc str dung, truy van tén mién “.VN” trén Internet thong qua viéc ap dung
thong nhat tiéu chuan DNSSEC d6i voi cac hé thong DNS “.VN”. Pam bao két nbi
lién thong theo tiéu chuin DNSSEC giita hé thng DNS quéc gia “.VN” véi hé
thong may chu tén mién gbc (DNS ROOT) va cac hé thong DNS qudc té. Panh dau
budc chuyén bién quan trong trong viéc phat trién ha ting Internet tai Viét Nam,
san sang déy manh phat trién cac dich vu thuong mai dién ti, chinh phu dién tu tai

Viét Nam mot cach an toan nhat.



Trung tam Internet Viét Nam - VNNIC

HUONG DAN TRIEN KHAI DNSSEC TAI CAC NPK

1. Nha diing Ky tén mién .VN:

Céac nha ding ky tén mién .VN 1a cac don vi da ky két thoa thuan v6i VNNIC
cho dich vu dai 1y ding ky tén mién .VN. Cac nha ding ky s& thuc hién cac tic nghiép
lién quan dén cdp nhat cac ban ghi tén mién, dang ky thong tin tén mién 1én hé thong
quan 1y cia VNNIC. Trong trién khai DNSSEC, chu yéu la cip nhat thong tin cua ban
ghi ky chuyén giao DS tuwong tng trong zone VN.

2. Phan tich, danh gia vai tro

Pbi v6i cac Nha ding ky tén mién “.VN”, v4i vai tro dugc chia sé quyén quan
ly d6i véi tén mién “.VN” theo mo hinh Shared Registry System (SRS), s& can thiét
1ap kénh két ndi lien thong dé thuc hién cung cép thong tin va tién hanh cap nhat ban
ghi ky tiy quyén cho tén mién (DS) 1én hé thng DNS Quéc gia dé tao thanh chudi tin
cdy tir hé thong DNS Root toi hé théng DNS Quédc gia va may chu DNS cua tén mién.
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3. Quy trinh trién khai DNSSEC

3.1. Tong quan quy trinh thie hién

Téng quan quy trinh trién khai DNSSEC tai cac Nha diang ky (NDK)
M6 hinh h¢ théng hién tai
=
& Ra sodt toan b hé théng EPP +—
i
Q
Céc phin mém, tiéu chuin dang
st dung
8 h 4
o)
_<§ ) Thyc hién nang cép mo rong cho céc 1énh:
=, Cap nhat, nang cip tiéu chuén | - domain:info
= secDNS-1.1 cho hé théng EPP - domain:create
= - domain:update
&
Q
v
£ .
%" Thir nghiém coéng cu EPP Client ho trg mo
20 rong secDNS guri yéu cau dén hé thong .
B EPPGateway ctia VNNIC va nhan phan hoi
= tro lai.

3.2. Cdc yéu cdu trwde khi trién khai

Cong viée chinh cua trién khai thr nghiém DNSSEC trén hé thong cua céac
nha dang ky 1a nang cp phan mém, gitip hd trg quan 1y va cap nhat ban ghi DS lén
hé théng DNS qudc gia, thong qua chuin giao thirc EPP hoic cac kénh truyén bao

mat.

Pung ¢ vai tro Nha ding ky va ciing 13 don vi cung cap dich vu DNS

Hosting, cac hé thong sé& trién khai bao gom:

Huréng dan trién khai DNSSEC tai NPK
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Hé théng DNS: thuc hién viéc ky zone tén mién dang quan ly, cap nhat ban

ghi ky chuyén giao DS 1&n hé théng DNS qudc gia, tién hanh thir nghiém

cac tinh nang nhu quan ly khéa, DNSSEC Inline-signing, key rollover.

Hé théng EPPClient: trién khai cong cu EPP Client hd trg mo rong secDNS

dé thuc hién gui yéu cau dén hé thdng EPPGateway ciia VNNIC va nhan

phan hoi tro lai.

Hé théng EPPGateway: Hé théng EPPGateway véi vai tro tiép nhan cac xir

ly céc request tir cAc EPP Client cua cac DNS Hosting Provider s€ phai thuc

hién diéu chinh:

o Cap nhat ciu tric CSDL dé luu trir thém cac thong tin caa tén mién

lién quan dén ban ghi DS.

Cap nhat Module thyuc hién validate dit liéu ban tin EPP hd trg mo
rong secDNS-1.1.

Cap nhat logic xtr Iy céc Iénh bi thay d6i khi 4p dung mo rong
secDNS-1.1 va cé4c lénh sé& sinh ra tac dong 1én DNS quéc gia bao

gom: domain:info, domain:create, domain:update va domain:delete.

3.3. M hinh trién khai

DNS Hosting Provider

&
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Hinh 1: Mé hinh trién khai DNSSEC trén NDK

Nguyén ly hoat dong:
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Khi mét tén mién duoc ky DNSSEC tai cac DNS Hosting Provider hodc trén
hé théng DNS cua cac nha ding ky, ban ghi DS can duoc tao ra va cap nhét gui 1én
cac nha dang ky. Nha ding ky giup hd tro quan 1y va cap nhat ban ghi DS 1én hé
thdng DNS qudc gia, thong qua chuan giao thirc EPP hoic cac kénh truyén bao mat dé

hoan thanh chudi tin cay.
3.4. Nhiing thay déi, dnh hwéng

Mo rong trén giao thirc EPP ding cho viéc quan 1y cac thong tin ciia tén mién
dé hd tro tiéu chuan DNSSEC dugc dic ta trong tai li¢u RFC 5910 duogc cong b6 vao
thang 5 nam 2010. Trong tai liéu RFC nay, m& rong secDNS phién ban 1.1 dugc md
ta bao gébm cac thong tin bd sung cho d6i twong tén mién va cac diéu chinh dén céac
1énh va phan hdi ap dung d6i voi ddi tugng tén mién da duoc dic ta tai REC 5731. Tai
lidu REC 5910 ra doi dé thay thé cho tai liu RFC 4310 (dic ta mé rong secDNS
phién ban 1.0 4p dung cho ddi trong tén mién trong REC 3731) d3 qué han.

M6 rong secDNS-1.1 duge st dung dé thiét 1ap chimg thuc giita cic zone dir
lidu ctia Registry va Registrar, theo d6 thiét 1ap chudi tin ciy trong DNSSEC tir zone
ctia Registry dén zone ctia Registrar, song song véi viéc chuyén giao DNS giita 2 to

chtrc nay.

Pé thuc hién dugc viéc dd, mo rong secDNS-1.1 bo sung cac thong tin lién
quan dén ban ghi DS cho dbi tugng tén mién va cac thay ddi 1én tip 1énh cia dbi

tuong tén mién dé tao va quan 1y cac thong tin d6. Cu thé md rong secDNS-1.1 dic ta:

- Théng tin vé ban ghi DS qua 2 hinh thtc: dir liéu ban ghi DS va dit liéu khoa
cong khai KSK.

- Théng tin vé thoi gian song téi da cua chit ky (maxSigLife): & thoi gian ton tai
cua ban ghi RRSIG ky trén ban ghi DS tai zone cua Registry.

- Thay doi d6i véi phan hoi cua lénh domain:info

- Thay doi d6i véi lénh domain:create

- Thay dbi d6i véi 1énh domain:update

- Céc lénh khéc ap dung cho ddi tuong tén mién khdng bi thay doi.

Huréng dan trién khai DNSSEC tai NPK 10
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Pé cung cip thong tin vé ban ghi DS cho tén mién, Registrar c6 thé sir dung

mot trong hai hinh thuec:

Thong tin dir liéu ban ghi DS (DS Data Interface): vai hinh thuc nay, Registrar
s& chju trach nhiém cho viéc tao ban ghi DS va cung cip théng tin d6 cho
Registry. Cu thé Registrar s& lya chon giai thuat bam va thuc hién giai thuat do
dé iy gié tri bam cho khoa cong khai KSK cua t&n mién. Hinh thic nay ciing
hd tro viéc Registrar cung cap thém thong tin vé khoéa cong khai bén canh
thong tin vé ban ghi DS cho Registry.

Thong tin dir liéu khdéa cong khai (Key Data Interface): véi hinh thuac nay,
Registrar s& chi cung cap thong tin vé khoa cong khai cho Registry. Viéc lua
chon giai thuat bam va tién hanh giai thuat do dé co gia tri bam cho khoa cong

khai duoc Registry thuc hién.

Dic ta secDNS-1.1 chi ra, Registry c6 thé hd trg ca hai hinh thirc vé thong tin

dr liéu cho ban ghi DS trén, tuy nhién trong mot 1énh hodc phan hoi EPP thi chi st

dung mot hinh thtrc. Ngoai ra, ngoai trir trong qué trinh chuyén doi, Registry chi dugc

hd trg mot trong hai hinh thtc trén d6i voi mot ddi tuong tén mién.

Mé rong cho lIénh domain:create

Lénh domain:create duoc sir dung dé tao méi mot dbi twong tén mién (nghiép

vu ding ky tén mién) véi cac thong tin duoc dic ta trong RFC 5731. Mé rong

secDNS-1.1 b6 sung thém thanh phan secDNS:create dé cung cap cac thong tin vé ban

ghi DS cho tén mién. Thanh phan secDNS:create I thanh phan con va bét budc cua

thanh phan extension trong 1énh domain:create. Thanh phan ndy bao gém céc thanh

phan con sau day:

Mot thanh phan khéng bat budc secDNS:maxSigLife. Trong truong hop
Registry khong hd trg thanh phan secDNS:maxSigLife va trong lénh
domain:create cia Registrar c6 thanh phan nay thi phan hdi véi ma 2102 sé

duoc tra lal.
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- Khéng hoic nhiéu thanh phan secDNS:dsData hoic secDNS:keyData, tuy

nhién khong duoc sir dung ca 2 hinh thic.
Mé rong cho Iénh domain:update

Lénh domain:update dugc str dung dé thay dbi cac thudc tinh cta dbi twong
domain. Bén canh cac thanh phén cua I¢énh dugc md ta trong RFC 5721, mé rong
secDNS-1.1 b sung thanh phan secDNS:update, 1 mot thanh phan bat budc cua
thanh phan extension dé thyuc hién thay doi cac thong tin lién quan dén cac ban ghi DS

gan v4i tén mién do.
Thanh phan secDNS:update co thé bao gdm cac thanh phan:

- secDNS:add dé thém ban ghi DS cho t&n mién

- secDNS:rem dé x6a ban ghi DS gan véi tén mién

- secDNS:chg dé thay doi théng tin vé thoi gian séng téi da cua chit ky cho céc
ban ghi DS hién tai.

Mé rong cho Iénh domain:info

Khi mét 1énh domain:info dugc thuc hién thanh cong, trong ban tin phan hoi
cia Registry, thanh phan domain:resData phai chtra cac thong tin vé ddi tuong tén
mién nhu dic ta trong RFC 5731. Thém vao d6, mé rong secDNS-1.1 s& bd sung thém
thanh phan mé rong cho phan hdi nay bang viéc cung cap thanh phan secDNS:infData
dé cung cap thong tin vé cac ban ghi DS cho tén mién d6 (néu da st dung DNSSEC)
theo mQt trong hai hinh thirc dugc quy dinh béi chinh sach ctia Registry.

Thanh phin secDNS:infData c6 chtra cac thanh phan con sau day:

- Mat thanh phan khéng bat budoc secDNS:maxSigLife

- Mot hoic nhiéu céc thanh phan secDNS:dsData hoic secDNS:keyData chua
thong tin vé cac ban ghi DS cua tén mién d6. Tuy nhién khong duoc sir dung ca
2 hinh thuec.
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Noi dung ciia thanh phin secDNS:dsData

Khi tao hodc thay doi ban ghi DS cho mét tén mién, thong tin cic trudng dudi

day phai dugc thiét 1ap trong thanh phan secDNS:dsData cho mdi ban ghi DS:

- keyTag: Gia tri Key Tag cua ban ghi DS

- alg: Thuat toan dugc dung trong ban ghi DS

- digestType: Pinh nghia cac thuét toan duoc sir dung dé xay dung truong Digest
cho ban ghi DS

- digest: Chudi ma hoa cua ban ghi DS

Céc truong trén duoc mo ta chi tiét trong RFC 4034.

Néu thong tin cung cip vé ban ghi DS khong day du hodc khong chinh xac, thi
s& dan dén cac hoat dong khdi tao hodc cap nhat tén mién bj that bai va cac thong bao

101 s€ chira mdt ma 101 chi ra cdc nguyén nhan gay ra 101 trén.
3.5. Cac buoc trién khai, thir nghiém

Trén hé thong DNS cua Nha ding ky:

Tién hanh tao zone cho tén mién example.vn.

Tao cap khéa KSK va ZSK va cap nhat ban ghi DNSKEY tuong (ng vao zone
example.vn.
Tién hanh ky zone véi cip khoa KSK va ZSK d tao.

Tao ban ghi DS tir zone example.vn.
Trén hé thong Registrar Client ciia Nha ding ky:

- Thuc hién tao ban tin Iénh domain:create va&i théng tin ban ghi DS va
DNSKEY l4y tir budc 1.
- Request 1én hé théng EPP Gateway Server.
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3.6. Quy trinh tiép nhdn, xw ly ban ghi DS

Viéc cap nhat cac ban ghi DS cua tén mién trén hé thong DNS qudc gia 1a mot
qué trinh can thuc hién cin thén, tuan thu theo dang quy trinh, vi néu dit liéu sai léch
s& dan dén viéc hoat dong cua tén mién s& bi gian doan. Do d6, nhom trién khai
DNSSEC ctia VNNIC di xay dung 1én mot quy trinh cho viéc ky chuyén giao tén
mién .vn 1én hé thong DNS qudc gia. Theo d6 sau khi c6 dugc thong tin cip nhat tir
phia Nha dang ky cho cac dir liéu ban ghi DS cua tén mién, VNNIC sé tién hanh kiém
tra, xac thyc va ky chuyén giao ban ghi DS do cac nha dang ky gui 1én. Qua trinh
hoan tit, cac tén mién .vn ma di giri ban ghi chuyén giao DS 1én DNS qudc gia s&

duoc ky xac thuc trén hé théng.

3.6.1. Quy trinh cdp nhdt bin ghi DS Ién hé théng DNS quéc gia théng qua hé
thong SRS-EPP

~  Luu d6 quy trinh
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Quy trinh cdp nhat ban ghi DS I&n hé théng DNS quéc gia théng qua hé théng SRS-EPP

Phase

Quy trinh lién
quan

Quy trinh kiém tra
théng tin ban ghi DS/
DNSKEY

'
en mien

6

y
(NBK)

Nha ding k

1

(1)

Cép nhat ban ghi DS/
DNSKEY lén VNNIC qua
SRS-EPP

Trung tam Internet Viét Nam (VNNIC)

4

Ti€p nhan ban ghi DS/
DNSKEY tir NDK qua
SRS-EPP

A 4

(2)

. | Ki€m tra cac théng tin

chia DS/DNSKEY

(3)

(s)

(6)

(7)

(<)

(10)

Y

So sénh:
DS = #DNSKEY
MATCH?

(4)
YES

L4

Bdo cdo phu trach don
vi phé duyeét

|

Xac nhan va cadp nhat
vao zone VN

A 4

Ki€ém tra két qua

|

Théng béao NBK

NO

(8)
v

Khong xac nhan

K&t thic

A

Huréng dan trién khai DNSSEC tai NPK

15



Trung tdm Internet Viét Nam - VNNIC

- M@ ta quy trinh:

Buéce | Noi dung Ngudi thuc hién Thoi gian Huéng dﬁl} chi tiét
Thong tin yéu cau co ban can co6 khi cap nhat:
- Ban ghi DS:
+ KeyTag
A o . + Alg
ggDn,\}}gtKg?; 8N Cic can bo quan | Sau khi da thuc hign ky | + DigestType
1) thon ua SRS- tri h¢ thong DNS | DNSSEC trén DNS | + DigestValue
g 4 clia NPK Hosting. - Ban ghi DNSKEY:
EPP
+ KeyTag
+ KeyProtocol
+ Alg
+ KeyValue
Tiép nhan cac ban | H¢ thé)ng SRS- 114 A N e A L 1A LA
ghi DS/DNSKEY | EPP tu dong tiép | Ngay khi NDK giri yéu | ¢ hong s¢ gui thong bdo cdc quan tri h¢ thong
(2 o AR N N, . . DNS qudc gia ngay khi c¢6 yéu cau cap nhat ban ghi
thdng qua SRS- | nhan cac thong tin | cau cdp nhat ban ghi.
A A DS/DNSKEY
EPP yeu cau
Kiém tra céc A 2 DA A L4
thong tin ctua cac Tool cong eu kleqm Sa? khlAhf': t{longAda tlep - Cac budc thyc hién chi tiét trong quy trinh “Quy
3) ban ghi tra thong tin ban | nhan yéu cau cap nhat trinh kiém tra théng tin cac ban ghi DS/DNSKEY”
DS/DNSKEY ghi DS/IDNSKEY | ban ghi DS/DNSKEY
Tiéu chi kiém tra:
v ’ | - Kiém tra cac thong tin cua ban ghi DS:
So sanh, xac thyc | Cong cu kiém tra | Sau khi hé thong da tiep | + KeyTag
4) chinh xac cac ban | thdong tin | nhan yéu cau cap nhat | + Alg
ghi DS/IDNSKEY | DS/IDNSKEY ban ghi DS/DNSKEY + DigestType

+ DigestValue = HASH(DNSKEY)
- Néu trung khép chuyén sang budc (5)

Huréng dan trién khai DNSSEC tai NPK
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Budc Noi dung Nguwoi thue hién Thaoi gian Hwéng din chi tiét
- Néu khong tring khép chuyén sang budc (8)
Béo cao phu Lanh | Can bo quan tri hé | Sau khi kiém tra, xic |- Bdo cdo Lanh dao dong ¥ phé duyét cap nhat ban
(5) dao phé duyét cap | thbng DNS qudc | thuc thong tin DS thanh | ghi DS 1én hé théng DNS quéc gia.
nhat. gia cong
Xac nhan, cap | Can bd quan tri hé n . . R n .
(6) nhat DS vao zone | thbng DNS qudc | Sau khi duoc phé duyét | Thuc h1\¢nAtha0 Eac ?onﬁnn xac nhan thong tin ban
VN gia ghi DS va cap nhéat vao zone .VN
- Cac cén,bcf) tién hanh cac buéde sau: ‘
P . A . | + Truy van héi ban ghi DS cua tén mién tuong tng
@) Kiém tra két qua g?;éi;%nbng;an jgﬁekl\l;Ncap nhat DS vao trén hé théng DNS qudc gia (truy van c6 DNSSEC)
T & ' + Truy van héi DNSSEC Validation (DNS Cache
Google, ...) kiém tra xac thuc DNSSEC
Can bo quan tri hé | Sau khi so sénh, Xx&c
(8) Khong xac nhan | théng DNS qudc | thuc chinh xac cac ban
gia ghi DS/IDNSKEY
- Can b quan tri thong bao cho NDK:
Can bd quan tri hé | Sau cac budc kiém tra, * ‘Thénig bé({ cdp .nhét Ehén}} cczng: Neu C@IB nhat
n , < £ \ n . ., | thanh cong ban ghi DS 1én h¢ thong DNS qudc gia,
9) Thong bao NDK | thong DNS qudc | xac thuc thong tin ban hoan thanh chud x4c thue DNSSEC
gia ghi DS/DNSKEY oan thanh chuol xac thue DHSSEL. -
+ Thong bdo cap nhat that bai: Néu cac thong tin
ban ghi DS/DNSKEY khong chinh x4c.
(10) | Két thic

Huréng dan trién khai DNSSEC tai NPK
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3.6.2. Quy trinh kiém tra cdc théng tin bin ghi DS/DNSKEY

~ Luu d6 quy trinh

! Bat dEu

b 4
L& ban ghi DS duwoc cap nhat tir NDK
(1) Ién hé thdng SRS-EPP

{Ban ghi D$S1)

¥
Tao ban ghi DS tir DNSKEY duwoc cap
(2) nhat ttr NDK 1én hé théng SRS-EPP
{Ban ghi D$2)

Y
Tao ban ghi DS tir DNSKEY dwoc truy
i3) vanh trén cac DNS Hosting

{Ban ghi D$3)

(4)

0 sanh gidtri DigestValue cla cac

ban ghi DS:
DS1=D$2=DS$3=HASH{DNSKEY) ?

YES

|

(s)

Xac nhan

h 4

(7 Két thic o

NO

(6)

h 4

Khéng xac nhan

- M@ ta quy trinh
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Budc | Noi dung Nguwoi thue hién Hwéng din chi tiét
Lay thong
tin ban ghi Thoéng tin ban ghi DS duoc cap nhat:
DS  duoc | Cong cu kiém tra, | + KeyTag
(1) |cap nhat tr | xac thyc thong | + Alg
NDK 1én hé | tin DS/DNSKEY | + DigestType
théng SRS- + DigestValue=DS1
EPP (DS1)
Tao ban ghi
;)hsi tr ban 7 - Hé théng s€ thuc hién tao ban ghi DS tu
DNSKEY Cong cu kiém tra, | DNSKEY véi céc thuat toan:
(2) duoe  ca xac thuc thong | + SHAL
o¢ @ 1tin DSIDNSKEY |+ SHA256
nhglt lén hé + SHA384
thong SRS-
EPP
Tao ban ghi X 1x A . g ; A
< - Truy van lay thong tin ban ghi DNSKEY trén
DS tor ban . .
ghi A . cac E)NSA’Hosthg - q . ‘
DNSKEY Cong cu kiém tra, | - H¢ thong s€ thuc hién tao ban ghi DS tu
3) dwoc  truy x_éc thuc thong | DNSKEY vdi cac thudt toan:
vAn trén cdc tin DS/IDNSKEY | + SHA1
DNS + SHA256
i + SHA384
Hosting
So sanh gia
tri  Digest - H¢ théng thuc hién kiém tra tinh trung khép
Value cua | Cong cu kiém tra, | clia cac ban ghi DS duoc tao ra va gia tri ham
(4) | cac ban ghi | xac thuc thong | bam cuia DNSKEY (HASH)
DS (DS1, | tin DS/DNSKEY | - Néu trung khép chuyén sang budc (5)
DS2 va - Néu khong tring khép chuyén sang budc (6)
DS3)
, .| Cong cu kiém tra, | - Hé thong thong bao thong tin ban ghi DS chinh
Xac nhan| 7, N R S R
5) chinh xac xac thuc thong | xac, yéu cau xac nhan
tin DS/IDNSKEY
Khong xac | COng CuKiem tra, | e 50 thong bdo thong tin ban ghi DS
(6) nhan xdc thyc thong khéng chinh xac, yéu cau khé ac nha
: tin DS/DNSKEY g , yéu cau khong xac nhéan.
(7) | Két thuc

Huréng ddn trién khai DNSSEC tai NPK
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Chi dao bién soan:

Ong Nguyén Hong Thing — Phé Gidm déc VNNIC

Nhom bién soan:

Ong Nguyén Truong Thanh — Triong phong Ky thudgt
Ong Nguyén Trung Kién — PhO trudng phong Ky thudt
Ong Nguyén Huy Bdc — Chuyén vién

Ong Nguyén Van Tri — Chuyén vién
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