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1. Cac tinh nang méi cia BIND 9.11
1.1. Negative Trust Anchor (NTA)
1.1.1. Giéi thiéu vé NTA

Negative Trust Anchor (NTA) duoc sir dung dé thyc hién vo hiéu hoa qua trinh xac
thuc cho mot tén mién cu thé trong mot khoang thoi gian xac dinh, trong trudng hop tén
mién khong thé xac thuc duoc do qué trinh ky/thay khoa, do cu hinh hodc do tir mot cudc
tAn cong, hé thdng van c6 thé dap ting cac truy vin dén tén mién d6 nhung khong thuc hién
xéac thyc, va qua trinh xac thuc ddi v6i tén mién d6 sé& duge kich hoat trd lai khi hét thoi
gian vO hi¢u hoa. NTA duogc st dung trén cac h¢ théng may chu tén mién dém (DNS

Caching) ciia cac ISP giup hé thong hoat dong linh hoat va hiéu qua hon.

NTA dwgc sir dung duéi cong cu rndc:

rndc nta [( -d | -f | -r | -1 duration)] domain [view]

Thiét 1ap gia tri NTA cho tén mién domain cu thé, trong khoang thoi gian 1a duration.
Khoang thoi gian nay co thé duoc thiét 1ap gid tri trong named.conf véi tiy chon nta-
lifetime, va theo méc dinh khoang thoi gian nay 1a 1 gio, nhung c6 thé thay d6i thoi gian 1én
dén mot tuan. Khi thém mét NTA vao, nod sé duoc luu vao trong tap tin (viewname.nta —

thuong la _default.nta).

Cic tham s tuy chon:

Tuy chon Mo ta Vidu

-1 (-lifetime) Thiét 1ap khoang thoi gian c6 hiéu lyc | rndc nta —I 60
cia NTA (don vi la gidy/phut/gio). | example.vn

Néu NTA d3 ton tai, no s& thuc hién
cap nhat lai br?mg gia tri tham s6 méi.

Néu thiét 1ap gia tri cua lifetime bing
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0 s€ tuong duong voi viee x6a NTA.

-r (-remove) St dung dé x6a NTA di duoc thiét | rndc nta —r example.vn
lap.

-d (-dump) Liét ké va in ra danh sach cac NTA | rndc nta -dump
dang ton tai 4p dung (nd ciing c6 thé in
ra cac NTA da hét han nhung chua bi
X0a).

-f (-force) Trong truong hop nta-recheck kiém tra | rndc nta —f
dinh ky cac tén mién va xac thuc duoc | example.com

tr lai trude khi hét thoi gian lifetime.
Khi 4p dung —f nay, nd s€
thyc hién budc NTA d6 phai duy tri

trong su6t khoang thoi gian lifetime.

Céc tham s tuy chon cua nta dugc thiét lap trong “named.conf”

CAu hinh

Mo ta

Vidu

nta-lifetime

Thiét lap khoang thoi gian c6 hiéu luc

chung cho tat ca cac NTA.

nta-lifetime 1h;

nta-recheck

Khoang thoi gian ma named sé thuc
hién dinh ky kiém tra lai xac thyc cia
tén mién duoc kich hoat NTA, bﬁmg
cach giri cac truy van va bo qua NTA
dé xac dinh khi nao thi xac thyc tré
lai. Mic dinh, cir mdi 5 phut s& thuc

hién re-check.

nta-recheck 30s;
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1.1.2. Trién khai thiv nghi¢m va két qud

Vi du: Ap dung NTA cho tén mién example trong khoang thoi gian 1 phut:

# rndc nta -1 60 example.vn

Negative trust anchor added: example.vn/ default, expires 15-

Nov-2016 09:33:20.000

Khi 4p dung NTA, cac thiét lap s€ dugc luu tam trong tap tin: mac

_default.nta:

dinh 1a

# more default.nta

example.vn. regular 20161115033549

Liét ké danh sach cac NTA:

# rndc nta -dump

example.vn: expired 15-Nov-2016 09:33:20.000
examplel.vn: expiry 15-Nov-2016 09:34:19.000
example?.vn: expiry 15-Nov-2016 09:34:21.000

Thuc hién x6a NTA cho tén mién example.vn

# rndc nta -r example.vn

Negative trust anchor removed: example.vn/ default

1.2. DNSSEC Key Manager

1.2.1. Gidi thi¢u vé DNSSEC Key Manager

DNSSEC Key Manager ( dnssec-keymgr) duoc viét bang ngdn ngit Python dung dé

quan 1y viéc Rollover Key. Ban chit dnssec-keymgr 1a str dung cac 1énh dnssec-keygen va

dnssec-settime, dnssec-keymgr sé& tao va cap nhat cac khoa dwa vao viée st dung cau hinh

dinh nghia cac tdp tin chinh sich ( theo mdc dinh tdp tin ndy s€ & trong thu muc:

Phu luc huéng dan trién khai DNSSEC
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Jetc/dnssec-policy.conf), trong tap tin ndy chtra cic tham sb vé khoa nhu: thoi gian cong
khai, thoi gian hét han, chu ki thay khéa,... T4p tin nay c6 thé sir dung dé dinh nghia chinh
sach cho mot zone hoic tat ca cac zone dé qua trinh Rollover Key dién ra mét cach chinh

xac nhét, khong bi gian doan lam sai 1éch h¢ théng va ho trg nguol quan tri ¢ thé tao khoa,

quan 1y khoéa mot cac dé dang hon.

Lénh chay:

dnssec-keymgr [-K directory] [-c file] [-f] [-K] [-a] [-v] [-Z] [-g path] [-r path] [-

s path] [zone...]

Cac tham s6 tiy chon thwong dwoc sir dung:

Tuy chon D61 s0

Mo ta

-C <path-to-file-policy.conf>

Néu c6 tiuy chon —c, cac chinh séach
DNSSEC s€ dugc doc tu tap tin ( mac
dinh chinh

/etc/dnssec-policy.conf)

sach s€ duoc doc tur

Cho phép cap nhat thay doi thong s6 cia
khoa d3 ton tai ma khong can hoi (luu ¥
khong nén st dung cho cac khoa da duoc

cong khai)

Hién thi tat ca thong tin giup d& vé tién

ich nay.

-K <directory>

DPuong dan thu muc chtra cac khoa tao

ra. Mac dinh 1a thu muc hién hanh.

-r < randomdev>

Puong din dén tap tin chira dit liéu ngau
nhién. Str dung —r /dev/urandom dé viéc

tao khoa nhanh hon.
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1.2.2. Cdu hinh chinh séch
Tap tin dnssec-policy.conf ¢ thé xac dinh ba dang chinh sach:

e Cac I6p chinh séch ( policy name {... }; ) c6 thé duoc thira ké bai cac chinh sach
zone hoac cac lop chinh sach khéc.

e Cac thuat toan chinh sach: ( algorithm-policy algorithm { ... }; ) khai bédo thuat toan
duoc st dung. Vi dy, theo mac dinh, thuat toan RSASHA256 ¢6 kich thudng 2048
bit s& dugc str dung chocar KSK va ZSK. Va c6 thé dugce thay ddi bang cach sir dung
algorithm-policy.

e Cac chinh sach zone ( zone name { ... }; ) thiét 1ap chinh séch sir dung cho mot zone.

Mét chinh chinh sach zone c6 thé thira ké mét 16p chinh sach.

Céc tiy chon ¢6 thé duoc sir dung trong chinh sach:

Trudng tuy chon Mo ta Vidu

algorithm Thuat toan dung dé tao khoa. Néu | algorithm rsasha256;
khong dinh nghia, theo mac dinh s¢€ la
RSASHA256

coverage Khoang thoi gian dé dam bao rang cac | coverage 1y;
khoa van chinh xac; Gia tri s& 1a don vi

thoi gian, mac dinh 1a 6 thang ( 6

months)
directory Dinh nghia thu muc s€ chira cac khoa | directory

sau khi tao ra. “/data/named/keys/vn”;
key-size Khai bao s bit st dung dé tao khoa. | key-size zsk 1024;

Tham s6 nay sir dung dé thiét lap cho

. . key-size ksk 2048;
ca zsk va ksk, va cé thé dugc thiét 1ap ey-size ksk 2048;
trong cac 16p chinh sach khac hodc

trong cac chinh sach zone.

keyttl Thoi gian song cua khéa. Mic dinh 1a 1 | keyttl 1h;

Phu luc huéng dan trién khai DNSSEC 8
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gio.

post-publish

Khoang thoi gian khoa s€ dugc x6a sau
thoi gian inactive ciia khoa d6. Néu nhu
tham s6 roll-period khong dugc thiét
lap, thi khong can phai thiét 1ap gia tri
nay. Tham sb nay st dung dé thiét 1ap
cho ca zsk va ksk, va co thé dugc thiét
1ap trong céac 16p chinh siach khac hoac
trong cac chinh sach zone. Mac dinh

khoang thoi gian 1a 1 thang.

post-publish zsk 2w;

post-publish ksk 2w;

pre-publish

Khoang thoi gian khoéa sé duge cong
khai trudce khi khoa do6 duoc kich hoat.
Néu nhu tham sb roll-period khéng
dugc thiét 1ap, thi khong can phai thiét
lap gi4 tri nay. Tham s6 nay sir dung dé
thiét 1ap cho ca zsk va ksk, va co thé
dugc thiét 1ap trong cac 16p chinh sach
khéc hodc trong céc chinh sach zone.

Mac dinh khodng thoi gian 1a 1 thang.

pre-publish zsk 2d;

roll-period

Tan suét, chu ky khoa duoc thyc hién
rollover. Tham sb nay sir dung dé thiét
1ap cho ca zsk va ksk, va co thé duoc
thiét 1ap trong cac 16p chinh sach khac
hodc trong cic chinh sich zone. Néu
gia tri tham sd nay khéng dugc ciu
hinh, mgc dinh s& la 1 ndm ddi véi ZKS

va khong thiét 1ap thoi gian cho KSK.

roll-period zsk 3mo;

Dué6i ddy 1a mot s6 cdu hinh day da dé thiét 1ap chinh sach dé tao khoa cho zone:
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#/etc/dnssec-policy.conf
policy dnssec-01 {
algorithm rsashal;
coverage ly;
roll-period zsk 3mo;
pre-publish zsk 2w;
post-publish zsk 2w;
roll-period ksk ly;
keyttl 1h;
key-size ksk 2048;
key-size zsk 1024;
i
policy dnssec-02 {
algorithm rsasha256;
coverage ly;
roll-period zsk 3mo;
pre-publish zsk 2w;
post-publish zsk 2w;
roll-period ksk 1ly;
keyttl 1h;
key-size ksk 2048;
key-size zsk 1024;
i

zone examplel.vn {
policy dnssec-01;

}s

zone example2.vn {
policy dnssec-02;
key-size ksk 511;

Phu luc huéng ddn trién khai DNSSEC
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1.2.3. Trién khai thir nghiém:

Vi du: Tao mét chinh sach (policy) str dung dé tao khoa cho zone example.vn vé6i cdu hinh

file /etc/policy.conf nhu sau:
Véi cac thong sb:

e Khoa ZSK:
Thaoi gian Pre-publish: 2 ngay

O

o Thai gian xda bo khoa: sau khi khoa hét han 2 tuan.

o Chu ky roll-over khoa zsk: 3 thang

o Kich thudc khoa sé sir dung 1024 bit, va thuat toan RSASHA?256.
e Khoa KSK:

o Chu ky roll-over khoa zsk: 1 ndm

o Kich thudc khoa sé sir dung 2048 bit, va thuat toan RSASHA?256.

e Giatri TTL cua cac khoda la 1 gio.

policy default-dnssec {
algorithm rsasha256;
coverage 1ly;
roll-period zsk 3mo;
roll-period ksk ly;
pre-publish zsk 2d;
post-publish zsk 2w;
keyttl 1h;
key-size zsk 1024;
key-size ksk 2048;

i

zone example.vn {
policy default-dnssec;
directory "/data/named/keys/example vn";

}s

Cau 1énh thyc hién:

Phu luc hwéng ddan trién khai DNSSEC 11
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# dnssec-keymgr example.vn -r /dev/urandom -c /etc/dnssec-

policy.conf

Két qua thu duoc:

Kexample.
Kexample.
Kexample.
Kexample.
Kexample.
Kexample.
Kexample.
Kexample.
Kexample.

Kexample.

vn.+008+00795.
vn.+008+00795.
vn.+008+04491.
vn.+008+04491.
vn.+008+09366.
vn.+008+09366.
vn.+008+12540.
vn.+008+12540.
vn.+008+13134.
vn.+008+13134.

key

key

key

key

key

private

private

private

private

private

Bang chi tiét thong s6 khoa ZSK:

Thoi gian Thoi gian Thoi gian Thoi gian
Khoa ID khéa

Publish Activate Inactive Delete
ZSK1 12540 14/11/2016 14/11/2016 12/2/2017 26/2/2017
ZSK2 09366 10/2/2017 12/2/2017 13/5/2017 27/2/2017
ZSK3 13134 11/5/2017 13/5/2017 11/8/2017 25/8/2017
ZSK4 04491 9/8/2017 11/8/2017 9/11/2017 23/11/2017
ZSK5 00795 7/11/2017 9/11/2017

Phu luc huéng dan trién khai DNSSEC
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4 A 2 A

2. Mt s6 vi du vé cac 1énh mé rong secDNS-1.1

>

2.1. Mo rong cho lénh domain:create

Vi du vé 1énh domain:create st dung hinh thirc dit liéu ban ghi DS khong c6 thanh phan
secDNS:keyData:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"
C: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<command>
<create>
<domain:create
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>example.com</domain:name>
<domain:period unit="y">2</domain:period>
<domain:ns>
<domain:hostObj>nsl.example.com</domain:hostObj>
<domain:hostObj>ns2.example.com</domain:hostObj>
</domain:ns>
<domain:registrant>jdl234</domain:registrant>
<domain:contact type="admin">sh8013</domain:contact>
<domain:contact type="tech">sh8013</domain:contact>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:create>
</create>
<extension>
<secDNS:create
xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">
<secDNS:maxSigLife>604800</secDNS:maxSigLife>
<secDNS:dsData>
<secDNS:keyTag>12345</secDNS:keyTag>
<secDNS:alg>3</secDNS:alg>
<secDNS:digestType>1</secDNS:digestType>
<secDNS:digest>49FD46E6C4B45C55D4AC</secDNS::digest>
</secDNS:dsData>
</secDNS:create>
</extension>
<clTRID>ABC-12345</clTRID>
</command>
:</epp>

OO OO NONONONONONONONONONONONONONONONONONONONONONONONONONONONG]

Vi du vé 1énh domain:create sir dung hinh thic dit liu ban ghi DS c6 thanh phéan
secDNS:keyData:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

C: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
C <command>

Cs <create>

Cs <domain:create

C xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">

Phu luc huéng dan trién khai DNSSEC 13
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Vidu vé

OO OO OO NONONONONONONONONONONONONONONONONOINONONONONONONONONONONONP!

<domain:name>example.com</domain:name>
<domain:period unit="y">2</domain:period>
<domain:ns>
<domain:hostObj>nsl.example.com</domain:hostObj>
<domain:hostObj>ns2.example.com</domain:hostObj>
</domain:ns>
<domain:registrant>jdl234</domain:registrant>
<domain:contact type="admin">sh8013</domain:contact>
<domain:contact type="tech">sh8013</domain:contact>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:create>
</create>
<extension>
<secDNS:create
xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">
<secDNS:maxSigLife>604800</secDNS:maxSigLife>
<secDNS:dsData>
<secDNS:keyTag>12345</secDNS: keyTag>
<secDNS:alg>3</secDNS:alg>
<secDNS:digestType>1</secDNS:digestType>
<secDNS:digest>49FD46E6C4B45C55D4AC</secDNS:digest>
<secDNS:keyData>
<secDNS:flags>257</secDNS:flags>
<secDNS:protocol>3</secDNS:protocol>
<secDNS:alg>1</secDNS:alg>
<secDNS:pubKey>AQPJ////4Q==</secDNS: pubKey>
</secDNS:keyData>
</secDNS:dsData>
</secDNS:create>
</extension>
<clTRID>ABC-12345</cl1TRID>

</command>
:</epp>

1énh domain:create stir dung hinh thirc dit liéu khoa cong khai:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

Q

OHONONONONONONONONONONONONONONONONQ]

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<command>

<create>
<domain:create
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>example.com</domain:name>
<domain:period unit="y">2</domain:period>
<domain:ns>
<domain:hostObj>nsl.example.com</domain:hostObj>
<domain:hostObj>ns2.example.com</domain:hostObj>
</domain:ns>
<domain:registrant>jdl234</domain:registrant>
<domain:contact type="admin">sh8013</domain:contact>
<domain:contact type="tech">sh8013</domain:contact>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:create>
</create>
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C
C
C
C
C
C
Cs
C:
C
C
C
C
C
C:

<extension>
<secDNS:create
xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">
<secDNS:keyData>
<secDNS:flags>257</secDNS:flags>
<secDNS:protocol>3</secDNS:protocol>
<secDNS:alg>1</secDNS:alg>
<secDNS:pubKey>AQPJ////4Q==</secDNS:pubKey>
</secDNS:keyData>
</secDNS:create>
</extension>
<clTRID>ABC-12345</clTRID>

</command>
</epp>

2.2. Mo rong cho lénh domain:update

Vi du vé 1énh domain:update str dung dé thém va x6a ban ghi DS str dung hinh thirc dit lidu
ban ghi DS:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

C:

OO OO NN NONONONONONONONONONONONONONONONONONONONONONONONO NS

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<command>

<update>
<domain:update
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>example.com</domain:name>
</domain:update>
</update>
<extension>
<secDNS:update
xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">
<secDNS:rem>
<secDNS:dsData>
<secDNS:keyTag>12345</secDNS:keyTag>
<secDNS:alg>3</secDNS:alg>
<secDNS:digestType>1</secDNS:digestType>
<secDNS:digest>38EC35D5B3A34B33C99B</secDNS:digest>
</secDNS:dsData>
</secDNS: rem>
<secDNS:add>
<secDNS:dsData>
<secDNS:keyTag>12346</secDNS:keyTag>
<secDNS:alg>3</secDNS:alg>
<secDNS:digestType>1</secDNS:digestType>
<secDNS:digest>38EC35D5B3A34B44C39B</secDNS:digest>
</secDNS:dsData>
</secDNS:add>
</secDNS:update>
</extension>
<clTRID>ABC-12345</clTRID>

</command>
:</epp>

Vi du stir dung 1énh domain:update dé thay ddi thong tin maxSigLife:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

Phu luc huéng ddn trién khai DNSSEC 15



Trung tam Internet Viét Nam - VNNIC

C xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
c <command>

C <update>

C <domain:update

C xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
C <domain:name>example.com</domain:name>

C </domain:update>

C </update>

C: <extension>

C: <secDNS:update

C: xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">
C <secDNS:chg>

C <secDNS:maxSigLife>605900</secDNS:maxSigLife>
C </secDNS:chg>

C </secDNS:update>

C </extension>

@ <clTRID>ABC-12345</clTRID>

C </command>

C:</epp>

Vi du st dung 1énh domain:update st dung dé thém va x6a ban ghi DS st dung hinh thirc
dir liéu khoa cong khai va thiét 1ap maxSigLife:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"
C: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<command>
<update>
<domain:update
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>example.com</domain:name>
</domain:update>
</update>
<extension>
<secDNS:update
xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">
<secDNS:rem>
<secDNS:keyData>
<secDNS:flags>257</secDNS:flags>
<secDNS:protocol>3</secDNS:protocol>
<secDNS:alg>1</secDNS:alg>
<secDNS :pubKey>AQPJ////4000</secDNS:pubKey>
</secDNS:keyData>
</secDNS: rem>
<secDNS:add>
<secDNS:keyData>
<secDNS:flags>257</secDNS:flags>
<secDNS:protocol>3</secDNS:protocol>
<secDNS:alg>1</secDNS:alg>
<secDNS:pubKey>AQPJ////40==</secDNS:pubKey>
</secDNS:keyData>
</secDNS:add>
<secDNS:chg>
<secDNS:maxSigLife>605900</secDNS:maxSigLife>
</secDNS:chg>
</secDNS:update>
</extension>
<clTRID>ABC-12345</clTRID>
</command>
:</epp>
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Vi du vé lénh domain:update sir dung dé xoa ban ghi toan bd ban ghi DS sir dung
secDNS:all:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"
C: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<command>
<update>
<domain:update
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>example.com</domain:name>
</domain:update>
</update>
<extension>
<secDNS:update urgent="true"
xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.0">
<secDNS:rem>
<secDNS:all>true</secDNS:all>
</secDNS:rem>
</secDNS:update>
</extension>
<clTRID>ABC-12345</clTRID>
</command>
:</epp>

[CHONONONONONONONONONONONONONONONON@!

Vi du vé 1énh domain:update véi thude tinh urgent:
C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

C: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
C <command>
C <update>

C <domain:update

C xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">

€ <domain:name>example.com</domain:name>

C </domain:update>

C </update>

C <extension>

C <secDNS:update urgent="true"

© xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">

© <secDNS:rem>

C <secDNS:all>true</secDNS:all>

C: </secDNS: rem>

Cs <secDNS:add>

C€s <secDNS:dsData>

C <secDNS:keyTag>12346</secDNS:keyTag>

C <secDNS:alg>3</secDNS:alg>

C <secDNS:digestType>1</secDNS:digestType>

C <secDNS:digest>38EC35D5B3A34B44C39B</secDNS:digest>

C </secDNS:dsData>

C </secDNS:add>

C </secDNS:update>

C </extension>

C <clTRID>ABC-12345</clTRID>

C </command>

C:</epp>
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2.3. Mo rong cho lénh domain:info

Vi du vé mdt phan hoi cho 1énh domain:info v6i hinh thirc dif liéu ban ghi DS khong ¢6
thanh phan secDNS:keyData:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

SE

S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
Sk
SE
S
S
S
S
S
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S
S
S
S
S
S
S
S
S
S
S
S
S
S
S

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<response>

<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>example.com</domain:name>
<domain:roid>EXAMPLE1-REP</domain:roid>
<domain:status s="ok"/>
<domain:registrant>jdl234</domain:registrant>
<domain:contact type="admin">sh8013</domain:contact>
<domain:contact type="tech">sh8013</domain:contact>
<domain:ns>
<domain:hostObj>nsl.example.com</domain:hostObj>
<domain:hostObj>ns2.example.com</domain:hostObj>
</domain:ns>
<domain:host>nsl.example.com</domain:host>
<domain:host>ns2.example.com</domain:host>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY¥</domain:crID>
<domain:crDate>1999-04-03T22:00:00.0%Z</domain:crDate>
<domain:upID>ClientX</domain:upID>
<domain:upDate>1999-12-03T09:00:00.0%Z</domain:upDate>
<domain:exDate>2005-04-03T22:00:00.0Z</domain:exDate>
<domain:trDate>2000-04-08T09:00:00.0Z</domain:trDate>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:infData>
</resData>
<extension>
<secDNS:infData
xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">
<secDNS:dsData>
<secDNS:keyTag>12345</secDNS:keyTag>
<secDNS:alg>3</secDNS:alg>
<secDNS:digestType>1</secDNS:digestType>
<secDNS:digest>49FD46E6C4B45C55D4AC</secDNS:digest>
</secDNS:dsData>
</secDNS:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<svTRID>54322-XY7Z</svTRID>
</trID>

</response>
:</epp>
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Vi du vé mot phan hdi cho 1énh domain:info véi hinh thirc dit lidu ban ghi DS c6 thanh phan

secDNS:keyData:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>

S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"
SE: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<response>

</result>
<resData>

<domain

</resData>
<extension>

<trID>

</trID>
</response>

NN NV nnnnnun onon nNnonnonn TVon N N n n NN NN N NNV N nNnNnu onon nnon on n n non N 1 nn »n1 L1 nn nn »

<domain:
<domain:
<domain:
<domain:
<domain:
<domain:
<domain:
<domain:hostObj>nsl.example.com</domain:hostObj>
<domain:hostObj>ns2.example.com</domain:hostObj>
</domain:ns>
<domain:
<domain:
<domain:
:crID>ClientY</domain:crID>
<domain:
<domain:
<domain:
<domain:
<domain:
<domain:
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:infData>

<secDNS
<secDNS

<result code="1000">
<msg>Command completed successfully</msg>

<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">

name>example.com</domain:name>
roid>EXAMPLE1-REP</domain:roid>

status s="ok"/>

registrant>jdl234</domain:registrant>
contact type="admin">sh8013</domain:contact>
contact type="tech">sh8013</domain:contact>

ns>

host>nsl.example.com</domain:host>
host>ns2.example.com</domain:host>

clID>ClientX</domain:clID>

crDate>1999-04-03T22:00:00
upID>ClientX</domain:upID>
upDate>1999-12-03T09:00:00
exDate>2005-04-03T22:00:00
trDate>2000-04-08T09:00:00
authInfo>

<secDNS:infData
xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">
<secDNS:maxSigLife>604800</secDNS:maxSigLife>
<secDNS:
<secDNS

dsData>

<clTRID>ABC-12345</clTRID>
<svTRID>54322-XYZ</svTRID>

.0Z</domain:

.0Z</domain:
.0Z</domain:
.0Z</domain:

:keyTag>12345</secDNS: keyTag>
<secDNS:alg>3</secDNS:alg>
:digestType>1</secDNS:digestType>
:digest>49FD46E6C4B45C55D4AC</secDNS:digest>
<secDNS:keyData>
<secDNS:flags>257</secDNS:flags>
<secDNS:protocol>3</secDNS:protocol>
<secDNS:alg>1</secDNS:alg>
<secDNS:pubKey>AQPJ////40==</secDNS:pubKey>
</secDNS:keyData>
</secDNS:dsData>
</secDNS:infData>
</extension>

crDate>

upDate>
exDate>
trDate>
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S:</epp>

Vi du vé mét phan hoi cho 1énh domain:info véi hinh thtrc dir liéu khoa cong khai:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

SE

S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
Sk
SE
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S
S

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<response>

<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>example.com</domain:name>
<domain:roid>EXAMPLE1-REP</domain:roid>
<domain:status s="ok"/>
<domain:registrant>jdl234</domain:registrant>
<domain:contact type="admin">sh8013</domain:contact>
<domain:contact type="tech">sh8013</domain:contact>
<domain:ns>
<domain:hostObj>nsl.example.com</domain:hostObj>
<domain:hostObj>ns2.example.com</domain:hostObj>
</domain:ns>
<domain:host>nsl.example.com</domain:host>
<domain:host>ns2.example.com</domain:host>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY¥</domain:crID>
<domain:crDate>1999-04-03T22:00:00.0%Z</domain:crDate>
<domain:upID>ClientX</domain:upID>
<domain:upDate>1999-12-03T09:00:00.0%Z</domain:upDate>
<domain:exDate>2005-04-03T22:00:00.0Z</domain:exDate>
<domain:trDate>2000-04-08T09:00:00.0Z</domain:trDate>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:infData>
</resData>
<extension>
<secDNS:infData
xmlns:secDNS="urn:ietf:params:xml:ns:secDNS-1.1">
<secDNS:keyData>
<secDNS:flags>257</secDNS: flags>
<secDNS:protocol>3</secDNS:protocol>
<secDNS:alg>1</secDNS:alg>
<secDNS:pubKey>AQPJ////4Q==</secDNS:pubKey>
</secDNS:keyData>
</secDNS:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<svTRID>54322-XY7Z</svTRID>
</trID>

</response>
:</epp>
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3. Nhirng ciu héi thuong gip vé DNSSEC

3.1. DNSSEC la gi?

Tra 1oi: DNSSEC 1a cong nghé an toan md rong cho hé thdng DNS. Trong d6
DNSSEC sé& cung cap mot co ché xac thuc gitta cac may cha DNS véi nhau va xéac thuc cho
tung zone dir liéu dé dam béo toan ven dit liéu va tang tinh an toan cho cac hoat dong nhu
cac trinh duyét Internet va Email, DNSSEC dam bdo rang ban s& truy cap vao ding tén

mién ma ban thuc sy mudn, ngan chan cac hoat dong doc hai nguy hiém dén dir li¢u DNS.

3.2. Nguyén ly hoat dpng ciia DNSSEC?

Tra 1oi: DNSSEC sir dung co ché ma hoa khoa bat d6i ximg (cip khoa cong
cong/khoa riéng) dé ky dir liéu DNS, tit ca cac ban ghi tai nguyén tén mién trong cac Zone
DNS duoc ky sd va cong khai cung véi cac chit ky ciia chung. Céac khoa cong cong duge
cong khai trén hé théng DNS.

DNSSEC sir dung mdt md hinh tin cdy va chudi tin cdy nay di tir zone cha dén cac
zone con. Cac zone cip cao (zone cha) ky hay xac minh cho cac khoa cong cong cla cac
zone cap dudi (zone con), cac may chu tén mién c6 thim quyén ddi voi cac zone ndy c6 thé
dugc quan 1y bdi cac NDK, ISP, DNS Hosting, ...

Khi mot ngudi ding cudi mudn truy cip vao mot trang web, mot trinh phan giai trén
may tinh nguoi dung s& yéu cau ban ghi tén mién dén may chu dé quy ( dat tai ISP). Sau khi
may chu yéu cau ban ghi nay, no ciing yéu cau “khoéa” DNSSEC lién quan dén zone do.
“Khéa” ndy cho phép cac may chu sir dung dé xac minh cac thong tin ma né nhan dugc 1a
gidng voi cac ban ghi trén may chu tén mién c6 tham quyén.

Néu may chu dé quy xac nhan rang cac ban ghi tén mién da duoc giri di boi cac may
chu c6 thdm quyén va khéng bi thay ddi trong qua trinh van chuyén, né s& phan giai tén
mién va ngudi dung c6 thé truy cip vao trang web. Qua trinh nay dwoc goi 1a qua trinh xac
thuc, va néu ban ghi tai nguyén bi thay doi hodc tir ngudn khong xac dinh, may chu dé quy
s& khong cho phép nguoi dung truy cdp vao dia chi gia mao d6. DNSSEC ciing c6 thé

chung minh rang mot tén mién khong ton tai.
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3.3. DNSSEC c6 ma héa cic phin hoéi truy vin hay khong?
Tra 1oi: DNSSEC khong mi hoa cac phan hoi truy van DNS, n6 chi thém mot chir
ky duogc ma héa va duge xac minh bang cach sir dung hé théng khoéa riéng va khoa cong

khai.

3.4. Cdc lgi ich cia DNSSEC?

Tra 10i: DNSSEC d3 duoc phat trién dé cung cp ching thyuc va toan ven dit liéu cho
DNS giam thiéu cac mbi de doa nhu DNS gia mao, dau doc bd nhd cache, cac phan giai
chira ma doc hai, sira dbi 1am sai 1éch dit liéu DNS.
Mot vi du vé nhitng loi ich ma DNSSEC cung cap 1a cac cha s¢ hitu cia cc trang web va
cac may chu Mail da trién khai DNSSEC, s& dat duge muc dd an toan cao hon va chic chin
rang khi truy cap vao trang web hay email ctia ho s& khong bi chuyén hudng dén noi khéc.
Do vay viéc trién khai DNSSEC s& mang lai mot s6 loi ich khac nhur:

o Gilp bao vé, xay dung thuong hiéu va ting su uy tin cua ban ddi véi nguoi st

dung.
o Bao vé chinh cong viéc cua ban bang cach ting cuong do tin cay trong Internet.

o Cung cap dich vy Internet an toan hon cho ngudi ding.

3.5. DNSSEC bdo vé ngwoi ditng Internet nhw thé nao?
Tra 10i: DNSSEC duoc thiét ké dé bao vé nguoi dung trén Internet tir nhitng dit liéu
DNS gid mao, vi du nhu nhiing dia chi dich khong chinh xac hodc chira ma doc hai. Day la

su khac biét gitra truy van c6 nhan thuc DNSSEC va khong nhéan thyc DNSSEC.

3.6. DNSSEC c6 lam ting sé liwong truy vin?
Tra 10i: DNSSEC c¢6 thé lam ting sb luong truy van, do thuc hién qua trinh phan

giai tim kiém thong tin x4c nhan cua cdc tén mién con trong chudi xéc thuc.

3.7. DNSSEC c6 lam anh hwong dén toc dj truy vin tén mién?
Tra loi: Truy van c6 DNSSEC phai thyc hi¢n thém qua trinh xéac thyc, do vay lam
cho téc d6 truy van tén mién bi anh huéng va ton nhiéu thoi gian hon. Nhung d6i voi nhitng

hé théng c6 Cache (bd nhé dém) thi DNSSEC anh hudng dén qué trinh truy van lan dau
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tién, con do1 voi nhitng 1an truy van tiép theo (chua bi x6a cache) sé khong anh huong dén

tdc do truy van do 14y thong tin tir bd nhd dém.

3.8. Cic doi twong nao trong trién khai DNSSEC?
Tra 10i: Cac d6i twong trong trién khai DNSSEC:
o Nha quan ly, cip phat tén mién (Registries)
o Céc nha ding ky tén mién (Registrars)
o Céac nha cung cap dich vu Internet (ISPs)
o Céc nha cung cap dich vu DNS Hosting, Web Hosting
o Cé&c nha cung cip phan cang va phan mém
o Céc co quan chinh phu

o Nguoi dung Internet

3.9. Lam sao dé trién khai DNSSEC cho tén mién ciia t6i?

Tra 1oi: Khi ban trién khai DNSSEC cho tén mién cta ban, n6 duoc goi 1a “ky” tén
mién. Ban c6 thé lién hé dén NDK tén mién .vn cua ban dé xem néu ho cung cﬁp dich vu
DNSSEC, hoic ban c6 thé lién hé véi mot t6 chie didu hanh DNS bén thir 3 ¢6 thé cung cip
dich vu DNSSEC.

3.10. Chi phi dé trién khai DNSSEC nhw thé nao?

Tra loi:

o Dbi véi cac nha cung cap dich vu DNS (nhu DNS Hosting, Resgistrars,
Registries): Pé trién khai DNSSEC thuong chiém chi phi 16n hon, do ¢6 thé phai
dau tu vao cac thiét bi, phan mém dung dé “ky” va van hanh DNSSEC, ciing nhu
viéc ting cuong nang cap vé ha tang mang va cac may cha dich vy dé dam bao
yBu cau téc do xur 1y cao hon, bang thong 16n hon va dung leong bd nhd 16n hon.

o Déi véi cac nha cung cap dich vu Internet (ISP): Viéc trién khai DNSSEC trén
cac ISP (su x4c thuc DNSSEC) thuong chiém chi phi 1a thap dén rat thap. N6 doi
hoi it hodc khdng can thiét phai dau tu nhiéu vé phan cing hay phan mém, ma chi
do1 hoi mot sy dau tu nho vé thoi gian cho bo phan quan tri hé thdng cua céc I1SP.
Va dam bao mot s6 yéu cau vé ha ting mang va cac may cha dich vu dé dam bao
yéu cau tdc do xur 1y cao hon, bang thong 16n hon va dung lugng bo nhd 16n hon.
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3.11. Ngwoi ding cé cdn cai dit phan mém nao dé ding dwoc DNSSEC?
Tra 10i: Nguoi dung nén cai dit thém mot phdn mém “plug in” trén céc trinh duyét
ctia minh dé xac thuc dit liéu DNSSEC.
o Vi du: Trinh duyét Mozilla Firefox c6 “plug in” tao ra mét trinh duyét cd kha
nang nhan thuc DNSSEC la DNSSEC/TLSA Validator

3.12. Lam thé nao dé biét tén mién ciia t6i da dwoc ky DNSSEC?

Tra 1oi: Pé kiém tra tén mién cia ban da duoc ky DNSSEC hay chua thi c6 thé st
dung mot sb cach sau:

o Kiém tra tryc tuyén trén trang web: http://dnssec-debugger.verisignlabs.com/

o Kiém tra bang trinh duyét Firefox: khi su dung “plug in” DNSSEC/TLSA

Validator, néu tén mién cua ban da dugc ky DNSSEC thi s& xuat hién mot biéu

tuong nho “chia khéa mau xanh” trén trinh duyét.
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3.13. Cac thudt ngit thuwong dwoc sw dung trong DNSSEC
Tra loi:
o DNSSEC (Domain Name System Security Extensions)
o DNSKEY (DNS Public Key): Ban ghi khoa cong cong DNS
o DS (Delegation Signer): Ban ghi ky ty quyén
o KSK (Key Signing Key): Khoa str dung dé ky khoa ZSK
o ZSK (Zone Signing Key): Khoa sir dung dé ky Zone
o NSEC (Next Secure): Ban ghi bao mat ké tiép
o RRSIG (Resource Record Signature): Ban ghi chit ky tai nguyén.
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Chi dao bién soan:

Ong Nguyén Hong Thing — Phé Gidm déc VNNIC

Nhom bién soan:

Ong Nguyén Truong Thanh — Truong phong Ky thudt
Ong Nguyén Trung Kién — PhO trueong phong Ky thudt
Ong Nguyén Huy Bdc — Chuyén vién

Ong Nguyén Van Tri — Chuyén vién
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