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MO DAU

Hé théng DNS déng vai trd din dudng trén Internet, duoc coi 1a mot ha tang 16
trong yéu ctia h¢ théng Internet toan cau. Do tinh chat quan trong ctia hé thong DNS, da
c6 nhiéu cudc tin cong, khai thac 16 hong cua hé thong nay véi quy mé 16n va tinh vi véi
muc dich lam t€ 1iét hé théng nay hodc chuyén hudng mot tén mién nao d6 dén mot dia
chi IP khac. Trén thé gi6i tir nhiéu nim dd c6 nhiéu cudc tin cong lam thay dbi dir licu
tén mién, chuyén hudng website duoc thuc hién, gy hau qua nghiém trong.

Pé giai quyét cac nguy co & trén, ngay tir nam 1990, cac giai phap khic phuc da
duoc nghién ciru. Nam 1995, giai phap DNSSEC dugc cong bd va téi ndm 2001 thi duoc
xay dung thanh céc ti€u chuian RFC dy thao, va cubi cung dugc IETF chinh thic cong bd
thanh tiéu chuan RFC vao nim 2005.

DNSSEC dya trén nén tang ma hoa khoa cong khai (PKI) twong tu hé thdng
chtng thuc dién tar (CA), thuc hién ky sb trén cac ban ghi DNS dé dam bao tinh xéac
thuc, toan ven cua cap anh xa tén mién — dia chi IP, tit ca céc thay ddi ban ghi DNS da
duoc ky sb s& dugc phat hién.

Ké tir khi duge chuan hod nam 2005, DNSSEC d3 nhanh chéng duogc trién khai
rong rai trén mang Internet. Tai Vi¢t Nam, Viéc trién khai ap dung tiéu chuidn DNSSEC
cho hé thdng may chi tén mién (DNS) “.VN” s& gitp dam bao chinh xéc, tin ciy viéc sir
dung, truy vin tén mién “.VN” trén Internet thong qua viéc ap dung thong nhét tiéu
chuan DNSSEC dbi véi cac hé théng DNS “.VN”. Pam bao két nbi lién thong theo tiéu
chuin DNSSEC giita hé théng DNS qudc gia “.VN” v6i hé théng mdy cha tén mién goc
(DNS ROOT) va cac hé théng DNS quéc té. Panh dau budc chuyén bién quan trong
trong viéc phat trién ha téng Internet tai Viét Nam, san sang déy manh phat trién cac dich

vu thuong mai di¢n tur, chinh phu dién tir tai Viét Nam mdt cach an toan nhat.
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HUONG DAN TRIEN KHAI DNSSEC TAI CAC DNS HOSTING
PROVIDER

1. DNS Hosting Provider:

La don vi cung cip dich vu quan 1y, luu giir hé théng DNS cho cac chu thé dang ky tén
mién ¢ nhu cau. Trong trién khai DNSSEC, céc t6 chirc nay phai hd tro trién khai DNSEC khi
khach hang yéu cau. Cac cong viée thuc hién s& 1a tao ra cac khoa (KSK, ZSK) va ky 1én céc
zone tén mién cua ho quan 1y. Ho c6 thé cho phép xac thuc ngudn gdc va toan ven dit lidu cua
cac zone ma ho quan 1y thong qua viéc ding ky ban ghi chuyén giao (DS) 1én co quan ding ky
tén mién (Registry) thong qua cac nha dang ky (Registrar). Trong mot s6 truong hop, cac don

vi ndy ciing 1a don vi nha dang ky tén mién.
2. Phéan tich, danh gia vai tro

Thong thuong, sau khi mdt ca nhan, t6 chure thuc dang ky tén mién, s& phai thuc hién

dang ky chuyén giao quan Iy tén mién d6 vé DNS Hosting.

Trong trudng hop, chi thé tén mién mudn thuc hién trién khai ky DNSSEC cho tén

mién cua minh, thi quan tri DNS Hosting s€ phai trién khai cac ndi dung sau:

- Tao cap khoa cho tén mién dang ky DNSSEC.

- Ky DNSSEC cho tén mién d6

- Cap nhat ban ghi DS 1én DNS cha. (thong thuong, viéc nay duoc thuc hién thdng qua
cac Nha dang ky)

- Sau d6, DNS Hosting phai thuc hién viéc quan ly, duy tri cac cap khoa DNSSEC va
thuc hién cap nhat cac thay doi khi can thiét.

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 6
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DNSSEC Signing - The Individual Steps

» Signs TLD

Registry * Accepts DS records
» Publishes/signs records
» Accepts DS records
Registrar + Sends DS to registry

» Provides Ul for mgmt

+ Signs zones
» Publishes all records
= Provides Ul for mgmt

DNS Operator
(or "DNS Hosting Provider”)

VARVILV A

Domai'n Name « Enables DNSSEC
Registrant (unless automatic)

Internet (~=-

-l
Soclety \\:,j
www.intemetsociety.org/deploy360/ ™

Hinh 1: Mé hinh méi twong quan trong hé thong DNSSEC

Trong pham vi tai liéu ndy, nhém s& hudng dan cach thire dé 1 DNS Hosting trién
khai hé théng hd trg DNSSEC, con ddi véi cac bude thue hién cap nhat ban ghi DS, v.v. s¢€
duoc quy trinh hoa trong cac quy trinh nghiép vu cia VNNIC, Nha ding ky tén mién va sé
dugc thong bao to1 cac DNS Hosting Provider theo kénh nghiép vu.

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 7
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3. Quy trinh trién khai DNSSEC

3.1. Tong quan quy trinh thue hién

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider
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Téng quan quy trinh trién khai DNSSEC tai cac DNS Hosting Provider

M0 hinh hé théng hién tai

= ) Thong sb may chu dich vy, tai
= Ra soat toan b hé thong may nguyén may chu (IPv4/1Pv6,
S chii tén mién DNS Hosting CPU, RAM...) va ha ting
6 mang,...
Phén mém DNS:
- Hang phin mém: BIND
- Phién ban
=]
g . .
-g v Chuan bi hé thong thir nghiém:
:g Hé théng may chu, phin mém va
[=} cac dir liéu zone...
(§.
f Xay dung hé thong thir nghiém
g
D
Thtr nghiém theo cac kich ban thir

nghiém dugc xay dung

Thuec hién danh gia cac két qua
thir nghiém dya vao cac tiéu
chi, yéu cau

Pénh gia két qua thirnghiém | Thir nghi

Thuyc hién quy trinh tao khoa
va quan ly khoa DNSSEC

v
Cau hinh hd trg DNSSEC trén
hé théng cac may chu
Tién hanh trién khai ap dung _
chinh thirc DNSSEC o

Tién hanh ky DNSSEC cho
céc tén mién

Kiém tra hoat dong ciua hé
thong bang cac cong cu co
san

Trién khai chuyén dbi chinh thic

Cap nhat ban ghi DS lén

Parent Zone

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 9
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Mo ta quy trinh trién khai DNSSEC trén cic DNS Hosting Provider:
- Giai doan 1: Cac cdng tac chuan bi:

Thuc hién ra soat hién trang toan b hé théng vé mé hinh hoat dong, cac thong sb cua
hé thong may chi, ha ting mang va phan mém DNS dang duoc st trén hé théng DNS cua

cac DNS Hosting Provider.
- Giai doan 2: Thir nghiém — van hanh thu:

Dua vao két qua ra soat mo hinh hé théng hién tai, giai doan nay sé& tién hanh xay
dung nang cap mot hé thong trién khai thir nghiém DNSSEC déap tng theo cac yéu cau

trude khi trién khai va thuc hién theo cac kich ban thir nghi¢m.

- Giai doan 3: Panh gia két qua thir nghiém
- Giai doan 4: Tién hanh trién khai ap dung chinh thir DNSSEC:

Sau khi d4nh gia két qua thir nghiém, hé théng thir nghiém hoat dong tét s& tién hanh

trién khai ap dung chinh thirc dya theo huéng dan chi tiét trién khai.
3.2. Ra sodt hé thong mdy chii

Pé dam bao viéce trién khai khong bj sai sot, cling nhu dé c6 thé roll back lai hé thong

cil, thi day 14 mot budc quan trong khong thé thiéu; bao gdm cac tiéu chi sau:
M6 hinh hién tai:

Mo hinh hé théng DNS Hosting phd bién hién tai cta cac t6 chirc DNS Hosting
Provider bao gdm 01 may chit DNS Master va nhiéu may chit DNS Slave.

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 10
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Il

Zone Transfer————

Il

Il

Master

Il

Slave

Hinh 2: M0 hinh hé théng DNS Hosting phé bién hién nay

- Checklist cac thong tin ra soat lién quan dén hé théng may chit DNS Hosting:

STT | Tén may chi Pia chi IPv4 / IPV6 Phgg‘N”;ém Ghi chi
1 DNS Master BIND 9.10
2 DNS Slave 01
3 DNS Slave 02
4
Bing 1: Checklist ra sodt thong tin hé thong mdy chii DNS Hosting
- Céc zone dang duoc quan ly trén hé thong DNS Hosting:
o Danh sach cac Zone dang quan ly:
STT | Danh séach zone Chi thé Ghi chu
1 zonel.vn
2 zone2.vn
3 labdnssec.vn
4

Bing 2: Bing thong ké danh sdch cdc zone dwoc qudn Iy

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 11
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o Cac file dit liéu t&n mién lién quan:

Pon vi can thuc hién backup toan bo hé théng dit liéu tén mién, viéc thuc hién
backup cang gan vé6i thoi diém chuyén doi thi cang dam bao thanh cong trong viéc rollback.
Ngoai ra, cAn phai tién hanh kiém thir cac dir liéu Backup, dé dam bao dit liéu c6 thé khoi

phuc dugc khi can.

: I )
Ngay Not = lwul s qua

ban )
Backup Backup kiem thw

STT | Céc file cin Backup Ghi chu

File cAu hinh

Thu muc chira Co so dir lidu

Céc file lién quan.

Al OW|IDN| -

Bing 3: Danh sdch cdc thw muc, tdp tin can dwoc backup trwde khi trién khai

DNSSEC

Trong trudng hop can thiét va diéu kién cho phép, don vi nén xiy dung sin sang cac

hé théng du phong.
3.3. Cdc yéu ciu truwde khi trién khai
3.3.1. Ha tang vit ly:

Pé dam bao tinh an toan ciia hé thong, thong thuong hé théng DNSSEC sé& dugc dit
trong mot vung riéng biét, c6 quy trinh gidm sat nghiém ngit. Trong trudng hop diéu kién
ctia don vi khong dam bao, thi c6 thé quy hoach cac ving dung riéng va thuc hién quan ly
thong qua céc chinh sach thich hop, dé dam bao chi c6 nguoi cé trach nhiém méi tiép can

duoc vao hé théng.

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 12
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3.3.2. Hé théng tao, quan Iy khéa va ky DNSSEC:

Hién nay, c6 rat nhiéu hé théng, cong cu hd trg viée tao, quan 1y khoa va ky
DNSSEC, tuy thudc vao chinh sach ciing nhu ngan sach cua don vi, ma c6 thé chon céc giai
phap khac nhau nhu: Lya chon céc thiét bi chuyén dung, st dung céc phén mém ma nguén

md, hodc sir dung ludn tinh ning tich hop trén phan mém DNS ctia may chu.
3.3.3. Yéu cdu vé phan mém DNS

Hién tai, nhu da phan tich trong cac tai liéu trudc day, cling nhu trong cac khoa dao
tao ma VNNIC d trién khai, thi c¢6 rat nhiéu phﬁn mém DNS d3 hd tro trién khai DNSSEC.
Tuy nhién, trong pham vi nay, nhom s& sir dung phan mém BIND dé lam phan mém hudng

dan, trién khai hé théng DNSSEC.

Phan mém BIND (the Berkeley Internet Name Daemon) la phan mém DNS phd bién
nhat trén Internet, va dugc phat hanh boi ISC (the Internet System Consortium,

http://www.isc.org).

3.3.4. Niing lwc mdy chii hé thong

Thong thuong, khi trién khai DNSSEC, hé thong s& phai chiu thém tai truy van, ciling
nhu viéc thyc hién ky DNSSEC sé& lam ting CPU ciia hé théng. Ciing nhu viéc kich thude

file dit liéu ting 1am cho dung lugng chiém dung ctia 6 cimg ting theo.
- CPU: Tang khoang 1.5 lan

Pbi véi may chit DNS dung dé ky (DNS Signer): Kich hoat DNSSEC trén cac may
chu nay ddng nghia véi viée thuc hién qua trinh ky dinh ky cdc zone bang cac co ché ma
hoa chuyén siu nén sé& chiém mat lugng tai nguyén ciia may chu va thuong xuyén dan dén

gia ting viéc str dung CPU. Do vAy can ting cac thanh phdn CPU, RAM cho may chu DNS.

Ngoai ra, néu cac DNS Hosting cho phép truy van dé quy tir cac Client, thi hé thong
cling s& phai thuc hién cac truy van dé quy lién quan dén DNSSEC, do d6 CPU, RAM ciing

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 13
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phai ting theo (tham khao phan tai liéu huéng dan trién khai DNSSEC Caching dé co day
du thong tin hon)

- Bo nhé hé théng: Téng khodng 3 lan.

Qua trinh ky s& tao ra cac tap tin dit liéu zone (signed) c6 kich thudc 16n hon nhiéu
s0 v6i cac zone khi chua ky (unsigned) va s& chiém khong gian bd nhé 16n hon thudng gap
ba 1an so voi thong thudng. Pic thu cia cac DNS Hosting 13 chira mot s6 luong rat 16n cac
ban ghi, nén viéc ra soat, xem lai dung luong 6 cing may chil 1a mot diéu hét sic quan

trong ddi véi DNS Hosting.
3.3.5. Ha ting mang
- Luu lugng mang tang:

Khi trién khai 4p dung xac thuc DNSSEC trén may cha DNS cuta cic nha cung cip
dich vu DNS Hosting, DNSSEC s& dinh kém chit ky s6 vao goi tin phan hdi truy van DNS
va qua trinh ddng bo dit liéu (Zone transfer) giita cac may chu, diéu nay lam ting kich thude

cua goi tin.
- Ha tang mang phai dap tng:

Véi cac phan hoi truy van doi véi DNS thong thuong, kich thude goi tin khong vuot
qua 512 byte. P6i voi DNSSEC, kich thudc cac goi tin c6 thé 1on hon nhiéu va thudng
xuyén vuot qua 1500 byte. Do vy can phai dam bao rang co sé ha tang mang 1 phu hop va

dap tng tot.

Duéi day la mot s6 yéu cau vé ha tang mang can dap ung dé cd thé trién khai

DNSSEC:

- DNS over TCP:

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 14
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Theo truyén théng, DNS hoat dong dira trén giao thirc UDP dé truyén tai cac truy va
tra 16i. Tuy nhién trong mot sb truong hop, cac dap tmg DNS c¢6 kich thude goi tin viot qua

mirc t6i da dan dén viéc dua giao thire TCP str dung 13 hoan toan co thé.

Do vay can phai cho phép, kiém tra két ndi mang qua giao thirc TCP port 53 trén hé
thong ha tAng mang dé dam béo rang “DNS over TCP” dugc phép hoat dong.

- Kich thuéc gi UDP:

DNSSEC hoat dong cling mot phan dya trén giao thitc mé rong cuia DNS duoc goi 1a
EDNSO0. Véi giao thirc nay s& 1am cho DNS c¢6 thé sir dung géi tin 16n hon 512 byet dé
truyén tai dap tmg truy vin DNS. Nhiéu phan mém DNS (trong d6 c6 BIND) dugc cau hinh
quy dinh kich thudc goéi EDNSO 1a 4KB, diéu niy c6 nghia rang cac may chu DNS c6 thé

nhan dugc cac gobi tin voi kich thude 1€n dén 4KB.
Cac van dé nhu la hé qua cua viée trén:

o Mot sé hé thong tudong lta (firewall) dwgc cau hinh loai bé cac géi tin UDP
DNS c¢6 kich thudc 16n hon 512 byte vi duoc xem nhu mot cudc tan cong.
o Mot sé hé théng tuong ltra ciing tir chdi chap nhan céc gdi tin UDP phan

manh, va day ciing c6 thé dugc cho la dau hiéu cua tan cong.

Do vay, trong ca hai truong hop do, can phai thuc hién cAu hinh lai tuong Itra do bo
cac han ché, dé dam bao hé théng mang c6 kha niang xir 1y cac goéi tin UDP 16n (>512 byte,
<4000 byte).

3.4. M6 hinh trién khai

Duéi day 1a hai mé hinh trién khai DNSSEC trén hé théng DNS Hosting Provider
pho bién:

- M@ hinh Inline — Signing Box-tobox

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 15
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Trong md hinh nay, khi trién khai DNSSEC, may cha DNS Master s& vira 1a may chu
DNS Master thong thuong vira 1a may chu DNS Signer (thuc hién chitc nang ky DNSSEC).
Nhu vay may chi DNS Master sé dong thoi thuc hién hai chirc ning, viéc nay s& gy anh

huong dén tai nguyén cua may chu va tang mac dg rii ro ctia toan hé thong.

BEFORE 192.168.1.2 AFTER 192.168.1.2
192.168.1.3 192.168.1.3
192.168.1.4 192.168.1.4

192.168.1.1 192.168.1.1
zone fransfer zone transfer
DNS Master ﬂ DNS Master m
Unsigned Signed
DNS Slaves DNS Slaves

Hinh 3: M6 hinh Inline — Signing Box-to-box
- M@ hinh Inline — Signing Bump in the wire

Trong mo hinh nay, khi trién khai DNSSEC, s& trién khai thém 01 may chia DNS
Signer vao gitta may chu DNS Master (DNS Hidden) va cac may chu DNS Slave. May chu
DNS Signer la slave cia DNS Hidden va la master cho cac may chu DNS Slave. May chu
DNS Hidden sé& zone transfer vé may chit DNS Signer; trén DNS Signer s& thuc hién chirc
ning ky DNSSEC va zone transfer vé lai cho cac may chit DNS Slave. P6i v6i mo hinh nay
khong 1am anh hudng dén tai nguyén ctia may chit DNS Hidden va giam dugc rii ro cho hé
thong. Khuyén nghi nén 4p dung mé hinh ndy vao viéc trién khai DNSSEC cho hé théng
DNS.

BEFORE 192.168.1.2 AFTER
192.168.1.3 192.168.1.2
192.168.1.4 192.168.1.3

e — 192.168.1.4
i1
192.168.1.1 ettt 192.168.1.1 192.168.1.5 @
zone transfer zone transfer zone transfer
— R — Y — Y — R ——

4 R
HuoM pns vaster I E Hidden Master Inline Signing @ 16
— Unsigned

Unsigned "Bump in the Wire"
DNS Slaves

LT

DNS Slaves
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Hinh 4: M& hinh Inline — Signing Bump in the wire

Tuy nhién, do cic hé théng DNS Hosting thuong dang cung cép dich vu, viéc ky
DNSSEC khong phai 1 ngay 1ap tic cho tat ca tén mién, dé khong 1am anh hudéng dén cac
tén mién con lai, nhém dé xuat md hinh nguyén 1y trién khai DNSSEC cho cic nha cung

cap dich vu DNS Hosting nhu sau (dwa trén mé hinh Inline — Signing Bump in the wire):

DNS Slave
DNS Master Zone khong ky .

Zone chua ky DNSSEC-Signer Zone da ky

Hinh 5: M6 hinh nguyén Iy trién khai DNSSEC
oMb ta hé théng:

Hé thdng bao gdm cac may chit DNS Master, DNS Slave va may chi ky DNSSEC-
Signer. Theo hé thong DNS thong thuong cac may chit DNS Master s&¢ dong bo (zone
transfer) cac zone xuéng DNS Slave. Khi trién khai DNSSEC, theo khuyén nghi nén trién
khai thém 01 may chit DNSSEC Signer dung dé thuc hién chirc ning tao khoa va ky va giira
may chu DNS Master va DNS Slave, do khi trién khai thuc hién chic ning tao khoa va ky
trén mot may chu riéng biét s& giup tranh anh huong dén tai nguyén may cha DNS Master
va toan bo hé thong.

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 17




Trung tam Internet Viét Nam - VNNIC

o Nguyén ly hoat dong:

May chit DNS Master s& lam primary cta tat ca cac zone ( bao gdm cac zone cd yéu
cau ky DNSSEC va cac zone khong yéu cau ky), tir DNS Master sé& chia 1am 2 nhanh, trong
d6 mot nhanh sé truc tiép déng bo (zone transfer) nhimg zone khong ky dén cac DNS Slave,
va mot nhanh s& thuc hién dong bo cc zone dung dé ky dén DNSSEC-Signer (DNSSEC-
Signer luc nay chinh 1a master ctia cac DNS Slave ddi véi nhiing zone dugc ky DNSSEC),

tr 6 zone transfer vé cac Slave.

3.5. Xay dung h¢ thong thir nghi¢m

Hé théng thir nghiém c6 thé dugc xay dung theo nhiéu cach khac nhau. Tuy nhién,
vé co ban thi bao gom cac budc sau:

Luu y: Phan nay s& hudng dan xay dung hé thong thir nghiém DNSSEC d6i v6i hé
thong DNS sir dung thuan phan mém BIND.

3.5.1. Chudn bi dit liéu zone thir nghi¢m:

- Ngi dung: Chuan bj céac dir liéu zone thir nghiém cho hé théng DNS Hosting
Provider
- Muc dich: Chuan bi dir liéu zone thi: nghiém trén hé thdng DNS Hosting Provider,
phuc vu trién khai thir nghiém DNSSEC trong hé théng Lab trudc khi trién khai trén
hé thng chinh thic.
- Y@u cqu: Céu hinh day du cac zone gidng trén hé théng DNS Hosting:
- Thuc hién:
o Lap danh sach cac zone s& thir nghiém (Bao gom ca zone thuan va zone
nguoc): zonel, zone2, zone3 ...
o Dir liéu trong céc zone, st dung mat trong hai cach:
o Str dung dir liéu that trén DNS Hosting.

o Su dung dir liéu mo phong.
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3.5.2. Trién khai mdy chii thir nghiém:

Trién khai hé théng may chit DNS thir nghiém mo6 phong hé thong DNS Hosting
dang dugc st dung hoat dong chinh thurc.
- Luu y b6 sung thém log DNSSEC nhu sau:

Trong trudng Option cua file /etc/named.conf, bd sung thém ndi dung sau:

channel dnssec log {
file "logs/dnssec.log" size 5m versions 2;
print-time vyes;
print-category yes;
print-severity yes;
severity info;
i

category dnssec { dnssec log; };

3.5.3. Ldp danh sach cac zone sé thir nghiém ky DNSSEC:

Trong trudng hop hé thdng that ¢ qua nhiéu zone: C6 thé chi can trién khai trén mé
hinh LAB cac zone s€ str dung dé ky va mot vai zone khac dé kiém tra trang thai hoat hoat
dong cua hé théng.

Kiém tra dam bao hé théng thr nghiém hoat dong tdt v6i cac zone du kién ky
DNSSEC.

- Luu lai cac thong tin sau:

o Danh sach cac may chu thir nghiém.

STT Tén may chu Dia chi IPv4 / IPv6 Ghi chu
1 DNS Lab Master
2 DNS Lab Slave

Bang 4: Danh sdch cdac mdy chu thir nghiém

o Danh sach cac Zone thir nghiém, file chia dir liéu thir nghiém
STT Zone thir nghiém Tén file dir liéu Ghi cha
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1 thunghieml.vn | /var/named/thunghieml
2 thunghiem2.vn /var/named/thunghiem2
3 labdnssec.vn
4
Bdng 5: Danh sdach cdc zone, tdp tin dit liéu thir nghiém
o Két qua kiém tra hé théng thir nghiém:

STT Noi dung kiém tra Két qua kiém tra Ghi chu
1 Phién ban BIND

Hoat dong ctia DNS
° Master

Hoat dong ctia DNS
3 Slave

Truy van ban ghi cia
) cac Zone thir nghiém

Bing 6: Két qua kiém tra hé thong thir nghi¢m

3.6. Tién hanh thi nghiém

Phan nay s& huéng dan va cung cip cac thong tin dé thiét lap, cdu hinh trién khai
DNSSEC trén hé thong may chit DNSSEC cua cac nha cung cap dich vu DNS Hosting. Ky
DNSSEC s¢ thém vao cac ban ghi tai nguyén méi (DNSKEY, RRSIG, NSEC/NSEC3) va
can phai thuc hién cip nhat ban ghi DS 1én zone cha (Parent Zone) dé hoan thanh chudi tin

cay (Chain of trust).
3.6.1. Tao khoa va qudn ly khoa DNSSEC&BIND:
3.6.1.1. Gidi thiéu vé cdc loai khéa trong cong nghé DNSSEC

- Trong céng nghé DNSSEC c6 02 loai khoa:
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o Zone Signing Key (ZSK): duogc sir dung dé ky cho tat ca cac dir lidu tham
quyén trong mot zone.

o Key Signing Key (KSK): dugc dung dé ky ban ghi DNSKEY trong mot zone.

- Key Signing Key (KSK):

o KSK dung dé ky ban ghi DNSKEY trong mét zone.

o KSK ludn cé odd flag la 257.

o Khi KSK thay d6i, ban ghi DS trong parent zone phai duoc update.

o KSK thudng dugc tao véi kich thudc 1on dé chong lai cac tan cong brute
force.

o KSK thudng cé thoi gian song (lifetime) dai

- Zone Signing Key (KSK):

o ZSK dugc dung dé ky cho tit ca cac ban ghi trong zone (bao gom ca
DNSKEY). Tuy nhién khéng ky cho cac ban ghi NS chuyén giao va glue
records.

o ZSK ludn co6 odd flag la 256.

o Khi ZSK thay d6i, khdng can thiét phai thay d6i ban ghi DS trén parent zone.

o ZSK thudng cd thoi gian sdng ngan hon, va duogc “rolled” nhiéu hon.
3.6.1.2. Tong quan

- Ngi dung: Tao khéa va quan ly khoa DNSSEC

- Muc dich: Tao cap khoa ZSK, KSK cho tiing zone; cac tham sé tao khoa; cach thirc
luu trir va quan ly cac cap khoa turong tng vai tirng zone.

- Yéu cau: Nam rd cach thuc tao céc cip khoa ZSK, KSK cho ting zone trén DNS

Hosting Provider:

o Cau Iénh tao khda véi BIND.
o Céc tham sb tao khoa.

o Quan ly va luu trlr cac cap khoa tuwong (rng vai tirng zone.
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- Mdt sé khuyén nghi: Nghién ctru va lya chon cac tham sb cua cap khoa ZSK, KSK;

khuyén cdo nén sir dung céc thdng sé cua cac khoa nhu sau:

o ZSK (lifetime: 3 months, key size: 1024 bits; Algorithm: RSA/SHA-256)
o KSK (lifetime: 1 year, key size: 2048 bits; Algorithm: RSA/SHA-256)

3.6.1.3. Huwéng dén cdc buéc thuc hi¢n:
- Tao céc khoa véi BIND.
Véi cac tham sd khoa nhu sau:

ZSK: RSASHA256, 1024 bits

KSK: RSASHA256, 2048 bits

Tao khoa ZSK

#dnssec-keygen -r /dev/urandom —-a RSASHA256 -b 1024
labdnssec.vn

Tao khoa KSK

#dnssec-keygen -r /dev/urandom -f ksk -a RSASHA256 -b 2048
labdnssec.vn

- Qudn Iy va lwu trir cac cap khéa twong wng vai taeng zone.

Tuy thudc vao viéc quan ly khoa, toan bo cac cdp khoa dugce luu trir trong thu muc

“/var/namedb/master/”

Hoic c6 thé luu riéng theo ting thu muc cho ting zone dé quan 1y khoa mot cach dé

dang:

“/varlnamedb/keys/zonename/”
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Sau khi két thac qué trinh tao khoa, s€ tao ra mot cdp khoa tuong ting tdn tai dudi

dang file: Private key (.private) va Public Key (.key)

Klabdnssec.vn.+008+18048.key ; ZSK Public key
Klabdnssec.vn.+008+18048.private ; ZSK Private key
Klabdnssec.vn.+008+21112.key ; KSK Public key
Klabdnssec.vn.+008+21112.private ; KSK Private key

3.6.2. Ky zone DNSSEC trén hé thong DNS Hosting Provider:

3.6.2.1. Tong quan:

- Ngi dung: Thuc hanh ky zone DNSSEC trén hé théng DNS Hosting Provider theo
phuong phap ky bang tay — manual.

- Muc dich: St dung cip khoa ZSK, KSK ¢ trén dé thyc hién chirc ning ky cho cac
zone trén hé thong DNS Hosting Provider.

- Yéu cdu: Nghién ctu, nam rd cac budc thuc hién ky zone DNSSEC trén DNS

Hosting Provider:

o Thuc hanh theo cac budc thuc hién ky DNSSEC cho zone

o Phuong phap kiém tra viéc ky zone trén may cha DNS.

= Bing cong cu DIG.

= Duya trén thong tin log file:
3.6.2.2. Huong dén thuc hién:
- Bworc 1: Chén khoa cong khai DNSKEY vao trong t@p tin dé liéu zone

Mo tap tin dir liéu zone (db.labdnssec.vn) va chén thong tin cta cac khoda vao

cudi bang cac dong nhu sau:

#vi db.labdnssec.vn

$INCLUDE
“/var/namedb/keys/labdnssec_vn/Klabdnssec.vn.+008+18048.key” ;
ZSK Public key
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$INCLUDE
“/var/namedb/keys/labdnssec_vn/Klabdnssec.vn.+008+21112.key”
; KSK Public key

Buwoc 2: Thuc hién ky zone sz dung khoa bi mdt

# dnssec-signzone -o labdnssec.vn -k Klabdnssec.vn.+008+21112
db.labdnssec.vn Klabdnssec.vn.+008+18048

Buwéc 3: Kiém tra cac thong tin sau khi thec hign ky bang tay

Sau khi qua trinh ky két thiic, dbi voi zone duoc ky s& tao ra mot zone file

dudi dang .signed.

[root@authl ~]# 1ls /var/namedb/master/
db.labdnssec.vn
db.labdnssec.vn.signed

Trong ndi dung tap tin dir li€u zone sau khi thuc hi¢én ky DNSSEC s& thém
thong tin cac ban ghi tai nguyén DNSKEY, RRSIG, NSEC,...

[root@authl ~]# more /var/namedb/master/db.labdnssec.vn.signed
; File written on Tue Aug 26 15:21:05 2014

; dnssec signzone version 9.9.5-P1

labdnssec.vn. 43200 IN SOA dnsl.labdnssec.vn.
postmaster.labdnssec.vn. (

2014053001
serial

1800 ;
refresh (30 minutes)

900 ;
retry (15 minutes)

604800 ;
expire (1 week)

5400 ;

minimum (1 hour 30 minutes)

)
43200 RRSIG SOA 8 2 43200 (
20140925072105
20140826072105 18048 labdnssec.vn.

YCQtMXPExrjyb/8fulL4GbYXSO0YvHuUONMz/2U
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CSBAvVt6T7FTId2PMFIgRpDLndsgaGfomwASbd
CChlvI1liXOtmMOwysguhzHNn36Ccw6JFCBzT2
taWB+xbJYIoGTX0SSS4J62pEuLSRgwItWKnb
MD1+SedtRigpgHw8MYuLiTuS/ic= )

43200 NS
dnsl.labdnssec.vn.

43200 NS
dns2.labdnssec.vn.

43200 RRSIG
20140826072105 18048 labdnssec.vn.
cFK1Iy0Fczl13bT/BOwaGclbsjAb29MHQHX 3
JKvhEUZim/uzwgnmyksbfjwlRu6bGrjmzZbIm

re0dUWmylpgxT57xKipFVscYZiXssRUGgA3E

FHAO2PYjXpIjA9gyM7DxmhdPB5ygc2Hb9wVo

NS 8 2 43200
20140925072105

- Buwoc 4: Khai bao si dung zone da ky DNSSEC

Chinh stra thong tin c4u hinh zone trong file cAu hinh “named.conf” nhu sau:

[root@authl labdnssec.vnl]# vi /etc/named.conf
zone " labdnssec.vn " in {
type master;

allow-transfer {key k138-139;
ti

file "db. labdnssec.vn.signed";

}s

- Bwéc 5: Thuc hign khéi déng lgi dich vu named dé &p dung cau hinh méi.

# service named restart
Hoac

# /etc/init.d/named stop
# /etc/ini.d/named start
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- Bwéc 6: Kiém tra thong tin zone da dioc Ky trén hé thong DNS.
o Bang cong cu DIG tool (thuc hién truy van tén mién va kém theo tham s

trrong +dnssec):

[root@authl labdnssec.vn]# dig @203.119.8.138
www.labdnssec.vn +dnssec

; <<>> DiG 9.9.5-P1 <<>> @203.119.8.138 www.labdnssec.vn
+dnssec

; (1 server found)

;7 global options: +cmd

;7 Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 47526
;; flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 3,
ADDITIONAL: 9

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:

;www.labdnssec.vn. IN A

;; ANSWER SECTION:

www.labdnssec.vn. 43200 IN A 192.168.1.85
www. labdnssec.vn. 43200 IN RRSIG A 8 4 43200
20141007072955 20140907072955 35766 labdnssec.vn.
kigXpgaHwm6TclSBRgsJINV7Vst51bPPOFMIJnc4IgSaed4Vh/s0J1HCBE
SN1EP1XX2ZEv26+pOH] Zx+bnVmeygbhDB7K1DvXnyWrXBCZRC3EBiyK2
SO0OnNNjsQVAFt3j5w+1FR2Urg6ulvZEhCARxzxnT54GQyh175h30YySDn LCo=

;» AUTHORITY SECTION:

labdnssec.vn. 43200 IN NS

dns2.vnnic.vn.

labdnssec.vn. 43200 IN NS

dnsl.vnnic.vn.

labdnssec.vn. 43200 IN RRSIG NS 8 3 43200

20141007072955 20140907072955 35766 labdnssec.vn.
ILWFhGB71Z07Y3r31+WZjZH6KM4fn32mSuoGFGY+0A/90fhaB/DCgVig
vZ3ESYEOGLYDPnO5UeT35TVDgIx11DgZzgShI8Z1EGDIQGENMIfL27F /X
EwdfV2tr8WNxg6zMhJ4Cl+AsHkLelr3FdcsDOfLciimwgeoOcCXpHAHI Jag=
;» ADDITIONAL SECTION:

dnsl.vnnic.vn. 43200 IN A 192.168.1.108
dnsl.vnnic.vn. 43200 IN AAAA
2laa:af6:0:2::108

dns2.vnnic.vn. 43200 IN A

192.168.36.108

dns2.vnnic.vn. 43200 IN AAAA

2laa:af6:c000:2::108
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dnsl.vnnic.vn. 43200 IN RRSIG A 8 3 43200
20140930221925 20140831221925 18048 wvnnic.vn.
haSwkboxWrsgFISxp2wNVARuHSmztl1tItvafLNmcYGKa+D0ZxrORkOLx 1
F417ZgkgT8bLaFFfpFIWY0Tajfd/KI9WZvVNLt80gmR6ontDE8770£5v06s
4df1AQCF8zv8hVgztTmmFNoUSN7IM3RYgwhn3gM5B455fIB+amnvyoqw
ZSY==

3.6.3. Ky zone DNSSEC vdi tinh ning Inline signing:
3.6.3.1. Tong quan:
Dbi véi cac phién ban Bind tir 9.9 trg 1én, s& hd tro tinh ning Inline Signing.

- Ngi dung: Ky zone DNSSEC véi tinh nang Inline Signing ctia BIND
- Muc dich: Ky zone DNSSEC tu dong véi tinh nang Inline signing caa BIND (phién
ban 9.9 trg 1én)

- Yéu cdu: Thuc hién lai cac budc trén sir sung Inline Signing
Thyc hién lai v6i hai truong hop Inline Signing:

o Inline Signing “Box-t0-box”

o Inline Signing “Bump in the wire”

Nam 13 céc tién trinh dién ra trong qua trinh ky tu dong Inline Signing:
o Tan suat, chu ky ky lai
o Kha nang quan ly, cap nhat zone khi c6 ban ghi méi.
o Theo ddi viéc ky tu dong Inline signing: log file,...

3.6.3.2. Huéng dén thuwe hién:
Co thé st dung lai cac khoa da tao & phuong phép trén, hodc co thé tao lai cac cap
khoéa méi cho zone.

- Bwéc 1: Cdu hinh Inline signing cho zone

zone "labdnssec.vn" in {
type master;
auto-dnssec maintain;
inline-signing yes;
key-directory "/var/namedb/keys/labdnssec vn";
file "db.labdnssec.vn";
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\ )i

Buwoc 2: Thuc hién tgo lai cac khda ZKS va KSK:

# dnssec-keygen -r /dev/urandom -a rsasha256 -b 1024
labdnssec.vn
# dnssec-keygen -r /dev/urandom -f ksk -a rsasha256 -b 2048

labdnssec.vn

Buwoc 3: Thong tin cac khéa méi vira dwotc tao:

Klabdnssec.vn.+008+05395. key
Klabdnssec.vn.+008+05395.private
Klabdnssec.vn.+008+18435. key

Klabdnssec.vn.+008+18435.private

Buwoc 4: Khei dong lai dich vu named

Nham muc dich ap dung cau hinh méi thuc hién ky tu dong — Inline signing:

# service named restart
Hoac
# /etc/init.d/named stop

# /etc/ini.d/named start

Sau khi qua trinh ky tu dong — Inline signing hoan tat, s& tao ra cac tap tin

dudi dang ma hoa nhu sau:

db.labdnssec.vn.jbk
db.labdnssec.vn.jnl
db.labdnssec.vn.signed
db.labdnssec.vn.signed.jnl

Buéc 5: Kiém tra thong tin zone di dwoc Ky trén may chiz DNS

o Bang cau Iénh named-checkzone

[root@authl master]# named-checkzone -D -f raw -o -
labdnssec.vn /data/namedb/master/db.labdnssec.vn.signed |
less

zone labdnssec.vn/IN: loaded serial 2014090801 (DNSSEC
signed)

OK

labdnssec.vn. 43200 IN SOA
dnsl.vnnic.vn. postmaster.vnnic.vn. 2014090801 1800 900
604800 5400
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labdnssec.vn. 43200 IN

labdnssec.vn.
kQUXc+71J3SakcR74scINbG4A4sSMTEZgzmW4 ZImEWCG/FEDEfw0+vS22HOAY
O0KPie5Y34tF+S6xmbEMKsoaJtOFImdXa027gFcun+0+30M4PeCYQ3LWEL

dnsl.vnnic.vn.
dns2.vnnic.vn.

dns3.vnnic.vn.
labdnssec.vn. 43200 IN

labdnssec.vn.
m6SVwAHJI8BagSDSjNmyzAHZE44dT1pwQRTpeBFPQG1hC2z1Lgylpe+dX
ZIkMZOUEdXf8Kb17iGe3ht0ukl9wcS96JPQaGnwKXFkr2TH3NSOCBvh3
E9tTV9k/1PZR/91g5VcNM1+dSbuY7PsJaD0oG8b0yZIQCuknd6ovpmPh
labdnssec.vn. 43200 IN
192.168.1.85

labdnssec.vn. 43200 IN
RRSIG A 8 2 43200 20141008034401 20140908033104 18435
labdnssec.vn.

NIpswfIc/d6j4fiupiTSpQvzbtt+AHIKwDbJIPaTTyLd56QFGtHbwYROX
BwaZKYLxAKDrUOGG8grEH3xiRLZBrYkFoO1CGAU4a7MbJepghb4 /vEPI

RRSIG NS 8 2 43200 20141008034401 20140908033104 18435

RRSIG SOA 8 2 43200 20141008044419 20140908034419 18435

I1UFByLES8pIbr7/MY9WwMmeVhg5WMQ2VXdkOEZwZteNIkT1BPZ8Xm9eU GKw=
labdnssec.vn. 43200 IN NS

labdnssec.vn. 43200 IN NS

labdnssec.vn. 43200 IN NS

ffA=

o Bing cong cu DIG tool

[root@authl master]# dig @203.119.8.138 www.labdnssec.vn
+dnssec

; <<>> DiG 9.9.5-P1 <<>> @203.119.8.138 www.labdnssec.vn
+dnssec

; (1 server found)

;7 global options: +cmd

;+ Got answer:

ADDITIONAL: 9

;» OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096

;+ QUESTION SECTION:

;www.labdnssec.vn. IN A

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 10738
;; flags: gr aa rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 3,
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;7 ANSWER SECTION:

www.labdnssec.vn. 43200 IN CNAME
webproxy.vnnic.net.vn.
www. labdnssec.vn. 43200 IN RRSIG CNAME 8 3

43200 20141008034401 20140908033104 18435 labdnssec.vn.
T8Uf3/nQhTCkYRpVDe5CzyUSquy3rIXxMMz1Y32+I5566SncULIN3Wog
0imGfmCwe4iYnEGnHmaNhyISvLPfqJ6]jrkkHKO2asmXFemvBwCG7kt0D
wheHMYO6AAWhO1Amkv15nBNUMsNULIKoKdgH7jOLMcc8b8aavLM+T7Pna gLA=
webproxy.vnnic.net.vn. 43200 IN A 203.162.57.28
webproxy.vnnic.net.vn. 43200 IN RRSIG A 8 4 43200
20141007072955 20140907072955 35766 vnnic.net.vn.
tUJPvgFbIZIcoul9glijIuqWIU4Sw4N/3GPM09xQcX24WyoceahDz+gn
a24Dx9dzItVzwQ95kP9425MpgOTLxpu/x9E42zg3W0e6zC31gF3JsNSJIB
tgnsMN7YncWplDN30Dh4sjBGBYR//dnEYmIW1ITcpLkISfFvlundSjsZ +tg=

;» AUTHORITY SECTION:

vnnic.net.vn. 43200 IN NS

dnsl.vnnic.vn.

vnnic.net.vn. 43200 IN NS

dns2.vnnic.vn.

vnnic.net.vn. 43200 IN RRSIG NS 8 3 43200

20141007072955 20140907072955 35766 vnnic.net.vn.
ILWFhGB31Z07Y3r31+WZjZHO6KM4fn32mSuoGFGY+0A/90fhaB/DCgVig
vZ3ESYEOGLYyDPnO5UeT35TVDgIx11DgZgShI8Z1EGDIGGENMIfL27F/X
EwdfV2tr8WNxg6zMhJ4Cl+AsHkLelr3FdecsDOfLciimwgeoOcCXpHAHI Jag=

;» ADDITIONAL SECTION:

dnsl.vnnic.vn. 43200 IN A
192.168.1.108
dnsl.vnnic.vn. 43200 IN AAAA
2laa:af6:0:2::108
dns2.vnnic.vn. 43200 IN A
192.168.36.108
dns2.vnnic.vn. 43200 IN AAAA
2laa:af6:c000:2::108
dnsl.vnnic.vn. 43200 IN RRSIG A 8 3 43200

20140930221925 20140831221925 18048 wvnnic.vn.
haSwkoxWrsgFISxp2wNVARUHSmzt1ltItvafLNmcYGKa+D0ZxrORkOLx1
F4172gkgT8bLaFFfpFIWY0Ta]fd/KI9WZvVNLt80gmRentDf8770f5v06s
4df1AQCFEF8zv8hVgztTmmFNoUSN7IM3RYgwhn3gM5B455fIB+amnvyoqw ZSY=
dnsl.vnnic.vn. 43200 IN RRSIG AAAA 8 3
43200 20140930221925 20140831221925 18048 wvnnic.vn.
r1V2Y¥wf8dv4BWfzzXipOTLgxZ2vnZmz1EPOU109wPCIQg83MJIy3aHGqgll
+wbfifSUAvVP/bgfGADGQ6JIVIXVTiPFW5UrvhALIscVriIkpbJQO7PHlg
x+XB3z2dSzZ2WUcbg66Ufpd4d3waFcbiN7k2GsfTclFKO7fEQ6FiKCY62h rNY=
dns2.vnnic.vn. 43200 IN RRSIG A 8 3 43200
20140930221925 20140831221925 18048 wvnnic.vn.
XEN8rPHi1ZH8pkx4RzNoJISsmRZHRIciLQYwo2JttILa6JXylGi6CIMHJ
ThZY9xLY/11HILyLmw303NJU7XX9fhoyAv3+fKmsj9dzI1Q00Icu9QQJg
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WBZ41g+HOce]j fRaNQrGwfQOBduwj8fdcG3yPmiyfe9E9B8Du4d jdXfvwVL nlw=
dns2.vnnic.vn. 43200 IN RRSIG AAAA 8 3
43200 20140930221925 20140831221925 18048 vnnic.vn.
IY1rEu81VSkylMfB70rub5tWN/gaSuNf/3bS0JbgZQtACiZ+pakH2CTW
BmcSKSUpXGO0crhoLy8NavLOP881g4b9CnR94jK2Y7y3jaEahOUdr5dvh
SLvsIjuESObW+adQOnIzwfOW/P5h8xUY64PpAVLgs9C/9xI1BBf03QhEd aFg=

;7 Query time: 1 msec

;7 SERVER: 203.119.8.138#53(203.119.8.138)
;; WHEN: Mon Sep 08 23:55:06 ICT 2014

;5 MSG SIZE rcvd: 1410

3.6.4. Tao ban ghi DS va xac minh

Sau khi cac zone da dugc ky can dam bdo chinh xac cac thong tin ciia zone trudce khi

tao, cap nhat va gui ban ghi DS 1én cac NDK dé hoan thanh chudi xac thuc.
- Pau tién can tao ban ghi DS bang cac phuong phap sau:

Tao ban ghi DS bang 1énh dnssec-dsfromkey véi cac thuat toan (RSA/SHA-1 va
RSA/SHA-256; ddy 13 hai thuat todn phd bién nhat hién nay duoc sir dung cho ma
hoa DNSSEC)

# cd /var/namedb/keys/labdnssec_vn

# dnssec-dsfromkey -a SHA-1 Klabdnssec.vn.+008+18435.key
labdnssec.vn. IN DS 18435 8 1
59194A835ACD78D25D538D5F35CA043A8F3F4446

# dnssec-dsfromkey -a SHA-256 Klabdnssec.vn.+008+18435.key
labdnssec.vn. IN DS 18435 8 2
2A5F1DF55D5E64CBD7/BCFEIEFAGE9S86AF335FAS6A2473296E975B89AFD31
E11l

Hoic c6 thé sir dung cong cu DIG tool két hop vé6i 1énh dnssec-dsfromkey dé 13y
thong tin ban ghi DS cua zone dugc ky:

$ dig @203.119.8.138 labdnssec.vn. DNSKEY | dnssec-dsfromkey

-f - labdnssec.vn

Huéng dan trién khai DNSSEC tgi DNS Hosting Provider 31



Trung tam Internet Viét Nam - VNNIC

example.com. IN DS 18435 8 1
59194A835ACD78D25D538D5F35CA043A8F3F4446

labdnssec.vn. IN DS 18435 8 2
2ASF1DF55D5E64CBD7/BCFELIEFAGE9S586AF335FAS6A2473296E975B89AFD31
E11

- Dé xac minh thong tin ban ghi DS, sir dung cong cu “delv” dé mé phong qua trinh

xac thuc chudi tin cay.

Tao ra mQt ban sao cho khoa cong khai (public) cua KSK.

# cp
/var/namedb/keys/labdnssec vn/Klabdnssec.vn.+008+18435. key

/tmp/labdnssec.key

Céc thong tin cta khoa cong khai s& bao gom théng tin dugc rat gon nhu sau:

# cat
/var/namedb/keys/labdnssec vn/Klabdnssec.vn.+008+18435.key

labdnssec.vn. IN DNSKEY 257 3 8 AwWEAAcCWDps...l1M3NRn/G/R

Chinh stra thong tin trong ban sao cua khoa nhu sau:

# cat /tmp/labdnssec.key
trusted-keys {
labdnssec.vn. 257 3 8 "AwWEAACWDps...lM3NRn/G/R";

}s

Str dung 1énh “delv” dé thuc hién kiém tra

$ delv @203.119.8.138 -a /tmp/labdnssec.key
+root=labdnssec.vn labdnssec. SOA +multiline

; fully validated
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3.7. Ddnh gid két qua thir nghiém, dé xudt trién khai chinh thirc

Sau khi thyc hién viéc thir nghiém thanh cong, don vi can danh gia lai toan bd qua
trinh thtr nghi€m, tai liéu hoa céac khau va tién hanh dé xuét ké hoach nang cép hé thé)ng mot

cach chi tiét.

Tai liéu ké hoach ning cép, phai dam bao cac ndi dung sau:
Muc tiéu:

Can danh gia dugc muc tiéu cua viéc nang cap, chuyén do6i hé thong.
M4 hinh trién khai, nguyén 1y hoat dong:

Xac dinh mo hinh hé thong sé& trién khai, nguyén 1y hoat dong ciia hé thong mdi,

cling nhu cac thanh phan lién quan.
K¢ hoach thue hién:

Phai chia thanh timg giai doan rd rang, mdi giai doan can xac dinh rd nodi dung, thoi

gian, két qua dat dugc va nguoi thuc hién.
Danh sach céc trang thiét bi can thiét:

Xéc dinh rd rang cac trang thiét bi can dap ting dé c6 thé trién khai. Ghi rd nguén goc

cua cac trang thiét bi, trong truong hop chua c6 thi can dé xuat di€u chuyén hoac mua moi.

Pong thoi ciing phai x4c dinh dugc céac thiét bi du thira sau trién khai s& st dung vao

viéc nao, & dau v.v.
Céc yéu cau khi trién khai:

o Phan nay can xac dinh rd cac yéu cau khi trién khai. Mot sé yéu cau thuong gip nhu:
o Danh gia rui ro c6 thé gap phai khi nang cap hé théng, tir d6 dua ra duoc cac bién

phap giam thiéu, phong ngira rai ro mot cach thich hop.
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o Céc yéu cau can dap tmg: Gian doan tdi da la bao nhiéu phut, cac cam két dich vu
can dam bao v.v.
o Kich ban roll back khi c6 van dé xay ra trong qué trinh trién khai, nang cap, can phai

trg lai hé thong ci.
Cac nfi dung khac:

- Check list: Pay 1a mot phan hét stc quan trong, can xay dung check list cho tong thé
ké hoach, check list can dam bao rd rang, chi tiét, ddy du noi dung cling nhu cac
thong s do luong két qua. Ngoai ra c6 thé bo sung céc tai lieu huéng dan kiém tra
Check list.

Trong tung giai doan, phai dam bao Check list cua giai doan trudc hoan thanh thi

mai trién khai giai doan tiép theo

- Check list trwéc trién khai: Bao gom cac noi dung cong viéc can chuan bi trudc
trién khai cu thé, tién do thuc hién va két qua chuan bj cac cong viéc. Bam bao da
san sang va tién hanh trién khai.

- Check list trong trién khai: Liét ké rd rang ting hang muc can hoan thanh, cac két
qua can dat duoc, va phai tién hanh kiém tra xac nhan va théng nhat cac hang muc
truéc khi tién hanh trién khai chuyén d6i chinh thic.

- Check list sau trién khai: Thong thuong check list sau trién khai s& phai co day du
cac noi dung kiém tra tinh hoat dong on dinh cua hé théng. Bén canh d6 phai dam
bao cac quy trinh, tai liéu lién quan dugc cap nhat, ban hanh.

- Céc h¢ théng lién quan: Mot sé hé théng lién quan da liét ké trong phan ké hoach
thuc hién, nhung can thé hién chi tiét noi dung tai day: Vi du nhu danh sach cac Rule

Firewall can ma, danh sach cac ciu hinh may chu can thay déi, v.v.
3.8. Thuec hién trién khai hé thong dé chuyén doi

Sau khi ké hoach chuyén d6i duoc thdng nhat, don vi can tién hanh thuc hién theo

dung cac hang muc trong ké hoach, kém theo d6 1a kiém tra day du theo check list.
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Theo mé hinh dé xuat, thi dé trién khai chinh thirc hé théng hd tro DNSSEC, don vi

sé phai thuc hién cac cong viéc sau:
3.8.1. Kiém tra khd ning hé tro DNSSEC ciia hé thong hién tai:

- Dbi véi cac hé thdng hién tai dang hoat dong, can cau hinh hé théng dam bao hd trg
DNSSEC: enable dnssec
- Kiém tra truy van tir bén ngoai xem c6 san sang hd trg TCP/UDP/53 qua IPv4/IPv6.

o CO thé sir dung mot s6 cong cu online dé kiém tra:

http://dnscheck.ripe.net/;

http://dnscheck.pingdom.com

- Kiém tra dam bao cac hé thong Firewall da hd tro trién khai DNSSEC.
3.8.2. Trién khai mdy chii DNSSEC Signer:

- Cai dat, trién khai may cha, cau hinh phan mém BIND: Tuong ty noi dung di huéng
dan trong phan xay dung hé théng thir nghiém.

- Céu hinh dua vao hé thdng giam sat.

- Xac dinh cac tén mién s& ky DNSSEC.

- Céu hinh lam Slave ciia may chi DNS Master d6i véi cac tén mién sé ky DNSSEC

- Cau hinh l1am master cho cac may chu slave ddi véi céc tén mién ky DNSSEC.
3.8.3. Ciiu hinh mdy chii DNS Master:

- Trén DNS Master s& phai ciu hinh cho phép zone transfer t&n mién duoc ky
DNSSEC xuéng DNSSEC Signer.

3.8.4. Kiém tra trén DNSSEC Signer:

- Kiém tra qua trinh zone transfer cac zone s& duoc ky DNSSEC tir DNS Master

Xuéng.
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- Tao khéa cho tén mién s& ky DNSSEC.
- Ky DNSSEC cho t&n mién can ky.
- Kiém tra qua trinh ky thanh cong hay khdng (Chi tiét cach kiém tra sé néu ¢ phan

sau).

Sau khi ky thanh cong trén may chit DNSSEC Signer, do chua thay d6i ciu triic hé
thdng, hé thong van hoat dong binh thuong theo mé hinh cii, nén khong can thiét phai thuc
hién ngay budc chuyén ddi chinh thtrc. Pon vi can thuc hién déy du cac budce kiém tra, ddm

bdo san sang chuyén doi.

Do tinh chét ciia cac DNS Hosting Provider quan 1y voi sé lugng 16n cac zone tén
mién va thudng xuyén cap nhat thay doi cac thong tin vé tén mién ; khi trién khai ap dung
DNSSEC vao hé théng ciing s& phai thuc hién nhiéu hon cac thao tic vé tao hay thay khoa.
Do vay trén mdy chu DNSSEC Signer, nén cap nhét 1én phién ban BIND 9.11 (phién ban
moi nhat tinh dén thoi diém hién tai) dé c6 thé sit dung tinh ning moi DNSSEC Key
Manager trong viéc tao, van hanh va quan ly khéa DNSSEC mot cach thuan tién va tranh

cac sai sot. (Tham khao phu luc 1.2 )
3.9. Chuyén doi chinh thirc
3.9.1. Ciu hinh cdc mdy chii Slave:

- Sau khi d3 ky thanh cong trén DNSSEC Signer va dam bao cac kiém tra di hoan
thanh. Trén cac DNS Slave, d6i véi cac tén mién ky DNSSEC, chi can doi dia chi
may chu DNS Master thanh dia chi cia may chu DNSSEC Signer.

3.9.2. Kiém tra hoat déng ciia hé thong.

- Kiém tra dam bao qua trinh zone transfer cac dir liéu tén mién ky DNSSEC duoc
chuyén xudng cac DNS Slave.
- Kiém tra truy van ban ghi DNSKEY cua c4c tén mién ky DNSSEC:
o Tu trong mang: St dung Iénh dig
o Tur ngodi mang, st dung cac trang kiém tra online: http://dnsviz.net/
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3.9.3. Gri va cdp nhdt ban ghi DS lén zone cha (Parent Zone)

Sau khi thyc hién thanh cong cic budc trén, va bay gid can glri cap nhat ban ghi
DNS va mdt sb théng tin 1én zone cha (Parent Zone) dé hoan thanh chudi tin cdy. Cac dinh
dang va cac phuong thire tai 1én dugc quy dinh boi to chlrc quan tri zone cha, do vay can
lién hé véi cac t6 chire NDK dé 14y thém cac thong tin 1am thé nao dé tai hay cip nhat thong

tin cua cac zone da dugc ky 1én cac zone cha.

Trudc khi cap nhat guri thong tin 1én zone cha, phai dam bao chic chan rang zone

méi duoc ky dd duoc ddng bo dén tit ca cac may chu trong hé thong DNS.

Ban ghi DS dugc tao ra bang cach st dung cau 1énh “dnssec-dsfromkey”

# dnssec-dsfromkey -a SHA-256 Kexample.vn.+008+06817.key
example.vn. IN DS 6817 8 2
2A5F1DF55D5E64CBD7/BCFEIEFAGEIS86AF335FAS6A2473296E975B89AFD31ELL

Kiém tra thong tin ban ghi DS sau khi dwgc cip nhat trén zone cha bang céch:

$ dig example.vn. DS

; <<>> DiG 9.10.1 <<>> example.vn. DS

;7 global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 49949
;7 flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O,
ADDITIONAL: 1

;+ OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
;+ QUESTION SECTION:

;example.vn. IN DS
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;» ANSWER SECTION:

example.vn. 61179 1IN DS 28267 8 1
66D47CE4B4F551BESEDA43ACSF3109E8CO8E2FAE

example.vn. 61179 1IN DS 28267 8 2
71D9335416B7132519190A95685E18CBF478DCF4CA98867062777938F8FEAB89

3.9.4. Mét s6 cong cu kiém tra DNSSEC
3.9.4.1. Kiém tra di¥ ligu ciia khéa c6 trong zone sau khi ky

Mot trong nhitng cach dé xem néu nhu zone cta ban dugc ky két, chinh 14 kiém tra
su hién dién cua cac ban ghi DNSKEY trong zone do. Bé“lng cach thyc hién cong cu “DIG

Tool”’:

# dig @192.168.1.13 example.vn. DNSKEY +multiline +noall +answer

; <<>> DiG 9.10.1 <<>> @192.168.1.13 example.vn. DNSKEY +multiline

+noall +answer

; (1 server found)

;7 global options: +cmd

example.vn. 300 IN DNSKEY 256 3 8 (
AwEAAclob7g+tccvDwaTVuMM2ddGIynWyMwazlhFrU6cC
0gknWoPpkgO0gIwTrYf3DJY+eIKPVHxrM+02A0RIVhubG
JEv1ibTowTYrawZstS84ejCQ+ehA+8DxKyeWUEzZWOZMBe
OhyeGOcuQVK/p6Z21E096JLul0DjgbabLspequkwidM+HT7
) ; ZSK; alg = RSASHA256; key id = 57009

example.vn. 300 IN DNSKEY 257 3 8 (
AWEAAdQ2ctHx8VmryndiOgpchXPdj3NwxMeUvAre6uYI
5KEL1FJUghTHrz+/CzEc8CXG8wwQ4ZvAey0FGV2nJAFC
ENMxoR1Cz00S1Q0xryNhACA3RnE2/D7G+ShwlOM6w53E
wUJ/1sgu5UevSxFC+eA3fKeL3TWR44PH41iJQpoQmfW5sv
7gG8Sic/HQVBGBAOGfFtHA10a4jDPBi57imS4YsHcUYD
9bsWmhYWSHIKZ66+JInTiMSOnQM69YWBF43QfDKurs5R6
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qPUDiBlaMCzSxmlaBU6fsI1Mu/yIU8wlewy26a42rUTU
rPBC30a/zf9VQ8kpUrMZgJ7LEAALxmR+qwiWDh6U=
) ; KSK; alg = RSASHA256; key id = 28267

Két qua sé cho thong tin ciia 2 ban ghi DNSKEY d6ng nghia voi 2 khéa cong khai
ctia ZSK va KSK (néu chinh sach c6 sir dung ca 2 loai khoa nay dé ky).

3.9.4.2. Kiém tra chir ky (Signatures) cé trong Zone

Mot cach khac dé kiém tra xem sy hi¢n dién cta chit ky c6 trong zone, néu zone do6

da duogc ky, chit ky chinh 1a ban ghi RRSIG.

$ dig @192.168.1.13 example.vn. SOA +dnssec +multiline

; <<>> DiG 9.10.1 <<>> @192.168.1.13 example.vn. SOA +dnssec
+multiline

; (1 server found)

;7 global options: +cmd

;7 Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 31466

;7 flags: gr aa rd; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL:

;5 WARNING: recursion requested but not available

;+ OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096
;+ QUESTION SECTION:

;example.vn. IN SOA

;+ ANSWER SECTION:
example.vn. 300 IN SOA nsl.example.vn.

dnsadmin.example.vn. (

2014102111 ; serial
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10800 ; refresh (3 hours)
1080 ; retry (18 minutes)
2419200 ; expire (4 weeks)
900 ; minimum (15 minutes)
)
example.vn. 300 IN RRSIG SOA 8 2 300 ¢

20141121122105 20141022112105 57009
example.vn.

NgPGNLkUs40Lg/qq7Fv+bgyCwVB4s9PsHQOK6p9ZWiWk 3

3622Qz2WiM+Q19S1VBAPUx9]jijvcRcjGb6KREUXERSUX

wdVeiGx9a4X+Pa03gqTgdkiXuGS2XkK1kBmlCgwhVHTYV

/nxVPrckU4 /mpeUoFViMnT49JkVImgck63esPEU= )

3.9.4.3. Kiém tra cdc Zone File

Theo mac dinh DNS thong thuong chi ¢6 1 tap tin chita dit li€u cia mot zone, nhung

sau khi thuc hién ky DNSSEC s€ tu dong sinh ra 03 tap tin bao gém nhu sau:

# cd /etc/bind/db
# 1s
example.vn.db example.vn.db.jbk example.vn.db.signed

example.vn.db.signed. jnl

Trong do:

o .jbk: tap tin tam thoi duoc st dung bai named
o .signed: tap tin dir liéu zone dugc ky ¢ dang tho

o .signed.jnl: tap tin dang journal cua tap tin dit liéu zone duogc ky.
3.9.4.4. Kiém tra bang cdc cong cu online

Str dung mot ) cong cu kiém tra DNSSEC trén cac Website dé kiém tra cac thong

tin xé4c thuc dit liéu tén mién sau khi ky:
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o Verisign Labs DNSSEC Debugger: http://dnssec-debugger.verisignlabs.com/
o DNSViz: http://dnsviz.net/
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Chi dao bién soan:

Ong Nguyén Hong Thing — Phé Gidm déc VNNIC

Nhom bién soan:

Ong Nguyén Truong Thanh — Triong phong Ky thudgt
Ong Nguyén Trung Kién — PhO trudng phong Ky thudt
Ong Nguyén Huy Bdc — Chuyén vién

Ong Nguyén Van Tri — Chuyén vién
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