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MO PAU

Hé théng DNS déng vai trd ddn dudng trén Internet, duoc coi 1a mot ha tang 16
trong yéu cuia hé thdng Internet toan cau. Do tinh chit quan trong ctia hé théng DNS, di c6
nhiéu cudc tin cong, khai thac 16 hong cia hé thong nay voi quy mé 16n va tinh vi véi muc
dich lam té liét hé théng nay hoac chuyén hudong mdt tén mién nao d6 dén mot dia chi IP
khac. Trén thé gi6i tir nhiéu nam di c6 nhiéu cudc tan cong lam thay do6i dir liéu tén mién,
chuyén huéng website duoc thuc hién, giy hau qua nghiém trong.

Dé giai quyét cac nguy co & trén, ngay tir naim 1990, cac giai phap khic phuc da
duoc nghién ciru. Nam 1995, giai phap DNSSEC dugc cong bd va téi nam 2001 thi dugc
xay dyung thanh cac tiéu chuan RFC du thao, va cudi cing dugc IETF chinh thirc cong bd
thanh tiéu chuan RFC vao ndm 2005.

DNSSEC dua trén nén tang ma hoa khoa cong khai (PKI) tuong tu hé thong ching
thuc dién tir (CA), thuc hién ky s trén cac ban ghi DNS dé dam bao tinh xac thuc, toan
ven cua cap anh xa tén mién — dia chi IP, tit ca cac thay d6i ban ghi DNS da duoc ky s6 s&
dugc phat hién.

Ké tir khi dugc chuan hoa nim 2005, DNSSEC da nhanh chéng dugc trién khai rong
rai trén mang Internet. Tai Vi¢t Nam, Vviéc trién khai ap dung tiéu chuan DNSSEC cho hé
théng mdy chu tén mién (DNS) “.VN” s& giup dam bao chinh x4c, tin cdy viéc sir dung,
truy van tén mién “.-VN” trén Internet thong qua viéc ap dung théng nhat tiéu chuan
DNSSEC d6i véi cac hé théng DNS “.VN”. Dam bao két ndi lién thong theo tiéu chuan
DNSSEC gitta hé thong DNS québc gia “.VN” vé&i hé thong may cha tén mién gc (DNS
ROOT) va cac hé théng DNS qudc té. Panh diu bude chuyén bién quan trong trong viéc
phat trién ha tﬁng Internet tai Viét Nam, san sang déy manh phat trién cac dich vu thuong

mai di¢n tir, chinh phu dién tir tai Viét Nam mot cach an toan nhat.
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HUONG DAN TRIEN KHAI DNSSEC TAI CAC ISP

1. Pinh nghia vé ISP (Internet Service Provider)

La don vi, doanh nghiép quan 1y, van hanh cac hé théng may chu tén mién dém (DNS
Recursive Caching), cung cép dich vu truy van/ phan hdi truy van tén mién cho khach hang,
ngudi dung Internet. ISP 14 cau ndi dé khach hang va ngudi dung Internet c6 thé két ndi dén
cac hé thong DNS khac. Thong thuong trong trién khai DNSSEC, cac ISP sé& khong thudc
nhom Signing (quan 1y va ky s6 tén mién, trir d6i v6i cac tén mién tu quan 1y), ma céac ISP
thudc nhom Validation (xéac thuc) sé dong vai tro xac thuc DNSSEC, dam bao cac cau tra 1o1

tir cac hé théng hé trg DNSSEC 1a hop 1¢ va toan ven.
2. Phan tich, danh gia vai tro

Viéc trién khai xac thuc DNSSEC trén céc hé théng DNS cuia cac ISP ¢6 vai trod rat
quan trong, voi vai tro 1 hé thong xac thuc cac phan hoi truy van DNS/DNSSEC, diéu nay
s& gilip bao vé ngudi sir dung, chdng lai sy gia mao cac phan hoi truy vian DNS. Viéc gia mao
cac phan hoi truy van DNS c6 thé giy ra cdc hau qua nghiém trong vé ca van dé kinh té (loi
nhuén, lam gidm sy uy tin cua thuong hi¢u, to chtic) va cac van dé an ninh cho ca nguoi dung
(danh cdp thong tin nguoi dung) va dbi v6i cac doanh nghiép (chuyén hudéng cac ludng dir

liéu dén cac dich cé chira ma ddc hai, Itra ddo, hoac chan/bat cac goi tin).

Khi mot ISP hd trg DNSSEC, dong nghia véi viéc ISP cung cap cho ngudi ding cudi
cua ho gia tdng tinh bao mat, an toan trén Internet boi cac mdy chu DNS voi kha nang xac
thuc tén mién va dam bao rang cac DNS khong bi thay d6i sai 1éch, hay bi chuyén hudng

ludng dir lidu

Céc tinh ning quan trong nhit cia DNSSEC 1a n6 thém céc co ché dé xac minh tinh
xéc thuc cua cac dap tmg DNS. Dé dat dugc diéu nay, chit ky s6 DNSSEC trén cic ban ghi
DNS phai c6 trong cau tra 16i. Nhitng d6i twong nhan dit liéu truy van DNS nhu méy chii tén
mién dém co thé xac nhan chit ky sé DNSSEC va diéu nay c6 thé chimg minh dugc rang cac

dir liéu DNS da duoc xac thuc.

Huréng dan trién khai DNSSEC tai ISP 6



Trung tdm Internet Viét Nam - VNNIC

3. Quy trinh trién khai DNSSEC

3.1. Tong quan quy trinh thuc hién

Huréng dan trién khai DNSSEC tai ISP
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Téng quan quy trinh trién khai DNSSEC tai cac ISP
M5 hinh hé théng hién tai
- ) Thong sb may cha dich vu, tai
> Ra soat toan b?) hé thong may nguyén may chu (IPv4/IPv6,
g chit tén mién DNS ISP CPU, RAM...) va ha tng
m mang,...
Phin mém DNS:
> - Hang phan mém: BIND
- Phién ban
.4
o~ NO o sanh cac yéu ciu trudce khi
fg’ trién khai 4p dung DNSSEC va
Jas) tinh kha thi ?
v
<
0
o Tién hanh n%ng c;}p hé thong
£ may chu, phan mém DNS va
‘:E yéu cau ha tang mang,...
Thyc hién thiét 1ap Root Trust
Anchor
y
v
Kich hoat tinh ndng xéac thuc
DNSSEC trén hé théng DNS
T ¥ . . ISP
< | Tién hanh trién khai 4p dung o
§ v DNSSEC -
m
Khoi dong lai dich vu, &p
dung c4u hinh hd tro x4c thuc
DNSSEC
Kiém tra hoat dong ciia hé
théng theo cac kich ban chi
tiét va danh gia két qua.
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Giai thich quy trinh:

Hé théng DNS ISP thong thuong 13 cac hé théng may chu DNS Recursive Caching, s&

dong vai tro xac thue (validation) trong DNSSEC. Viéc trién khai DNSSEC s& thuc hién theo

quy trinh cac budc dudi day:

Buwéc 1: Trude hét can thuc hién ra soat hé thong may cha DNS Recusive Caching caa
chinh ISP; bao gém md hinh hé thdng hién tai, cac théng s6 may chu, ha ting mang va
phién ban phan mém DNS dang duoc st dung, dé ¢ thé nhin mot cach tong quét vé
hé théng thuc tai.

Bwéc 2: Panh gia mirc do anh huong va tinh kha thi khi ap dung trién khai DNSSEC
ddi véi hé thdng hién tai dua trén cac thong sb da ra soat & budc trén va cac yéu cau
truéc khi trién khai 4p dung DNSSEC.

o Néu hé théng chua dap tng dugc cac yéu cau trudc khi trién khai ap dung

DNSSEC thi chuyén sang Budc 3.

o Néu hé théng hoan toan c6 thé dap (tng moi yéu cau, chuyén sang Budc 4.
Budéc 3: Tién hanh nang cip hé thong may chi DNS, phan mém DNS hay ha tang
mang tai cac ISP dé dap ung cac yéu cau dat ra, va chuyén qua Budc 4 dé tién hanh
trién khai ap dung DNSSEC.

Bwéc 4: Trong budc ndy sé thuc hién chi tiét cac cong viéc, va kiém tra theo cac kich

ban thir nghiém, dua ra danh gia hoat dong cua hé théng.

3.2. Ra sodt hé thong mdy chii

3.2.1. M hinh hién tai

ISP:

Mo hinh hé théng tén mién bo nhé dém (DNS Recursive Caching) phd bién tai cac

Huréng dan trién khai DNSSEC tai ISP 9
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Top-Level Domain
Name Servers

Internet

39—

End user Caching Recursive
workstation Name Server
Second Level Domain
Name Servers
Client Server

Hinh 1: M& hinh nguyén Iy tong quan ciia hé thong DNS
3.2.2. Théong sé mdy chii dich vu, ha ting mang va phan mém DNS

Tién hanh ra soat toan b cac thong sb may chu dich vu va ha tﬁng mang tai chinh don

vi ISP dua theo bang check list dudi day:

Noi dung ra soat Tiéu chi Két qua

Thong s6 may cha dich vu | Tén may chu, ching loai
DNS ISP Dia chi [V4/IPv6
B6 nhd RAM

Dung lugng 6 bo nhé

CPU
Ha tang mang c6 thé dép | Cho phép DNS over TCP [
g céc yéu cau DNSSEC [ o phep cac goi tin UDP kich thudc lon O
Phan mém DNS Hang phan mém

Phién ban

Bing 1: Check list cdc cong vigc ra sodt trude khi trién khai

Huréng dan trién khai DNSSEC tai ISP 10
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3.3. Cdc yéu cdu trwdc khi trién khai
3.3.1. Yéu cdu vé phin mém
- Phan mém BIND:

BIND (the Berkeley Internet Name Daemon) 13 phidn mém DNS pho bién nhit trén

Internet, va dugc phat hanh béi ISC (the Internet System Consortium, http://www.isc.org).

BIND d4 hd tro DNSSEC cho tt ca cac phién ban ciia BIND9. Néu phién ban BIND
hién dang sir dung khong san sang hd trg DNSSEC hoic ¢6 hd trg nhung phién ban cii, khuyén
nghi nén nang cap 1én tir phién ban BIND 9.7 tr¢ 1én hodc méi nhat BIND 9.17 dé c6 thém
nhiéu tinh ning hd tro DNSSEC tot hon (Xem phu luc Céc tinh nang méi caa BIND 9.11 trg

&n)
3.3.2. Niing lwc mdy chii hé thong

Viéc kich hoat x4c thuc DNSSEC trén may chu tén mién bo nhé dém (ISP DNS Server)
tao cho n6 mot trinh phan giai xac thuc. Cong viéc ciia mot trinh phan giai xac thyc la léy
thém thong tin c6 thé dugc st dung dé tinh toan, xac minh cac cau tra 10i. Dudi day la cac
yéu cau vé phan cling cua cic may chi vat 1y ciing nhu cac may chil xay dung trén nén tang

a0 hoa dé dap g viéc phan giai xac thyc:
- CPU:

Mot trinh phén giai xac thire thuc hién chirc ning ma héa rat nhiéu cac cau tra 10i, diéu
nay thuong dan dén gia ting viéc sir dung CPU, trir khi may chit DNS dé quy d3 duoc xay

dung tich hop trong phan ctimg dé thyuc hién céc tinh toan mat ma ma hoa.
- Bo nhé hé thong:

Viéc kich hoat DNSSEC dan dén céc cau tra 16i ¢6 kich thude 16n hon, va sé chiém

khong gian bd nhd 16n hon.

Huréng dan trién khai DNSSEC tai ISP 11
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3.3.3. Ha ting mang

Khi trién khai 4p dung xac thyc DNSSEC trén mdy chi tén mién bo nhé dém (ISP
DNS Server), DNSSEC sé& dinh kém chit ky sé vao goi tin phan hdi truy van DNS, diéu nay

lam tang kich thudc cta goi tin.

Véi cac phan hoi truy van d6i véi DNS thong thudng, kich thudc goéi tin khong vuot
qua 512 byte. Poi véi DNSSEC, kich thudc cac géi tin ¢ thé 16n hon nhiéu va thudng xuyén
vuot qua 1500 byte. Do vy can phai dam bao rang co sé ha tang mang 14 phu hop va dap

ing tot.
Duéi ddy 1a mot s6 yéu ciu vé ha ting mang can dap tmg dé co thé trién khai DNSSEC:
- DNS over TCP:

Theo truyén théng, DNS hoat dong dua trén giao thic UDP dé truyén tai cac truy va
tra 10i. Tuy nhién trong mot sb truong hop, cac dap tng DNS c¢6 kich thude goi tin viot qua

mirc t6i da dan dén viéc dua giao thire TCP str dung 12 hoan toan co thé.

Do vay can phai cho phép, kiém tra két ndi mang qua giao thirc TCP port 53 trén hé théng ha
tang mang dé dam bao rang “DNS over TCP” dugc phép hoat dong.

- Kich thudc goi UDP:

DNSSEC hoat dong ciling mot phan dya trén giao thirc mé rong ciia DNS duoc goi 1a
EDNSO. Vi giao thirc nay s& 1am cho DNS c¢6 thé sir dung g6i tin 16n hon 512 byte dé truyén
tai dap ung truy vAn DNS. Nhiéu phidn mém DNS (trong d6 c6 BIND) dugc cdu hinh quy
dinh kich thudc goéi EDNSO 1a 4KB, diéu nay c6 nghia rang cic may chit DNS c6 thé nhan

duoc cac goi tin véi kich thude 1én dén 4KB.
Céc van dé nhu 13 hé qua cua viéc trén:

o Mot sb hé thdng tuong hira (firewall) dugc cau hinh loai bo cac goi tin UDP DNS

c6 kich thuéc 16n hon 512 byte vi dwge xem nhu mét cudc tan cong.

Huréng dan trién khai DNSSEC tai ISP 12
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o Mot sb hé théng tuong lira ciing tir chéi chap nhan cac goi tin UDP phan manh, va

day ciing c6 thé duoc cho la dau hiéu cua tan cong.

Do vay, trong ca hai truong hop d6, can phai thyc hién cau hinh lai tuong lira d& bo
cac han ché, dé dam bao hé thong mang c6 kha ning xir Iy cac goi tin UDP 16n (>512 byte,
<4000 byte).

3.3.3. Checklist két qud so sdnh yéu ciu

Bang dudi day 1a mot checklist ¢6 thé tham khao dé 1ap ké hoach trién khai:

Yéu ciu Check

Phan mém hd trg DNSSEC

Néu sir dung phan mém BIND:
BIND phién ban 9.7 trg 1én, hodc méi nhat BIND 9.17 [

Céac may chu hé théng du nang luc dap tng [

Ha tang mang c6 thé dap tmg cac yéu cau DNSSEC

Cho phép DNS over TCP [

Cho phép cac goi tin UDP kich thudc 16m [

Bing 2: Checklist cdc yéu cau trién khai DNSSEC déi véi cic ISP
3.4. M6 hinh trién khai

Viéc trién khai DNSSEC dbi v6i hé théng DNS Caching trén cac ISP s& khong lam
thay d6i mé hinh hé thdng hién tai cta ISP.

3.4.1. Nguyén ly hoat dong
- Qua trinh truy van va duoc xac thuc véi DNSSEC

Duéi day 1a so do thé hién qua trinh truy van va tra 10i truy van dbi voi DNS c¢6
DNSSEC:

Huréng dan trién khai DNSSEC tai ISP 13
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root
name servers

www.isc.org?
= _ isc.org
name servers

= <
Verified answer
ISP DNS Server

Hinh 2: Qud trinh truy vin cé xdc thuwe DNSSEC

Pbi v6i qua trinh truy van c6 DNSSEC, cic budc thyc hién truy van sé theo trinh tu

nhu d6i véi cac truy vAn DNS thong thuong. Va sau khi may chi tén mién dém (ISP DNS

Huréng dan trién khai DNSSEC tai ISP 14
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Server) nhan dugc cau tra 161 cudi cung ve thong tin may chu t€n mién can truy van tor may
chu c6 thim quyén. Mdy chu tén mién dém (ISP DNS Server) sé€ thyc hién chirc nang xac

thuc DNSSEC.

1. May chiit DNS cuia ISP giri yéu cau truy van ban ghi A ciia tén mién Www.isc.org
dén cac may chu tén mién isc.org.

2. May chit DNS ctia ISP d6 s& phan hoi lai bang cau tra 10i kém theo ban ghi tai
nguyén RRSIG (chit ky s6) ctia ban ghi A.

3. May chit DNS cuia ISP tiép tuc truy van ban ghi tai nguyén DNSKEY cua tén mién
isc.org 1én chinh cic may chii tén mién isc.org

4. May chii tén mién isc.org s& phan hoi lai cau tra 1oi kém theo cac ban ghi DNSKEY
va RRSIG cua ban ghi DNSKEY.

5. May DNS cua ISP truy van ban ghi DS ciia isc.org dén may chu tén mién .org
6. May chu tén mién .org phan hdi lai ban ghi DS va RRSIG cta tén mién isc.org.

7. May chi DNS ciia ISP truy van ban ghi DNSKEY cua tén mién .org dén chinh céc
may chii tén mién .org

8. May chu tén mién .org s& phan héi lai ban ghi DNSKEY va RRSIG ciia DNSKEY.

9. May chit DNS cia ISP truy van ban ghi DS cua tén mién .org 1én cac may chu
ROOT.

10. May chiit ROOT s& phan héi lai ban ghi DS kém theo chit ky RRSIG ciia DS.

11. May chtu DNS cuia ISP tiép tuc héi ban ghi DNSKEY cua tén mién cip cao nhat
“.” 1én chinh cac may chu ROOT.

12. Méy chit ROOT s& phan hdi lai ban ghi DNSKEY ciia tén mién “.” kém theo ban
ghi RRSIG ctia DNSKEY.

Sau khi x4¢ minh dugc cau tra 161 cudi dung da dugc xac thuc, may cha DNS cua ISP

s€ gui lai thong tin cau tra 161 cho Client.

Huréng dan trién khai DNSSEC tai ISP 15
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Pbi véi cac truy van cd yéu cau xac thuc 1an dau tién, qua trinh thuc hién va phan hoi
truy van s& t6n nhiéu thoi gian, bang thong va hiéu ning xir Iy cia may chii hon so véi truy
van DNS thong thuong. Nhung d6i v6i nhitng truy vén tiép theo, do cac cau tra 161 da dugc
lru trong bd nhé cache cua cac may chit DNS cua cac ISP nén sé chi thuc hién truy van va
tra 101 tir b nhé cache ciia may chu, do d6 s& khong anh huéng dén hiéu ning xur 1y ciing nhu

thoi gian truy van cia cac may chu nay.
3.4.2. Phan tich sw xdc thuc

Mot may chit DNS dé quy sir dung cac ban ghi tai nguyén DNSKEY dé xac nhan céac
phan hoi tir may cha DNS ¢6 tham quyén bang cach giai ma céac chit ky s6 duoc chira trong
cac ban ban ghi tai nguyén DNSSEC lién quan, va sau do tinh toan va so sanh gia tri bam
(HASH). Néu gia tri bam 12 nhu nhau, né s& cung cip mdt cau tra 10i cho Client DNS véi cac
dir liéu DNS ma Client d6 da yéu cau, chang han nhu mot ban ghi tai nguyén (A). Néu gia tri

hash 1a khong giéng nhau, n6 sé tra 10i mot thong diép “SERVFAIL”.

Hinh duéi ddy cho thdy su xac thuc cau tra 10 trén may chit DNS dé quy cta ISP:

A » HASH1

DNSKEY
RRSIG ————» HASH2

DNSKEY
- Validated u
- - L]
[ ]
—

Authoritative ISP A= DNS Client
DNS Server DNS Server

Hinh 3: Mé td sw xdc thwc trén mdy chu DNS dé quy cia ISP

Huréng dan trién khai DNSSEC tai ISP 16
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Khi mot may chu DNS dé quy (ISP DNS Server) thuc hién phan giai xac thuc truy van
ban ghi A ctia mot tén mién bat ky tir Client yéu cau, nd sé& thyuc hién truy vin dén may chu
c6 thAm quyén cua tén mién do vé ban ghi A, va n6 s& nhan dugc ca ban ghi A va ban ghi
RRSIG. May cha DNS dé quy niy s& cho ban ghi A qua mot ham bam va nhan dugc két qua
1a HASH1. No ciing 14y vé ban ghi DNSSEC tuong tng dé giai ma chit ky sd, va két qua cua
viéc giai ma bam duoc gia tri HASH2. Néu gia tri HASH1 va HASH2 gidng hét nhau va thoi
gian 1a chinh xéc thi ciu tra 10i s& duoc xac thuc. Piéu nay c6 nghia 1a ching ta biét cau tra
101 dén tir may chu c6 tham quyén (x4c thyuc), va ndi dung van con nguyén ven, khong bi thay

d6i trong qua trinh phan héi (tinh toan ven).
3.5. Cdc budc trién khai
3.5.1. Piéu ki¢n tién quyét:

Truédc khi thuc hién theo cac budc hudng dan dé cau hinh BIND 9.x cho céc may chu
tén mién bo nhd dém (ISP DNS Server) cho phép xac thuc DNSSEC, can dam bao cac diéu

kién can thiét sau:

o Phién ban BIND tu 9.7 tro 1én (nén cap nhat I&n phién ban BIND 9.11)

o Puoc cau hinh va cai dat ding véi chic nang cuia mot may chi tén mién bo nhg dém
3.5.2. Thém neo tin cdy ROOT (ROOT trust anchor)

Thuc hién léy neo tin cdy ROOT bﬁng cach DIG ban ghi DNSKEY:

# dig @8.8.8.8 DNSKEY . | grep 257

. 172800 1IN DNSKEY 257 3 8
AwWEARAaAgAIK1VZrpC6Ia7/gEzahOR+9W29euxhJhVVLOyQbSEW0O8gcCiF
FVQUTf6v58fLIjwBAOYIOEZrAcQgBGCzh/RStIo08g0ONfnfL2MTJIRkx0X
bfDalUeVPQUYEhg37NZWAJQIVNMVDxP/VHL496M/QZxkjf5/Efucp2gaD
X6RS6CXpoY68LsvPV]R0ZSwzzlapAzvN9dlzEheX7ICIBBtuA6G3LOpzZ
W5hO0A2hzCTMj JPJ8LbgF6dsV6DoBQzgul0sGIcGOY170yQdXfz57relS
Qageu+ipAdTTJI25AsRTA0ULSONGcILmgrAMRLKBP1dfwhYBAN7knNnulg
OxA+Uklihz0=

MO chinh stra tap tin ciu hinh cua BIND (thudng 1a named.conf) va thém cac phan sau
day:
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trusted-keys {
257 3 8 “<root-trust-anchor-data>;

Trong d6 root-trust-anchor-data chinh 13 phan dit liéu DNSKEY cua DNS ROOT,
thudng bat dau bang: “AwEAAagAIKIVZrp...”

Sao chép phan dit lieu DNSKEY ciia DNS ROOT vira truy van ¢ budc trén vao

phan root-trust-anchor-data, va luu cau hinh chinh stra.
3.5.3. Kich hoat sw xdc thuc

Thém cic cau hinh sau va trong phan “option” cua tip tin cdu hinh BIND

(named.conf):

dnssec-enable yes;
dnssec-validation yes; # enable DNSSEC validation

Luu tap tin cau hinh va dong trinh soan thao.

3.5.4. Khaoi dong lai BIND

Thuc hién kiém tra lai tap tin cAu hinh va khoi dong lai BIND dé ap dung c4u hinh:

# named-checkconf /etc/named.conf
# /etc/init.d/named restart

Kiém tra thong tin log dé dam bao rang BIND khdi dong mot cach chinh xac. Va
c6 thé thdy nhiing canh bao nhu: khong ton tai tip tin “managed keys”; Diéu nay 13 binh
thuong vi lan dau tién khoi dong lai BIND. Tap tin “managed keys” s& dugc tu dong tao

ra.
3.5.5. Kiém tra cai dat

Tham khéo phan “3.6. Cdc kich bén thir nghiém”
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3.6. Cdc kich bdn thir nghi¢m
3.6.1. Thir nghiém bang trinh duyét va cdc tién ich

C6 mdt s trang web cung cip tinh ning dé kiém tra DNSSEC c6 dugc kich hoat

hay khong.
Vi du nhu mét sé web nhu:

http://dnssectest.sidn.nl/test.php

http://www.nic.cz/dnssec/

http://dnssec.vs.uni-due.de/

Kiém tra bang trinh duyét Firefox: khi str dung “plug in” DNSSEC/TLSA Validator,
néu tén mién cua ban d3 duoc ky DNSSEC thi s¢€ xuét hién mot biéu tuong nhé “chia khoa

mau xanh” trén trinh duyét.

-

/InternetﬂystemsCDnmrtium|... * \+

.~ —
@  hitps/fwww.isc.org| (W{:}) C |

Hinh 4: Két qua xdc thuwe DNSSEC trén trinh duyét Firefox
3.6.2. Str dung cong cu dong lénh DIG dé kiém chirng
3.6.2.1. Kiém tra vdi cdc két qua c6 xdc thuc

Muc tiéu thir nghiém nay 13 dé chirng minh rang trinh x4c thuc ctia may chu tén mién
bd nhd dém (DNS Caching) xac thuc mdt cadch chinh xéc céc cau tra 161 DNS cho cac tén

mién duoc ky DNSSEC.

Trong qué trinh thir nghiém, thyc hién truy van ban ghi A cho tén mién www.isc.org

va kiém tra bang cach xac dinh gia tri co (flags) duoc phan hoi lai,

Huréng dan trién khai DNSSEC tai ISP 19


http://dnssectest.sidn.nl/test.php
http://www.nic.cz/dnssec/
http://dnssec.vs.uni-due.de/
http://www.isc.org/

Trung tdm Internet Viét Nam - VNNIC

Thuc hién 1énh sau:

# dig @192.168.1.7 www.isc.org. A +dnssec +multiline

; <<>> DiG 9.10.0-P2 <<>> (@192.168.1.7 www.isc.org. A +dnssec
+multiline

; (1 server found)

;; global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 32472

;; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O,
ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096
;7 QUESTION SECTION:

;www.lsc.org. IN A

;7 ANSWER SECTION:

wWww.lsc.org. 4 IN A 149.20.64.69

WwWw.isc.org. 4 IN RRSIG A 5 3 60 (
20141029233238 20140929233238 4521 isc.org.
DX5BaGVd4KzU2AIH911Kar/UmdmkARyPhJVLrOoyPZagq

5z00bGgFI4efvzL0mcpnculg3BSU5Q48WdBu92xinMdb

E75z1+adgEBOsFgFQR/zgqM3myt/8SngWm4+TQ3XFh9eN
J9ExHZZuZ268Ntlxggf9OmKRRv8X8YigaPShuyU= )

;7 Query time: 3 msec
;7 SERVER: 192.168.1.7#53(192.168.1.7)
;; WHEN: Fri Oct 03 16:40:04 CST 2014
;7 MSG SIZE rcvd: 223

Néu sau khi thuc hién 1énh trén nhan duoc két qua voi:

o Co AD (Authenticated Data) dugc thiét Iap trong qua trinh truy van DNS/DNSSEC

o Co& DO (DNSSEC OK) dugc thiét 1ap, cho thay may cha DNS Caching c6 thé nhan
thuc DNSSEC

o Ban ghi tai nguyén RRSIG duoc dinh kém trong ciu tra loi, v6i tén mién giéng nhu

cac ban ghi A.

Thi tire 1a dir liéu da duoc xac thuc voi1 DNSSEC.
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3.6.2.2. Kiém tra vdi cdc két qua KHONG xdc thuc:

Muc ti€u cua thir nghiém nay l1a dé ching minh rang trinh xac thuc cia may chu tén

mién bd nhé dém (DNS Caching) sé& loai bo dit lidu tén mién ciing véi chit ky sb.

Trong thir nghiém nay, thuc hién giri mot truy vAn ban ghi A cho tén mién

www.rhybar.cz va kiém tra xem rang cac may chu khong cung cip cau tra 101 va tra vé

ding ma 161.

Thuc hién b::ing dong 1énh sau:

# dig +dnssec +noauthority +nocadditional A www.rhybar.cz

; <<>> DiG 9.10.0-P2 <<>> +dnssec +noauthority +noadditional A
www.rhybar.cz

;7 global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: SERVFAIL, id: 32343

; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: O, ADDITIONAL:

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096

;7 QUESTION SECTION:

;www.rhybar.cz. IN A

;7 Query time: 4 msec

;7 SERVER: 145.100.188.188#53(145.100.188.188)
;; WHEN: Fri Jun 17 17:02:47 2011

;; MSG SIZE rcvd: 42

As you can see in the example output, no a

Dua vao két qua trén co thé thy, khong co cau tra 11 dugc cung cap cho cac truy

van va cac may chil tra vé mi 16i “SERVFAIL” (phan in ddm mau vang).
3.6.2.3. Phdt hi¢n 16i ciia qud trinh xdc thuc

Khi nhan dugc mot két qua voi mi 16i “SERVFAIL” nhu trudng hop trén, day ciing
c6 thé 1a mot 15i lién quan dén trinh x4c thyc. Dé kiém chung, bang cach thém co “+cd”

(checking disable) dé v6 hiéu hoa DNSSEC trong lénh dig.
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Néu khi thém c& “+ed” tra vé két qua truy van thanh cong, tiép tuc thuc hién voi
viéc khong thém co “+cd”, néu cudi cung thu dugc phan hdi “SERVFAIL” dong nghia

voi trinh xac thuc gdp van dé.

$ dig @192.168.1.7 www.isc.org. A +cd

; <<>> DiG 9.10.1 <<>> (@192.168.1.7 www.isc.org. A +cd

; (1 server found)

;7 global options: +cmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 33590

;; flags: qgr rd ra cd; QUERY: 1, ANSWER: 1, AUTHORITY: O,
ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
;7 QUESTION SECTION:

JWWw.1lsc.org. IN A

;7 ANSWER SECTION:
WWW.1lsSC.0rg. 30 IN A 149.20.64.69

3.6.3. Str dung céng cu dong lénh dely dé kiém chirng

Ddi v6i cac phién ban BIND tir 9.10 tré 1én, ¢6 thé st dung Domain Entity Lookup
& Validation (delv) @é thuc hién xac thuc cac cai dat. Cong cu nay twong tu cong cu dig,
nhung né duge thiét ké dic biét cho DNSSEC.

Néu khong c6 DNSSEC:

# delv @192.168.1.7 www.isc.org. A

;7 no valid RRSIG resolving 'org/DS/IN': 192.168.1.7#53

;; no valid DS resolving 'www.isc.org/A/IN': 192.168.1.7#53
;; resolution failed: no valid DS

Khi chua kich hoat x4c thuc DNSSEC, két qua nhan dugc

Sau khi kich hoat xac thuwe DNSSEC:

# delv @192.168.1.7 www.isc.org. A +multiline
; fully validated

WWW.1lsc.org. 60 IN A 149.20.64.69
WWW.1lsc.org. 60 IN RRSIG A 5 3 60 (
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20141029233238 20140929233238 4521 isc.org.
DX5BaGVd4KzU2ATH911Kar/UmdmkARyPhJVLrOoyPZaqg
5z0o0bGgFI4efvzL0mcpnculUg3BSUSQ48WdBu92xinMdb
E75z1+adgEBOSFgFQR/zgM3myt/8SngWmi4+TQ3XFh9eN
JgExHZZuZ268Nt1xgqgf 9OmKRRvE8X8YigaPShuyU= )

Néu sir dung 1énh trén va thém vao thong sb +rtrace c6 thé xem dwoc qua trinh thue

hién xac thue cau tra loi:

;; fetch: org/DS
;; fetch: ./DNSKEY
WWW.1sc.org.
WWW.1sc.org.

# delv @192.168.1.7 www.isc.org +rtrace +multiline
;; fetch: www.isc.org/A

;; fetch: isc.org/DNSKEY

;; fetch: isc.org/DS

;; fetch: org/DNSKEY

60 IN A 149.20.64.69

60 IN RRSIG A 5 3 60 (

20141029233238 20140929233238 4521 isc.org.
DX5BaGVd4KzU2ATH911Kar/UmdmkARyPhJIJVLrOoyPZaqg
5zoobGgFIdefvzL0OmcpnculUg3BSUSQ48WdBu92xinMdb
E75z1+adgEBOSFgFQR/zgM3myt/8SngWmi4+TQ3XFh9eN
JgExHZZuZ268Nt1xggf 9OmKRRv8X8YigaPShuyU= )
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Chi dao bién soan:

Ong Nguyén Hong Thing — Phé Gidm déc VNNIC

Nhom bién soan:

Ong Nguyén Truwong Thanh — Truong phong Ky thudt
Ong Nguyén Trung Kién — Phé truong phong Ky thudt
Ong Nguyén Huy Bdc — Chuyén vién

Ong Nguyén Van Tri — Chuyén vién
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