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PHAN 1. TONG QUAN VE CONG NGHE KY SO TAI NGUYEN
INTERNET (RPKI) TRONG XAC THUC, CHONG TAN CONG, GIA MAO
THONG TIN PINH TUYEN

1.1. M6 hinh quan ly tai nguyén Internet va quan ly dinh tuyén

1.1.1. M6 hinh qudn ly

Quan ly dinh tuyén Internet gan véi mo hinh quan ly tai nguyén Internet. Tai
Viét Nam, Trung tdm Internet Viét Nam (VNNIC) — Bo Thong tin va Truyén thong
1a co quan quan ly tai nguy@n Internet quéc gia; quan Iy hoat dong quang ba, dinh
tuyén IP/ASN Viét Nam hudng téi dam bao an toan, phét trién bén viing Internet
Viét Nam.

IANA

AFRINIC | |RIPE NCC APNIC ARIN LACNIC

KRNIC (KISA) JPNIC m NIR khac ISP Thanh vién dia chi IP

Thanh vién dia chi IP Nouii sir dung
Ngudi sir dung
M®& hinh qudn Iy IP/ASN déc lap tai Viét Nam

- IANA 14 t6 chiic quan ly tai nguyén sé Internet toan cau; tiép sau 1a cac to
chuc quan 1y IP/ASN cap khu vuc (gom: Chau Au c6 RIPE NCC, Bic My ¢ ARIN,
M§ la tinh c6 LACNIC, Chau Phi AFRNIC va Chau A — Thai Binh Duong cé
APNIC).Viét Nam thudc khu viec APNIC — Téochic quan ly tai nguyén sé Internet
khu vuc Chau A - Thai Binh Duong.

- VNNIC (Trung tam Internet Viét Nam) - Bo Thong tin va Truyén thong la
t6 chirc quan ly tai nguy@n s Internet Viét Nam va thuc hién viéc cap, phan bé IP,
AS doc lap cho cac co quan, t6 chic, doanh nghiép tai Viét Nam; Quan ly thong tin
dinh tuyén cac vang IP, ASN Viét Nam.

- Thanh vién dia chi IP 1a cac co quan, to chuc, doanh nghiép tai Viét Nam

duoc VNNIC cép, phan b dia chi IP, ASN. Céc dija chi IP do VNNIC cap 1a dia chi
IP doc lap.



1.1.2. Péi twong qudn Iy qudng bd, dinh tuyén

Dinh tuyén Internet gan véi str dung tai nguyén sb dia chi IP va sb hiéu mang
(ASN) trén Internet. Doi tuong quan 1y dinh tuyén gin cac vang IP véi cac ASN (goi

tat 1a AS) twong ung.
A
ASN
(i Al vo) y
S

Internet Address

Paoi twong qudn Iy dinh tuyén trén Internet Vigt Nam

YourNetID

IP va ASN la hai d6i twong chinh trong quan ly dix liéu dinh tuyén. Tir hai d6i
tuong trén, cac ban ghi dinh tuyén duoc sir dung phé bién hién nay gom:

- Ban ghi dinh tuyén thong thuong (Route Object): La ban ghi gan IP va ASN
dé kiém tra dir liéu dinh tuyén (khong tu dong loc dinh tuyén).

- Ban ghi dinh tuyén duoc ky xac thuc, hay con goi 1a ban ghi ky sé tai nguyén
Internet (ROA\) 14 ban ghi xac thuc thong tin dinh tuyén, tng dung céng nghé RPKI
dé tu dong loc dinh tuyén.

Ngoai hai ban ghi phd bién trén, con mot sé ban ghi dinh tuyén duoc thia
nhan 1a: Ban ghi AS-Set (ban ghi AS cua ISP dé thuc hién gan ASN cuaa khach hang
dugc quang ba qua AS cua doanh nghiép ISP); ban ghi AS-Num (ban ghi cia thanh
vién dia chi Internet gan véi viéc quang bé vao/ra véi cac ASN cua cac upstream
providers).

Trong st dung IP, ASN Viét Nam, mdi t6 chirc, doanh nghiép trién khai dang
ky, sir dung IP, ASN dac lap tir VNNIC va thyc hién quang ba, dinh tuyén theo dung
IP, ASN duoc VNNIC cap phat.

1.1.3. Co sé dit ligu dinh tuyén, xac theee dinh tuyén

Hién nay, viéc quan ly dit liéu dinh tuyén duoc quan tdm va théng qua cac to
chtic quan 1y thong tin dinh tuyén toan cau. Céc t6 chic 1a co quan quan ly IP/AS
cap khu vuc (RIR), cap qudc gia (NIR) va cac to chac uy tin khac (nhu: RADB,
NTT, ...).

Tai Viét Nam, dé dam bao céc dit liéu dinh tuyén phi hop véi chinh sach quan
Iy IP, ASN, cac thanh vién dia chi Internet thuc hién khai bao dit liéu dinh tuyén
thong qua VNNIC: Bo phan quan ly IP/ASN Viét Nam (email: ipasn@vnnic.vn). Tat
ca dir liéu dinh tuyén dugc luu trit, quan 1y va ddng bo véi hé thong quan ly dir liu
dinh tuyén khu vuc, toan cau. Pay 1a hoat dong hd tro khai béo, quan ly dit liéu dinh
tuyén chinh thdng va hoan toan mién phi danh cho thanh vién Viét Nam.
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1.2. Cong nghé ky sé tai nguyén Internet RPKI
1.2.1 Han ché ciia mé hinh dinh tuyén hién tai

Dinh tuyén 1a hoat dong cot I8i trong két ndi Internet. Thdng qua cac giao thic
dinh tuyén, viéc cau hinh st dung cac vung dia chi IP, ASN trong thong tin dinh
tuyén va hoat dong cua cac thiét bi dinh tuyén (router) ma cac mang sir dung ti
nguy@n cd thé két ndi, trao d6i luu lwong voi nhau. Giao thire dinh tuyén lién mang
phd bién hién nay trén toan cau la BGP. Hién c6 khoang hon 900.000 viing (prefixes)
IPv4 va hon 150.000 viung IPv6 quang bé trén Internet. L3i dinh tuyén phé bién nhat
thuong gap hién nay la do quang ba sai vung (IP) dinh tuyén, c6 nghia 13 ai d6 vo
tinh quang ba mot vang IP ma ho khéng phai la cha s hitu (mot bén thir 3 quang ba
sai IP qua AS cua ho). Viéc quang ba sai vung IP 12 mot hoat déng tan cong dinh
tuyén (vo tinh hoic cd y). Dudi ddy 1a mot s6 vu viéc dién hinh:

+ Vu viéc chiém quyén diéu khién vung IP cia YouTube do Pakistan Telecom
thirc hién. Vu viéc xay ra tir nim 2008 khi sé hiéu mang AS17557 caa Pakistan
Telecom thyc hién mét quang ba dinh tuyén trai phép vung dia chi 208.65.153.0/24
cua YouTube. Két qua viing IP nay caa YouTube khdng thé truy cap. Luu lwogng cua
Youtube gan véi ving dia chi 208.65.153.0/24 ciia Youtube thay vi dugc chuyén tiép
dung vé mang Youtube (véi s6 hiéu mang 36561) thi bj 1ai vé Pakistan (qua sb hiéu
mang 17557).

+ Léi dinh tuyén cia Google khién két néi Internet Nhét Ban bi dnh huong.
Giita thang 8/2017, gan mot nira s6 ngudi sir dung Internet Nhat Ban khdng thé truy
cap Internet. Do Google cau hinh dinh tuyén nham mét lugng 16n dia chi IP caa cac
nha ISP Nhat Ban chuyén luu lwong qua Google. Theo cdu hinh dinh tuyén cua
Google, cac nha cung cap dich vu Internet I6n nhu Verizon dd chuyén luu luong
Internet dang 1& phai vé Nhat Ban téi Google. Do Google khdng phai nha cung cap
dich vy nén cac luu luong Internet nay khdng duoc chuyén tiép tdi dau khién ngudi
st dung Internet Nhat Ban khong thé truy cap Internet.

+ Vu tan cong MyEtherWallet. Thang 4/2018, vu tan cong chuyén huéng dinh
tuyén kém gia mao DNS, tan cong vao hé thdng dich vu web ciia Amazon dé lay cip
mot lugng tién 4o tir trang web tién dién tir truc tuyén MyEtherWallet.com.

1.2.2. RPKI — Gidi phap cong nghé an toan két néi, dinh tuyén Internet

RPKI la céng nghé ky sé tai nguyén Internet (IP, ASN). Cong nghé RPKI gilp
xé&c thyc thong tin, dit liéu dinh tuyén; han ché tin cong dinh tuyén; ting cuong két
ndi an toan va chat luong cho timg mang IP, ASN doc 1ap va cho mang Internet quéc
gia, Internet toan cau.

Thanh vién dia chi dugc khuyén nghi thue hién khai bao ban ghi xac thue dinh
tuyén (ROA) dé tu bao vé cho chinh hé thng mang, dich vu cua td chirc, tranh cac
tan cong dinh tuyén. Doanh nghiép ISP, IXP tng dung céng nghé RPKI (ROV) dé
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tu dong loc, xac thuc dinh tuyén, giam thiéu thoi gian nhan céng va giam thiéu anh
hudng cta cac cudc tin cong dinh tuyén; cung cap dich vu tét hon cho khach hang.

'EJ‘ Khai bdo day dd, chinh xac Prow 4 Trién khai RPKI-ROV ty ddng xdc thuc théng tin
cac ban ghi ROA S dinh tuyén trén Internet trong nuwréc va quic té.

1.3. Hién trang trién khai RPKI toan cau, Viét Nam
1.3.1. Ti 1¢ itng dung RPKI trong dinh tuyén toan cau
Use of Route Object Validation for World (XA)

Display: Addresses (Advertised ROA-Valid Advertised Addresses), IPv4, Percent (of Total)
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Biéu do trién khai ROA/RPKI toan c4u (nguon APNIC Lab)

RPKI duoc nghién cau va cong bd vao nim 2012, bit dau duoc trién khai vao
nam 2014 va bude dau c¢6 nhitng théng tin danh gia so bd. Tir ndm 2019, sau khi mot
s6 ISP 16n trén thé gioi trien khai RPKI va chinh thiic 4p dung chinh sach tir chdi
quang bé cac ving invalid, viéc trién RPKI duoc ma rong hon. Nhiéu québc gia ciing
chi trong thic dy trién khai RPKI, khai bao ROA.

Thé gioi, hién da trién khai ky so tai nguyén Internet (ROA/RPKI) dat 43%,
nhiéu qudc gia 16n dat trén 70% (nhu: Tho Nhi Ky, Ireland, Phap, Ha Lan, Pai Loan,
Ba Lan, Colombia, Ptc, An Do, Nhat Ban, Thuy si, Thuy Dién). Cac tap doan cong
nghé, ISP 16n da dong loat trién khai RPKI (ROA, ROV): Amazon, Viasat, CXA,
Google, Charter (Hoa K3); Softbank, NTT, KDDI (Nhat Ban); TTNet, TELLCOM
(Tho Nhi Ky); NIB, Reliance Jio (An Do), AT&T, Telia, NTT, Cogent, Telstra,
Quadranet, HE, IDnet, Worldstream, GTT ... Trién khai RPKI 1a yéu cau va xu thé
cong nghé dé d¢am bao an toan dinh tuyén trén Internet.



25 Autonomous Systems with the most BGP observed Prefixes VALID by RPKI-ROV (IPv4)

16509 US, AMAZON-02
47331 TR, TTNET
12479 ES, UNI2-AS
39891 SA, ALJAWWALSTC-AS
18403 VN, FPT-AS-AP FPT Telec
7155 US, VIASAT-SP-BACKBONE
45839 VN, VNPT-AS-VN VNPT Cor
20940 NL, AKAMAI-ASN1
8151 MX, UNINET
7552 VN, VIETEL-AS-AP Viette
9488 IN, BBIL-AP BHARTI Airt l
7713 1D, TELKOMNET-AS-AP PT 1
10620 CO, Telmex Colombia S.A
6327 CA, SHAW
22773 US, ASN-CXA-ALL-CCI-227 1
16625 US, AKAMAI-AS 1
12389 RU, ROSTELECOM-AS 1
396982 US, GOOGLE-CLOUD-PLATE!
34984 TR, TELLCOM-AS
5384 AE, EMIRATES-INTERNET
20115 US, CHARTER-20115
4755 IN, TATACOMM-AS TATA Co 1
9829 IN, BSNL-NIB National |
11830 CR, Instituto Costarric
28573 BR, Claro NXT Telecomun

0.0 1.0k 2.0k 3.0k 4.0k 5.0k 6.0k 7.0k 8.0k 9.0k 10K 11K 12k 13K
Prefix Count
Valid Not-Found B invald
NIST RPKI Monitor: RPKI-ROV Analysis Protocol: IPv4 RIR: All Date: 2024-07-22 12:00

Céac ISP dd xdc thue dinh tuyén RPKI theo sé prefix cao nhdt (nguon NIST)

RPKI-ROV Analysis of Uniaue Prefix-Origin Pairs (IPv4)

Valid: 51.76%

Unique P-O
TOTAL: 1,059,532
Valid : 548,430

Invalid: 0.89% mmm—

Not-Found: 47.35% |

M valid:548,430 Not-Found:501,658 B invalid:9,444

NIST RPKI Monitor: RPKI-ROV Analysis Protocol: IPv4 RIR: All Date: 2024-07-22 12:00

Biéu do ddanh gid trién khai RPKI (ROV) toan cau (nguon NIST?)
1.3.2. Ti l¢ eing dung RPKI tai Viét Nam

Tinh dén thang 7/2024, Viét Nam da timg budc tiang truéng trong trién khai
RPKI. Ty Ié khai bao ROA/RPKI Viét Nam hién dat 96%, ting 8% so v&i ndm 2023.
Céc ISP I6n nhu VNPT, Viettel, FPT, SCTV, CMC ... da trién khai ky s tai nguyén
ROA/RPKI (dat 95-100%). V&i két qua trien khai RPKI, ha tang Internet Viét Nam
dugc dam bao an toan hon, han ché duoc cac van dé tan cong, ro ri dinh tuyén (hijack,
leak).

! https://rpki-monitor.antd.nist.gov/
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Trién khai ky sé ROA/RPKI cua Viét Nam (nguon APNIC Lab)

TT | AS Tén mang % ROA IPv4 % ROA IPv6
1 AS18403 FPT-VN 100.00% 100.00%
2 AS45543 SCTV-VN 100.00% 100.00%
3 AS7602 SPT-VN 100.00% 0.00%
4 AS24173 NETNAM-VN 100.00% 100.00%
5 AS131429 MOBIFONE-VN 100.00% 0.00%
6 AS38244 VINAGAME-VN 100.00% 0.00%
7 AS38735 GDS-VN 100.00% 0.00%
8 AS135918 DVS-VN 100.00% 0.00%
9 AS131392 RUNSYSTEM-VN 100.00% 100.00%
10 | AS63737 VIETSERVER-VN 99.90% 0.00%
11 | AS45899 VNPT-VN 99.70% 100.00%
12 | AS45903 CMCTELECOM-VN 98.60% 0.00%
13 | AS24085 QTSC-VN 98.50% 100.00%
14 | AS24088 HTCHCMC-VN 97.90% 0.00%
15 | AS38726 VTCDIGICOM-VN 96.40% 100.00%
16 | AS24086 VIETTEL-VN 95.60% 0.00%
17 | AS7552 VIETEL-VN 94.60% 100.00%
18 | AS7643 VNPT-VN 79.00% 0.00%
19 | AS135905 VNPT-VN 57.30% 0.00%
20 | AS38731 VTDC-VN 0.00% 0.00%

Top 20 ISP, IDC, Cloud tgi Viét Nam (nguon APNIC)




PHAN 2. HUONG DAN TRIEN KHAI RPKI TAI VIET NAM

2.1. M0 hinh trién khai RPKI trong quan Iy IP, ASN caa Viét Nam

Hién nay, Viét Nam dang st dung hé thong cua APNIC dé tao lap ban ghi,
kiém tra dinh tuyén. Trong viéc cung cap dich vu RPKI cho thanh vién dia chi,
VNNIC hd tro thanh vién dia chi dé khai bao ban ghi ky sé tai nguyén Internet. Mo
hinh cung cap dich vu RPKI cho thanh vién dia chi trong cdng tac quan ly IP/ASN
tai Viét Nam nhu sau:

- Ea

hach
f]ai‘; \‘ —» VNNIC =

Khach
hanq

Twong tac gitta thanh vién dia chi Internet Viet Nam, VNNIC, APNIC trong khoi
tao va sir dung thong tin dinh tuyén cé chirng thye

Neo tin cdy

Vai tro va su tuong tac trong mé hinh cung cap dich vu RPKI cho cac thanh
vién dia chi cia VNNIC nhu sau:

a) VNNIC:

+ Véi vai trd NIR, VNNIC cung cap t6i cac thanh vién dia chi Viét Nam kha
nang khoi tao, quan 1y céc ban ghi dinh tuyén c6 xac thuc (ROA) thdng qua thu dién
tir (ipasn@vnnic.vn) tir cac can bo quan tri dau mdi da dang ky va duogc luu trix trén
co so dit lieu qubc gia (VNNIC) va khu vuc (APNIC).

+ Sau khi tiép nhan yéu cau khoi tao/ diéu chinh/ x6a bo thong tin dinh tuyén
c6 x&c thyc tir thanh vién dia chi, VNNIC st dung hé théng APNIC cung cip dé tao
cac chung chi s, tao ban ghi xéac thuc khai tao tuyén (ROA), ky sb cac ban ghi va
Xuit ban thdng tin ROA cua thanh vién trén hé théng khu vuc.

Ngoai ra, VNNIC hd trg cac hoat dong tu vén trién khai RPKI cho céc ISP va
t6 chire cac khoa dao tao vé RPKI cho céc ISP, thanh vién dia chi tai Viét Nam.
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b) Cac thanh vién dia chi:

+ Pé tao thong tin dinh tuyén c6 chung thuc cho vung dia chi ma minh dugc
phan bo, cac thanh vién dia chi gui yéu cau téi VNNIC qua kénh nghiép vu quan Iy
IP/ASN theo mau va cung cap c4c thdng tin can thiét (tbi thiéu: VVang IP/ Origin AS/
Max length).

+ Khuyén nghi thanh vién dang ky ASN riéng véi VNNIC dé phét trién mang
hién dai, két ndi da hudng. Chi can tao ban ghi ROA cho Origin AS (AS tryc tiép
quang ba vung IP cua thanh vién).

c) Cac ISP, IXP
- M6t s6 luu ¥ ddi véi ISP, IXP vé khai bao ROA:

+ Ban ghi ROA duoc tao phd hop véi chinh sach dinh tuyén thyc té caa cac
vung dia chi duoc phan bé tai ISP.

+ Khuyén nghi khach hang st dung IP, ASN doc lap lién hé vi VNNIC dé tu
khai b4o ban ghi ROA. ISP khéng phai dé nghi VNNIC tao ban ghi ROA thay khéch
hang.

- Trién khai ROV va sir dung thong tin RPKI dé xay dyng chinh séach loc dinh
tuyén. Toan bo céc td chirc van hanh mang ludi tai Viét Nam déu co thé sir dung cac
thong tin dinh tuyén c6 chiing thuc céng bo tai cac Neo tin cay cua APNIC (va céc
RIR khac) dé xay dung chinh sach loc dinh tuyén cho thiét bi dinh tuyén bién cua
minh. Truong hop mudn sir dung thong tin dinh tuyén cé xac thyc RPKI, cac to chuc
thiét 1ap thiét bi RPKI validator két ndi téi cac Neo tin cay va sir dung thiét bi dinh
tuyén c6 hd trg RPKI dé tao chinh sach loc dinh tuyén.

2.2. Hwéng din khai bao ban ghi ky sé tai nguyén Internet (ROA/RPKI)

Pé dang ky khai bao ban ghi dinh tuyén c6 xac thuc (RPKI), cac thanh vién
dia chi cia VNNIC guri yéu ciu qua dudng thu dién tir t6i hop thu nghiép vu cta
VNNIC theo quy trinh dang ky va thuc hién khai bao thong tin dinh tuyén c6 xac
thuc RPKI dudi day:

2.2.1. Nguyén tic thac hign

- Y&u cau xuat phat tir thanh vién dia chi, email y&u cau 1a email dai dién cua
thanh vién da dang ky trong co so dir liéu quan ly caa VNNIC.

- Khi yéu cau khai bao ban ghi xac thyc thong tin dinh tuyén (ROA - Route
Origin Authorization), thanh vién phai cung cip day du cac théng tin theo yéu cau
cua VNNIC.

Luu y: Trong clng yéu cau khai bdo ROA s& hd tro khai ca ban ghi ROA va
ban ghi Route cho ving dia chi IP Ién nhat. Néu thanh vién c6 yéu cau khac, thanh
vién c6 dé nghi trong email giri VNNIC.

10



2.2.2. Céc théng tin cung cap khi yéu cdu khai b4o ROA
- Prefix: (Thong tin dia chi IPv4 hoac IPv6)
- Origin AS: (ASN mudn quang ba cho ving dia chi IP).
- Max length: (Kich c¢& quang ba tdi thiéu).
- descr: (Tén mang thanh vién)
- notify: (email thong bao cua thanh vién)
- notify-2: (email cua dai dién quan ly ASN).
2.2.3. Ngi dung dé nghi ciia Thanh vién giii VNNIC
M4Au ndi dung dé nghi:

Chu d@é: [TENMANG-VN] Hd tro khai bao ban ghi RoA

Noi dung:

Thanh vién “tén mang” kinh dé nghi VNNIC hé tro khai bao ban ghi RoA trén hé
thong APNIC véi thong tin cu thé nhu sau:

e Prefix: (Thong tin dia chi IPv4 hogc IPv6)

o Origin AS: (ASN muén qudng bd cho ving dia chi IP).

o Max length: (Chiéu dai téi da/ Kich c& quang bé téi thiéu).
e descr: (Tén mgng thanh vién)

« notify: (email théng bao cua thanh vién)

o notify-2: (email cua dai dién quan ly ASN).

Pé nghi VNNIC hé tro khai b&o, kich hoat trang thai cho ban ghi ROA hoat déng
trén diz ligu RPKI va dong bé Whois cho ban ghi Route cia ving IP I6n nhdt.

<Chén email: Théng tin dau méi guri yéu cau (ho tén, chirc vu, email, dién thogi>.
Chi tiét tham khao quy trinh tai dia chi sau:

https://www.vnnic.vn/diachiip/chinhsach/quy-trinh-khai-bao-ban-ghi-ky-so-
tai-nquyen-ip-asn-roa-rpKki.

2.3. Huwéng din trién khai xac thuc RPKI (ROV) trén thiét bi dinh tuyén
mang.

2.3.1. Cac thanh phan cén cé dé trién khai xac thec thong tin tai nguyén
(AP/ASN) trong xay deeng chinh sach loc dinh tuyén
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Pé st dung thong tin dinh tuyén c6 xéac thuc, thiét bi dinh tuyén cuaa to chuc
can hd trg RPKI va bén canh d6, t6 chuc can cai dat va st dung hé théng RPKI
validator (con goi 1a RPKI cache) dé thiét lap chinh sach xéac thuc dinh tuyén. Thiét
bi RPKI validator s& két néi toi cac Neo tin ciy (Trust Anchor) dé lay vé cac théng
tin ban ghi xac thuc khai tao tuyén ROA va cac thong tin chiing thue kém theo duoc
cdng bé tai cac Neo tin cay. Dua trén dir liéu thdng tin ndy, RPKI validator cung cap
thong tin xac thuc cho thiét bi dinh tuyén, theo dé:

- Xéc dinh thong tin quang ba dinh tuyén 12 hop 1& (VALID) néu thdng tin tai
nguyén mang (IP/ASN) dinh tuyén duoc xac dinh da duoc ky boi mot ban ghi ROA.

- Xac dinh thong tin quang bé 12 khong hop 18 (INVALID) néu quang ba dinh
tuyén c6 chiéu dai caa ving (tién td) dia chi IP 16n hon do dai cho phép quang bé
xac dinh trong ban ghi ROA.

- Xéc dinh théng tin quang bé 1a Khong xac dinh (Unknown) néu thong tin tai
nguyén mang (IP/ASN) dinh tuyén khong duoc cong bé trong ban ghi ROA nao.

Cu thé mo hinh xéc thuc thdng tin tai nguyén mang bang RPKI trong xay dung
chinh sach loc dinh tuyén, mang cua thanh vién can c6 hai thanh phan thiét bj nhu
sau:

(1) RPKI Validator (RPKI Server)

Thong tin vé phan mém RPKI Validator, cac huéng dan va danh sach phan
mém nguon maé hd tro cho viéc cung cap va st dung dich vu RPKI ¢6 thé tham khao
tai dia chi dudi day:

NLNetLabs Routinator - https://github.com/NLnetLabs/routinator/

FORT Validator - https://github.com/NICMx/FORT -validator/

Cloudflare OctoRPKI - https://github.com/cloudflare/cfrpki
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RPKI-client - https://rpki-client.org/

Prover - https://qithub.com/lolepezy/rpki-prover

Rpstir2 - https://github.com/bgpsecurity/rpstir2

(2) Router hé trg RPKI

Hién céc dong thiét bi dinh tuyén phé bién déu hd tro RPKI:

- Juniper chinh thirc hd trg RPKI tir phién ban hé diéu hanh RPKI release 12.2.

- Cisco chinh thtrc hd tro RPKI trong cac platform dudi day:
+ Bo dinh tuyén tam cao va trung chay 10S-XR: Phién ban téi thiéu XR 4.2.1:
CRS-1, CRS-3, CRS-x; ASR9000; ¢12000.

+ Ddi véi dong chay hé didu hanh XR 5.1.1: NCS6000 (router quang); XRv
(virtual router trén x86).

+ Router chay hé diéu hanh 10S-XE: tdi thiéu can hé diéu hanh phién ban XE
3.5: ¢7200, ¢7600, ASR1000; CSR1000v (Virtual Router trén x86); ASR901,
ASR903, ASR907; ME3600, ME3800.

+ Thiét bi dinh tuyén ASR1000 va CSR1000v cling hd trg chire nang RPKI.

- Alcatel — Lucent: Thiét bi dinh tuyén cua Alcatel — Lucent hd tro RPKI ti
phién ban hé diéu hanh 12.0 R4.

Thong tin vé router hd trg RPKI va cac hudng dan chi tiét vé cau hinh sir dung
RPKI trén router Cisco, Juniper c6 thé tham khao tai dia chi:
https://www.ripe.net/manage-ips-and-asns/resource-
management/certification/router-configuration.

2.3.2. Hwong ddn trién khai RPKI
Buéc 1: Diang ky véi VNNIC dé khai bao ban ghi ROA trén APNIC:

- Thanh vién dia chi thuc hién cac noi dung theo quy trinh tai muc 2.2.

Buéc 2: Chuan bi trién khai RPKI cho dich vy dinh tuyén

- Xay dung RPKI validator (RPKI Server) dong bo thong tin cac ban ghi ROA
tr APNIC RIPE NCC, ARIN...

- Nang cap Router chay RPKI va nhan bang dinh tuyén toan cau tir cac
Upstream.

Budc 3: Trién khai RPKI trén cac bo dinh tuyén bién. Thiét 1ap chinh sach véi
cac prefix co gia tri invalid s& bi v hiéu trong bang dinh tuyén BGP.

- Valid: Phé duyét dong y dinh tuyén, quang ba (pass).
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- Unknow: Kiém tra thém dix liéu dinh tuyén dé dong y hoc tir chéi dinh tuyén
(Pass/ Reject).

- Invalid: Reject.

2.4. Thong tin lién hé, hd tro

Trong qué trinh quan ly, st dung cac ving dia chi da dugc phan bd, thanh vién
néu can hd tro hodc tu van co thé lién hé cac don vi dau mdi caa VNNIC theo thdng
tin sau:

- Phong Hop tac - Quan ly tai nguyén, Trung tam Internet Viét Nam (Email
nghiép vu: ipasn@vnnic.vn, Bién thoai: 024-35564944 s6 may I¢ 105, 102).

- B6 phan quan ly IP/ASN: Email ipasn@vnnic.vn; Dién thoai: 024-35564944
s6 may lé 102, 905.

TRUNG TAM INTERNET VIET NAM (VNNIC)
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